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ACCOUNTI NG PRI NCI PLES AND STANDARDS HANDBOOK

CHAPTER 6. | NTERNAL CONTROLS

Section 1.0 General

This chapter describes the internal controls designed to
protect resources agai nst waste, |loss, and m suse while
ensuring that tinely, reliable data are obtained, maintained,
and fairly disclosed. |Internal controls are safeguards built
into a process or work flow to provi de reasonabl e assurance to
managenent that the systemis working as intended and that
resources are used in the nost effective and efficient manner
possi bl e.

What constitutes an effective control systemmy vary with
circunstances. Seni or bureau nmanagenent officials are
responsi bl e for adequate managenent controls in their bureaus.
They shoul d establish an environnent that creates the
appropriate control awareness, attitude, and discipline. Each
managenent control system should be designed to fit the

organi zation and its operating philosophy, focus on areas of

i nherent risk, and achieve a thoughtful balance between
control costs and benefits. WManagenent control systens shoul d
provi de reasonabl e, but not absol ute, assurance that the

obj ectives of the systemw || be acconplished. This concept
recogni zes that the cost of nmamnagenent controls should not
exceed the benefits to be derived fromthem i.e., that the

mar gi nal costs of the planned controls do not exceed the
mar gi nal benefits to be derived.

Section 2.0 Authority

In addition to this chapter, the followi ng | aws, regul ations,
and guidelines are relevant to the bureau's system of internal
control:

a. |Federa| Managers' Financial Integrity Act| 31
U S.C. Sec. 3512;

b. [Governnent Perfornance and Results Act of 1993]
(31 U.S.C. Secs 1115-1119), (39 U.S.C. Secs
2801-2805);



http://www.osec.doc.gov/ofm/acctg/fmfia.htm
http://www.osec.doc.gov/ofm/acctg/gpra.htm
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c. [GAO Standards for Internal Control in the Federa
Gover nnent ;

d. GAO Policy and Procedures Manual for Guidance of
Feder al ncres. Tiile 2 Accountin Appendi x
I'l, and [TTtTe 7, Fiscal Proceadures, |

e. [Ofice of Managenent and Budget (OWB) Circul ar A-
123, "Managenent Accountability and Control;" and

f. Department Admi nistrative Order (DAO 216-15,
"I nternal Managenment Control Systens."

Section 3.0 Responsibility

Bureau finance officers and program fi nancial system nanagers
are responsi ble for ensuring that adequate internal controls
are established and maintained in all activities under their
control. Accounting systens include all systens and subsystens
t hat process and record transactions, track and control assets
and ot her resources, make di sbursenents, receive paynents,
and/ or produce financial reports.

Responsibility for preventing fraud and waste is not solely
confined to financial or internal audit personnel. Each
manager and supervi sor, whether they be in accounting,

adm ni stration, program or budget, is responsible for
managenent controls. A sound managenment control process is a
dynam c, cost-saving nanagenent tool. Managenent contro
prograns nust anticipate and prevent (as well as detect and
correct) errors, irregularities, and m snmanagenent.

The Accounting and Auditing Act of 1950 (P.L. 97-258, as
anmended by 31 U S.C. Sec. 3512) requires the head of each
agency to establish and maintain adequate systens of internal
control. The Federal Managers' Financial Integrity Act
(FMFI A) of 1982 anended the former Act to require ongoing
eval uati ons and reports on the adequacy of the systens of
internal control of each executive agency. At the bureau

| evel , the managenent controls should provide reasonable
assurance that:

a. Obligations and costs are in conpliance with
applicabl e | aws;


http://www.gao.gov/special.pubs/ai00021p.pdf
http://www.whitehouse.gov/omb/circulars/a123/a123.html
http://161.203.16.4/papr2pdf/158856.pdf
http://161.203.16.4/papr2pdf/158856.pdf
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b. Funds, property, and other assets are safeguarded
agai nst waste, |oss, unauthorized use, or m s-
appropriation;

c. Revenues and expenditures applicable to agency
operations are properly recorded and accounted
for to permit the preparation of accounts and
reliable financial and statistical reports, and
to maintain accountability over the assets; and

d. Prograns are efficiently and effectively carried
out in accordance with | aw and managenent

policy.
Section 4.0 Oversight

The FMFI A requires each Departnment or agency head to express
an opinion on the adequacy of the organization's system of
managenent controls in an annual FMFI A report to the President
and the Congress. To conply with this requirenent, each
agency shoul d conduct continuous eval uations of its nmanagenent
control systens and such evaluations will formthe basis of

t he annual report. OWB Circular A-123 states that the head of
each agency is responsible for designing, installing,

eval uating, inproving, and reporting on the agency's
managenent control systens. The agency head is specifically
required to:

a. Designate a senior official who will be
responsi bl e for coordinating the overall agency-
wi de efforts of evaluating, inproving, and
reporting on managenment control systens.

b. |Issue managenent control directives to establish
specific responsibilities for seeing that agency
managenent control systens are devel oped,
mai nt ai ned, eval uated, inmproved, and reported.

c. Provide for coordination anmong princi pal
participants, i.e., the designated managenment
control official, heads of organization units
i ncluding the I nspector General, and program and
technical staff.
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d. Assign responsibility for managenent control to
appropriate | evels of managenent in each agency
conmponent .

e. Perform (at |east once every five (5) years or as
program changes require) risk assessnents
providing a prelimnary review of the
susceptibility of a programor function to waste,
| oss, unauthorized use, or m sappropriation of
all agency conponents and assessable units.

f. Provide for detailed exam nation of the system of
internal controls to determ ne whet her adequate
control neasures exist and are inplenmented to
prevent or detect the occurrence of potential
risks in a cost effective manner

g. ldentify areas which have high inherent potentia
for waste, |oss, abuse, unauthorized use, or
m sappropriation due to the nature of the
activity itself, and give priority to designing
and inplementing tinely corrective action for
mat eri al weaknesses identified within those
ar eas.

h. Establish a formal foll owup systemto record and
track the inplenentation of corrective actions
associated with the resolution of materi al
defi ci enci es.

The I nspector General (or the senior audit official if there
is no Inspector General) should provide technical assistance
in the agency effort to evaluate and inprove internal
controls. The Inspector General is also responsible for the
revi ew of managenent control systens as part of its nornal
audit process.

The General Accounting O fice also audits the agencies’
efforts to conply with the FMFIA. OMB revi ews the annual
FMFI A reports of agencies and neets with appropriate agency
personnel to ensure conpliance with FMFIA and OVB Circul ars A-
123 and A-127. OMB works particularly close with those
agenci es reporting high risk areas.
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Wthin the Departnent, the Director, O fice of Budget,

Pl anni ng, and Organi zation, is responsible for internal
controls, audit followup, and liaison activities pursuant to
DOO 20-7, as anended. The Director for Financial Managenment
(Deputy CFO) is responsible for financial internal controls
pursuant to DOO 20-27, as anended.

Section 5.0 General Standards

The follow ng standards, as prescribed by GAO s Standards for
I nternal Control in the Federal Governnent, represent the

m ni mum | evel of quality acceptance for internal control and
provi de the basis agai nst which Departnental internal contro
is to be eval uated:

.01 Control Environnment
Managenment and enpl oyees shoul d establish and
mai ntai n an environment throughout the departnent
that sets a positive and supportive attitude toward
internal control and conscientious managenent.

The follow ng are key factors affecting the control
envi ronment :

1. Integrity and ethical values maintained and
denonstrated by managenment and staff.

2. Managenent's commi tnment to conpetence.
3. Managenent's phil osophy and operating style.
4. Agency's organizational structure.

5. Delegation of authority and responsibility
t hr oughout the organi zati on.

6. Human capital policies and practices.

7. External relationship, i.e., with Congress
and central oversight agencies such as OVB,
Treasury, etc.

8. Internal senior nmanagenent councils and the
O fice of the Inspector General.
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Ri sk Assessnent
I nternal control should provide for an assessnment of
the risks the agency faces from external and
internal sources. Risk assessnment can be
acconpl i shed through:
a. Establishment of clear, consistent agency
obj ecti ves.

b. ldentification and analysis of risks
associ ated with achi eving such agency
obj ecti ves.

c. Formng a basis for determ ning how risks
shoul d be managed.

Control Activities

I nternal control activities help ensure that
managenent's directives are carried out. The
control activities should be effective and efficient
in acconplishing the agency's control objectives.
Control activities include policies, procedures,

t echni ques, and mechani sns being put in place to
ensure adherence to requirements established by

t hese managenent directives.

I nternal control activities also include special
control activities for information systens. They
apply to all information systens including
mai nf rame, m ni conputer, network, and end-user
envi ronnents; and the processing of transactions
within the application software.

| nformati on and Comruni cati ons

| nformati on shoul d be recorded and conmuni cated to
managenent and others within the entity who need it,
and in a formand within a tinme frane that enabl es
themto carry out their internal control and other
responsi bilities.

| nformation pertinent to external as well as
internal events nmust be relevant, reliable, and
timely. Information nmust be conmuni cated
effectively with data flow ng down, across and up
t he organi zati on. Managenent shoul d ensure that
means of conmuni cation are adequat e.
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.05 Mbonitoring
I nternal control nonitoring should assess the
quality of performance over tinme and ensure that the
findings of audits and other reviews are promptly
resolved. Monitoring should be performed
continually and be ingrained in the agency
oper ati ons.

Moni toring includes regular managenent and
supervisory activities, conparisons,

reconciliations, and other actions people take in
performng their duties. It can take the form of

sel f-assessnment. It should include policies and
procedures to ensure that audit findings are
resolved in a tinely manner and proper actions are
taken to correct deficiencies, produce inprovenents,
or denonstrate audit findings and recomrendati ons do
not warrant nmanagenent actions.

Section 6.0 Accounting Control Activities

The follow ng accounting control activities are prescribed for
bureau accounting systens, subsidiary accounting systens, and
program fi nanci al systens:

.01 Docunent ati on

a. All transactions, processing procedures, and
systems of admi nistrative controls, and other
internal controls (e.g., objectives, techniques)
are to be fully docunented so that a clear audit
trail is established.

b. Controls should be established to assure that
financial transaction docunents are received and
processed in a tinely manner. Docunents shoul d
be properly classified and filed for reference,
and for certification of schedul es for
di sposition in accordance with records managenent
standards (see Chapter 15, Records Managenent, of
t hi s Handbook) .
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c. Internal control requirenments should be included
in directives, policies, manuals, plans,
flowcharts, and desk procedures.

Recordi ng Transacti ons and Events

a. Transactions and other significant events are to
be pronptly and accurately recorded and
classified.

b. An approved system of general |edger and
subsi di ary accounts shall be nmaintained for
assets, liabilities, net worth, revenues, costs,
budgetary accounts, and statistical accounts.

Executi on of Transacti ons and Events

a. Transactions and other significant events are to
be aut horized and executed only by persons acting
within the scope of their authority.

b. Aut horization should be clearly conmunicated to
managers and enpl oyees and shoul d i nclude the
specific ternms under which the authority exists.

c. There should be a systematic, ongoing
adm ni strative review of di sbursenent
transactions to ensure proper certification of
vouchers and di sbursenent of Governnment funds.

d. Statistical sanpling my be enployed in the
adm ni strative review process in accordance with
Title 7, GAO Policy and Procedures Manual for
CGui dance of Federal Agenci es.

Reconciliati on of Accounts

a. Proper reconciliation of accounts shall consi st
of identification of differences between general
| edger bal ances, subsidiary | edgers, and the
detail. The reconciliation must include the
timely processing (preferably in the follow ng
nmonth) of the identified itenms constituting the
di fference between controlling accounts and the
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detail. Accounting records nust be promptly
brought into agreenment with the results of audits
or physical inventories when they are taken.

Di fferences should be investigated to determ ne
the causes. Procedures need to be inplenented to
prevent recurrence and, if applicable, to effect
recoveri es.

General | edger accounts nust be reconciled to
subsidiary | edgers and source docunments as
frequently as possible, but no less frequently
t han prescribed by the foll ow ng schedul e of
reconciliations:

General Ledger Account Frequency
Cash Mont hly
| nprest Funds Mont hly
Advances Mont hl y
Account s Recei vabl e Mont hl y
Loans Recei vabl e Mont hl y
Deposit Accounts Mont hly
Suspense Accounts Mont hl y
I nvent ori es Annual |y
Fi xed Assets Annual |y
Ot her Assets Annual |y
Undel i vered Orders Mont hl y
Account s Payabl e Mont hl y
Ot her Liabilities Annual |y

The preparation of external financial
statements or financial reports should be
preceded by proper and conpl eted
reconciliations.

Formal schedul es and work papers for such
reconciliations shall be of sufficient detail to
ensure the accuracy of financial statenents and
reports. The working papers and records on which
such verifications are based shall be retained
within the bureau in a formthat will facilitate
audi t.

The reconciliation of general |edger accounts
wi th subsidiary and support records helps to
substantiate and maintain the accuracy of account
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postings and bal ances. Different tools nmay be
used to acconplish a meaningful reconciliation
based on the finance officer's professional

j udgnent and know edge of the systens and
controls involved. Wenever possible, conputer-
assi sted procedures should be enployed. When it
is not feasible to pull every docunent,
statistical sanpling may be used. For exanple,
the certification of obligations is a legally
mandat ed reconciliation procedure. It is nore
stringent than other reconciliations, but
statistical sanpling is specifically authorized
by GAO. AlIl reconciliation procedures should be
fully docunented and expl ai ned.

e. To ensure that the sanples drawn are reliable,
all sanples nust be drawn on a random basis. |If
a random sanple is not used, no valid conclusion
coul d be reached about the entire popul ation.

For exanmple, drawing a sanple of every tenth
transaction is not a random sanpl e; such a sanple
will only tell you with 100 percent certainty
what your performance or results were on every
tenth transaction. Sanples taken nust al so be
based on an adequate sanple size to reach a 95
percent confidence |evel.

. 05 Separation of Duties

Key duties and responsibilities in authorizing,
processi ng, recording, and revi ew ng
transactions, as well as the receipt, use, and
di sposition of resources, shall be separated
anong individuals. To reduce situations where
errors or irregularities can go undetected, no
one individual should control all phases of an
activity or transaction.

. 06 Super vi si on

Qualified and conti nuous supervision is to be
provided to ensure that internal contro

obj ectives are achi eved. Supervisors should
control enployee's activities to optim ze
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productivity and to achieve internal control
obj ecti ves.

. 07 Access to and Accountability for Resources

a.

.08 Liti

Access to resources and records is to be limted
to authorized individuals. Accountability for

t he custody and use of resources is to be

assi gned and mai nt ai ned.

Peri odi c conparison (at |east annually) shall be
made by taking a physical count of resources and
conparing the result with the amunts recorded in
the official records to determ ne whether the two
agr ee.

gation, Clains and Assessnents

Managenent of the Federal reporting entity is
responsi bl e for adopting internal contro

policies and procedures to identify, evaluate and
account for litigation, clainms and assessnents as
a basis for the preparation of financial
statenments in accordance with the requirements of
the Chief Financial O ficers Act of 1990 and the
Gover nnment Managenment Reform Act of 1994. These
include litigation, clainm and assessnments
handl ed by | egal counsel outside of the Federal
reporting entity's |legal departnent®.

Section 7.0 Audit Control Activities

a.

Pronptly evaluate findings and reconmendati ons
reported by auditors and ot her reviewers.

Determ ne proper actions and tinme- franes in
response to audit/review findings and
reconmendat i ons.

Accounting and Auditing Policy Committee: (Audit Legal

Representati on Gui dancef
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c. All actions that correct or otherw se resol ve the
matters brought to managenent's attention are to
be conpleted within the established tine-frane.

Section 8.0 Budget Control Activities

Operating budgets on a cost basis shall be made a part of the
system of accounting and internal control. Reports to
responsi ble officials, at |east nmonthly, should be provided in
sufficient detail to facilitate:

a. Control of resources for the purposes intended,
b. Conpari son of actual performance to planned or
budget ed performance and anal ysi s of vari ances;

and

c. Evaluation of personnel and organi zati onal
perf or mances.

Section 9.0 Information Systens Control Activities

These activities include:

a. CGeneral control over data center operations,
system acqui sitions and nai ntenance, access
security and application system devel opment and
mai nt enance.

b. Application control designed to help ensure
conpl et eness, accuracy, authorization, and
validity of all transactions during application
processi ng.

Details on this subject matter are provided in the AFederal
| nformati on System Control Audit Manual @at the follow ng
addr ess:

pttp://ww. gao. gov/policy/ 12 19 6. pdf |

Section 10.0 Review Control Activities

I nternal controls associated with accounting functions will be
subject to rigorous, systematic reviews and self-assessnents
in accordance with guidelines provided under DAO 216-15,


http://www.gao.gov/policy/12_19_6.pdf

6-13 Revi sed, TM A-01 (8/99)

"I nternal Managenent Control Systens,"” and DAO 203-3, "Reviews
Required by the Federal Managers' Financial Integrity Act of
1982."

Section 11.0 The Basic Approach to Evaluating, |nproving, and
Reporting on Internal Controls

An eval uation of and reporting on internal control can be
approached in several ways. The approach presented in this
section provides an efficient and effective way, based on

t echni ques used to evaluate and report on the interna

controls associated with financial statements, but expanded to
enconpass the controls necessary for adm nistrative and
program activities with systens subject to these guidelines.

The recommended approach for eval uating, inproving, and
reporting on internal controls is conprised of seven (7)
phases:

.01 Organi zi ng the Process

This includes a determ nation as to the information
and assurances to be provided to the bureau head to
enabl e the annual Departnent statenment to be made
to the President and the Congress; the assignnment
of responsibilities for planning, directing, and
controlling the evaluation process throughout the
bureau; and the devel opnent of an information
system that provides a tracking of the status of
the eval uations and corrective actions, as well as
ot her pertinent information necessary to nmanage the
overall process and facilitate preparation of the
annual report.

.02 Segnenting the Agency into Organi zati onal
Conponent s and ldentifying the Prograns

For exanmpl e, the Departnment of Conmmerce can be
segnented into the National Oceanic and Atnospheric
Adm ni stration (NOAA), the Bureau of the Census,
etc. NOAA, in turn, could be segnented into the
Nati onal Marine Fisheries Service; the National

Weat her Service, etc.; or into admnistrative
functions such as ship | oan systens, paynent
systens, quality control, etc.
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Assessing the Vul nerability

Assess the vulnerability to waste, |o0ss,

unaut hori zed use, or m sappropriation of the funds,
property, or other assets within each conmponent and
deci de which are the nost vul nerable. This is done
by identifying the factors that create an inherent
ri skiness in the function, considering the
operating environment in which the function is
performed, and prelimnarily evaluating whet her

saf equards exist to prevent waste, | oss,

unaut hori zed use, or m sappropriation from
occurring.

Devel opi ng Pl ans and Schedul es for the Performnce
| nternal Control Reviews

Devel op pl ans and schedul es based on an eval uati on
of the results of the vulnerability assessnents and
ot her consi derations (managenent priorities,
resource constraints, etc.). Those conponents or
functions deenmed to be the nost vul nerable should
be reviewed first. Those deened to be |ess

vul nerabl e shoul d be eval uated and i nproved as
necessary to ensure a strong system of internal
control.

Revi ewi ng the Internal Control System

A conplete review of the internal control system
for the selected components should be perforned.
The review shoul d determ ne whet her adequate
control objectives have been established and that
control techniques exist and are functioning as

I ntended. Recommendations to correct weaknesses in
either the design or functioning of the internal
control system shoul d be devel oped on the basis of
the revi ew

Deternmi ning, Scheduling, and taking the Necessary
Corrective Actions

The necessary corrective actions for inmproving
internal controls on a tinely basis should be



6- 15 Revi sed, TM A-01 (8/99)

determ ned, schedul ed, and carried out. |Included
in the determ nati on should be the conpletion of an
anal ysis to assure that the expected benefits to be
obtained will outweigh the costs of any

| mprovenents made.

. 07 Preparing the Annual Statenent to the President and
t he Congress

As required by the Act, a bureau's status of
internal controls shall be reported for inclusion
In the year-end FMFI A report to the President and
Congress. Recently, other |aws have pronpted
renewed focus on internal control. The GPRA

requi res agencies to clarify their m ssions, set
strategi c and annual performance goals, and neasure
and report on performance toward those goals.

These goal s, performance neasures, and results w ||l
be reflected in the Departnment's Accountability
Report.

Section 11.0 Concl usiveness of Chapter

While this chapter includes all internal control standards
prescribed by GAO, it is not to be considered a conclusive
statenment of internal controls. Oher chapters of this
Handbook descri be additional internal controls relating to
t hose subject areas.



