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Project Description:

The Department of Commerce Office of Security’s (OSY) Personnel Security (PerSec) and Information Security (InfoSec) Programs are the key programs critical to protecting the Department, its personnel, and its classified and sensitive information against the threat of espionage by Foreign Intelligence Services (FIS).   The current Security Information Management System (SIMS) used by PerSec and InfoSec to manage this process is a Commercial Off-The-Shelf (COTS) product.  SIMS was designed for and is primarily used by U.S. Department of Defense contractor facilities as an integrated relational database with various utilities to control classified documents and personnel.  Since acquiring and using SIMS, OSY has experienced costly difficulties manipulating or been unable to effectively manipulate SIMS, to meet the functional requirements needed to efficiently manage the Department’s PerSec and InfoSec Programs.  

The intention of this initiative is to combine the functional requirements of OSY headquarters and the OSY field offices, and to create PerSec and InfoSec management applications/modules while laying the foundation for an OSY-wide enterprise Management Application for Security (MAPS) to which future security program applications/modules may be added.  The PerSec application/module will provide the Department’s security and human resources personnel with a tool to quickly initiate, track, review, and/or complete the Department’s pre-appointment, suitability determination, initial security clearance, and reinvestigation processes.  The InfoSec application/module will provide the Department’s security and responsible bureau personnel with a tool to quickly log, track, reassign, and account for the Department’s classified information.  This initiative will allow both headquarters and field offices of OSY to better perform their support functions to the Secretary of Commerce and the Department in meeting their national requirements under E.O. 10450, Security Requirement for Government Employment, E.O. 12958, Classified National Security Information, and E.O. 12968, Access to Classified Information.  This project will lay the foundation for an enterprise security information data collecting system, and it will develop PerSec and InfoSec management applications in support of the President’s Management Agenda for E-Government.  

This project is in the pre-system analysis and design phase of the System Development Life Cycle, and the MAPS system will not be made available to the public.  This Privacy Impact Assessment and the purpose statement will be periodically reviewed and updated.  

Purpose Statement:  

The Department of Commerce’s Office of Security (OSY) is responsible for establishing and implementing the Department’s programs for the protection of all Department personnel, facilities, information, systems, and other assets; and for providing security services for the Office of the Secretary.  In the course of performing these duties, OSY is required to collect and maintain personal information on Department applicants, personnel, and contractors.  OSY does not disclose, sell, or transfer information maintained in the MAPS system without there being an official need to know; however, OSY may only protect the information it collects and maintains to the extent permitted by the Privacy Act of 1974 and the Freedom of Information Act of 1966.  

 (I) What information is to be collected?

A clear relationship has been established between the personal information to be collected and maintained, and the MAPS system’s functional purpose and operational requirements.  The personal information to be collected is pertinent to the stated purpose for which the information is to be used, and only information that is required for establishing and implementing the Department’s programs for the protection of all Department personnel, facilities, information, systems, and other assets; and for providing security services for the Office of the Secretary will be collected.  The personal information to be collected and maintained by MAPS will include an individual’s Full Name, Date and Place of Birth, Social Security Number, Other Names Used, Sex, and Citizenship.  

(II) Why is the information being collected?

The MAPS system will limit the collection of personal information to both the system’s purpose and the specific collection as required for establishing and implementing the Department’s programs for the protection of all Department personnel, facilities, information, systems, and other assets; and for providing security services for the Office of the Secretary.  The personal information will be obtained by lawful and fair means, and the system will collect no personal information unless authorized for the protection of all Department personnel, facilities, information, systems, and other assets; and for providing security services for the Office of the Secretary.  The personal information will be collected as part of the PerSec process in order for the Department to conduct background investigations to establish that applicants or incumbents either employed by the U.S. Government or working for the Government under contract, are suitable for a job, eligible for a public trust or sensitive position, and/or eligible for a security clearance.  For applicants, the information is only collected after a conditional offer of employment has been made.  The personal information obtained will be collected only with the knowledge or consent of the data subject.

(III) What is the intended use of the information?  

The personal information will be needed for the conduct of background investigations and to keep records accurate, because other individuals may have the same name and date of birth.  Executive Order 9397 also asks Federal agencies to use an individual’s Social Security Number to help identify individuals in agency records.  

(IV) With whom the information will be shared?

The personal information will be shared only with authorized users who have a legitimate need to know.  Specifically, the information may be shared with authorized users of the Department’s OSY, Office of Human Resources Management, Office of General Counsel, and/or Office of Inspector General; the Office of Personnel Management; National Finance Center; and any other individual representing a Federal agency with authority to obtain the information under the law, the Privacy Act, or the Freedom of Information Act.  There will be limits on sharing subsequent (secondary), and on third-party or private sector partnerships or relationships and individuals will be told what those limits are via the Departmental privacy statement posted on the web at http://www.commerce.gov/privacystatement.html.  The MAPS system will have mechanisms to inform individuals of secondary use and/or third party disclosure to the extent required by law and the Department’s enterprise-wide privacy statement.

(V) What opportunities will individuals have (if any) to decline to provide information or to consent to particular uses of the information?

The personal information will be collected via an individual’s completion of an appropriate questionnaire for Non-Sensitive (SF 85), Public Trust (SF 85P), or National Security (SF 86) Positions.  Prior to completion of the questionnaire, the individual will be advised that providing the information is voluntary; however, OSY may not be able to complete the required background investigation, or complete it in a timely manner, if an individual does not provide each item of information requested, which may affect the individual’s placement, employment, or security clearance prospects.  The individual may choose to decline to provide the required personal information or to consent to the particular use of the personal information at that time.  

(VI) How will the information be secured?

The information will be secured via both administrative and technological controls.  The MAPS system will incorporate the following security safeguards and will be compliant with the Department’s Information Technology Security Program (ITSP) Policy and Minimum Implementation Standards as well as the Department’s Password and Remote Access Policies.  

a.  MAPS system authorized users will be issued a system user identification log in and given limited read and/or write privileges depending on their scope of duties and need to know.  

b.  Authorized users will have limited and controlled remote access.  

c.  Testing the system’s technological controls, such as firewall effectiveness, will be conducted on at least an annual basis and as part of the ITSP certification and accreditation of all OSY information technology systems.  

d.  Regular monitoring of the system for unauthorized access and intrusion detection will be conducted, and the Department’s Office of the Secretary Computer Incident Response Team will be responsible for responding to any system incidents.  

e.  If required, all personal data will be encrypted during transmission.  

A security assessment for this project will be conducted during the system analysis and design phase prior to system construction, implementation, and maintenance.  Preliminary security review indicates that system categories of sensitivity for confidentiality and integrity are medium and low for availability (NIST Publication 800-26).  

The potential risk of inappropriate disclosure and/or unauthorized disclosure will be mitigated by limiting the number of authorized system users, providing initial and annual system security training, monitoring authorized user activity, automatic and immediate notification of unauthorized system access or usage to the system administrator, documenting user violations, and gradually increasing user reprimands for system violations ranging from a verbal warning with refresher security training to denial of system access.  

(VII) Is the system of records being created under section 552a of title 5, United States Code?

Yes.  The information collected, maintained, and/or disclosed by the MAPS system will be governed by the Privacy Act.  The information may be disclosed without the individual’s consent, but only as permitted by the Privacy Act and the Freedom of Information Act.  

OSY Contact Information:  

Kim Teeples, Project Manager

Office of Security, Office of the Chief Financial Officer and Assistant Secretary for Administration, U.S. Department of Commerce

Phone: 202-482-7962

E-mail: kteeples@doc.gov
Certifications:  

I certify that this Privacy Impact Assessment appropriately identified data and activity sensitivity issues, and that this project is in alignment with the Department of Commerce’s privacy principles and policies.  

//Signed//
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Kimberly S. Teeples
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Deputy Assistant Director for Counterespionage / Project Manager

Office of Security

Office of the Chief Financial Officer and Assistant Secretary for Administration
U.S. Department of Commerce

//Signed//




9-30-2003

Elizabeth Prostic



Date

Chief Privacy Officer

Office of the Secretary

U.S. Department of Commerce

//Signed//




9-30-2003 

Thomas N. Pyke, Jr.



Date

Chief Information Officer

Office of the Secretary

U.S. Department of Commerce

1
5

