Department of Conmmerce Internet Use Policy

Pur pose.

Thi s docunent states the Departnment's policy and provides
gui dance for nmanaging the use of the Internet bg operating
units and ot her organi zational conponents, and by enpl oyees
wi t hi n Conmer ce.

The goal is to ensure econom cal, effective and efficient
managenment of Internet usage and encourage coll aborative
efforts anmong the Comrerce conponents to achieve this end.
Cont ent s.
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| nf ormati on and Assi stance. Guidance on this policy my be
obt ai ned from

O fice of Systenms & Tel ecommuni cati ons Managenent (OSTM
HCH Bui | di ng, Room 6086
202-482-0120

Definitions

I nternet - A global web connecting nmore than a mllion
conputers. Currently, the Internet has nore than 30 mllion
users worl dw de, and that nunmber is growng rapidly. Mre than
100 countries are |inked into exchanges of data, news and

opi nions. Unlike online services, which are centrally
controlled, the Internet is decentralized by design. Each

I nternet computer, called a host, is independent. Its _
operators can choose which Internet services to provide to its
| ocal users and which |ocal services to make available to the
gl obal Internet comunity. Remarkably, this anarchy by design
wor ks exceedingly well.

Wrld Wde Web (WAW or "Web") - A system of Internet servers

t hat supports sPeciaIIy formatted docunents. The docunents are
formatted in a | anguage call ed HTM. (Hyper Text Markup Language)
t hat supports links to other docunents, as well as graphics,
audi o, and video files. This means you can junp from one
docunment to another sinply by clicking on hot spots. Not al

| nternet servers are part of the World Wde Web.

There are several applications called Web browsers that make



asy to access the Wirld Wde Web; three of the npst
| ar bei ng Mosaic, Netscape Navigator and M crosoft's

rnet Explorer.

Hone Page - The main page of a Web site. Typically, the hone
page serves as an index or table of contents to other docunents
stored at the site.

Site - Asite (location) on the Wrld Wde Web. Each Wb
site contains a hone page, which is the first docunent users
see when they enter the site. The site mght also contain
addi ti onal docunents and files. Each site is owned and
managed by an individual, conpany or organization.

Firewall - A system or conbination of systens that enforce a
boundary between two or nore networks. A network firewall,
or packet filter, examnes traffic at the network protoco
level. An application-level firewall also readdresses
outgoing traffic so it appears to have originated fromthe
firewall rather than the Internal host.

5. Backqgr ound.

The Internet, a public tel ecommunications service, was

establi shed as a cooperative effort Providing wor | dwi de
net wor ki ng servi ces anong educational institutions, governnment
agenci es and various comercial and non-profit organl zations.

Hi gh speed networking technol ogi es and devel opnments have made
the Internet a desirable source for expanding research interest
and information dissem nati on and comuni cations. The |nternet
has expanded to include governnment information, educational

i nformati on systens, archives and business resources. The
Internet also includes functions such as those for electronic
mail (e-mail), renote conputer networks, file transfers, World
W de Web (WA and wi de area information servers.

The Departnment’s access and use of Internet have grown
exponentially. On-line services, such as the WANVN have greatly
i ncreased user access to a wider and nore diverse user
conmmunity of information resources. This dramatic increase in
conmuni cation capabilities makes it necessary to establish
policies regarding the proper and efficient use of Internet.

6. Scope.

The Internet is considered to be a fundanmental comunications
tool that may be used to support the Departnent's m ssions and
i nformation di ssenm nation requirenments. These policies and

gui delines apply to the managenent of Internet services within
all organi zational units of the Departnment and nmay be

suppl enrented by additional guidelines devel oped by departnent al
operating units, including the use of Governnent provided

t el ecomruni cati ons resources in enployees' private residences.
To the extent that existing Departnent-w de policies and
directives relating to e-mail and the Internet are inconsistent



with this policy, this policy shall supersede the previous
policies or directives. The Departnmental Public Affairs office
and ot her operating unit offices may al so issue policy
re?arding the content and managenent of Internet data and

in

or mat i on.
Policy.
It is the policy of the Departnment to allow and encourage the
use of Internet services to support the acconplishnment of the

vari ous m ssions of the Departnent. Use of the Internet

requi res responsi bl e judgenent, supervisory discretion and
conpliance with applicable |aws and regul ations. Users nust be
aware of information technology security and other privacy
concerns. Users nust also be aware of and foll ow nmanagenent
directives for Internet usage.

| nternet services provided by the Departnment, |ike other

Gover nnent equi pnment and resources, are to be used only for

aut hori zed purposes. The Department recognizes that it is in
the interest of the Governnent that Departnment personnel becone
proficient and maintain proficiency in using the Internet. To
this end, the restrictions outlined bel ow regarding |Internet
use during official working hours and non-working hours should
be fol |l owed b% Department enpl oyees using Internet services
provi ded by the Departnent.

The follow ng specific statenments reflect official guidance on
Departnental use of the Internet:

a. I nternet services provided by the Departnent during
of ficial working hours are to be used for authorize
purposes only. This may include using |Internet
services to train personnel on using the Internet,
provi ded prior approval is obtained froman enployee's
supervi sor.

d

b. | nternet service represents a corporate resource that nust
be managed in an efficient and cost effective manner.
Departnental operating units shoul d establish guidelines
for accountability and responsibility for use of the
Internet and e-mail by their respective enpl oyees.

C. | nternet access should be achi eved using standard and
commonl y avail able tools, unless a specific requirenent
calls for a unique approach. The Departnent's O fice of
Systens and Tel econmuni cati ons Managenent shoul d be
informed in advance of requirenments for unique sol utions
or approaches.

d. Operating units should ensure that their presence on the

Internet fulfills mssion requirenents in a professional
manner. Operating units should al so ensure that
information that they nake available via the Internet is
accurate, relevant, up-to-date, and is professionally



pr esent ed.

Operating units and Departnmental offices may use the
| nternet to exchange information with the public and
internally as an information technology tool. It is to be
considered as one of a nunmber of tools and an alternative
commerci al communi cati on network that is avail able to DCC.

I nformati on technol ogy security requirenments shall be a
primary consideration in the decision process |eading to
the use of the Internet. Operating Units nust take
adequat e precauti ons when processing data or storing data
on conputers connected to the Internet and when
transmtting data on or through the Internet. Chapter 10
of the Department’'s Information Technol ogy Managenent
Handbook defines certification and accreditation

requi rements for all sensitive and classified general
purpose and application systems. These certification and
accreditation requirenments apply to use of the Internet
for processing or transmtting sensitive or classified
data. For classified data, the Director of the Ofice of
Security is the Departnment’s Principal Accrediting
Authority and the Director for Budget, Managenment and

| nf ormati on and Deputy Chief Information Officer is the
Desi gnat ed Approving Authority.

Chapter 10 of the I T Management Handbook al so addresses
mal | ci ous software concerns. G ven the extrene

vul nerability to viruses and other malicious software
occasi oned by use of the Internet, operating units nust
ensure that processes and procedures to mnimze risk from
mal i ci ous prograns are in place. Operating units may
require that virus checking software be used in
conjunction with Internet use.

Unl ess prohibited by the specific policies of the
enpl oyee’ s bureau/operating unit, the use of Internet
services and e-mail provided by the Departnment during non-

working hours is not Iimted to official purposes only.
Thi's pollc% wi |l assist enployees in becom ng proficient
in using the Internet and will enhance their professional

devel opnent at de minims expense to the Governnent.
However, enpl oyees may not use governnment printers or
supplies in conjunction with personal Internet and e-nmail
activities. Activities for i ch Departnent Internet and
e-mai | services_nar not be used, during working or non-
wor ki ng hours, include the follow ng:

(1) the pursuit of private comrercial business
activities or profit-mking ventures (i.e., enployees
may not operate a business with the use of the
Departnment's conputers and Internet resources);

(2) matters directed toward the success or failure of a
political party, candidate for partisan political
of fice, or partisan political group;
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3) prohibited direct or indirect |obbying; o

4) use of Internet sites that result in an additional
charge to the Governnent;

55; engagi ng in prohibited discrimnatory conduct;

6 the obtaining or view ng of sexually explicit
mat eri al ;

(7) any activity that would bring discredit on the
Departnent; or

(8) any violation of statute or regul ation.

Of course, the Departnent expects enpl oyees to conduct
t henmsel ves professionally while using Departnent
resources, and enpl oyees must refrain from using
Departnent resources for activities that are disruptive
to the work place or in violation of public trust.

Li ke all other Governnent conputer use, use of Governnent
equi pnrent for personal use of the Internet nmay be
moni t ored and recorded. Anyone using Governnent equi pnment
consents to such nmonitoring and is advised that if such
nmonitoring reveal s possible evidence of crimnal activity
or enpl oyee m sconduct, system personnel may provide the
evi dence of such nonitoring to Departnent and | aw
enforcenment officials. Individuals are not guaranteed
privacy while using governnment conputers and shoul d,

t herefore, not expect it. To the extent that enpl oyees

wi sh that their private activities remain private, they
shoul d avoid using the Departnent’s Internet or e-mail for
such activities.

h. Unl ess prohibited by the specific policies of the
enploree’s bureau/ operating unit, limted personal use of
e-mai |l during duty hours is perm ssible, as such use w |

heIP pronote proficiency in electronic comrunications,

i ncludi ng use of the Internet, and provides an alternative

met hod for authorized personal conmunications, which wl

pronote Government efficiency.

At no time may Governnent e-mail addresses be used in a
manner which will give the |nﬁre55|on that an ot herw se
personal communication is authorized by the Departnent.

Personal use of e-mail cannot interfere with the official

busi ness of the enployee or organization, such as spendi ng

an i nappropriate anmount of tinme during duty hours (e.g.,

sending nore than four brief nmessages per day), filling u
0

a mail box with personal nessages so as to prevent officia
messages from being delivered, or dissem nating chain
letters.
8. Responsibilities.
a. Operating units and Departnmental offices nust ensure that

enpl oyees are aware of these policies and guidelines.
Utimately, it is the responsibility of the nmanagenent



of ficial or supervisor who provides the equi pment and/or
I nternet access to carry out this Internet Use Policy.
Accordi ngly, these organi zations shoul d:

(1)

(2)

(3)

(4)

(5)

(6)

(7)

(8)

(9)

(10)

(11)

Desi gnate a point of contact within each bureau for
di scussi on and coordi nation of Internet usage and
notify OSTM of the representative appoi nted.

Assure that use of the Internet by the operating unit
and its nmenbers is consistent with these policies and

%uidelines and applicable |l aws, including the Privacy
ct and the Paperwork Reduction Act.

Coordi nate and oversee their organization’s Internet
activities and network data managenent.

Establish their own procedures as necessary to
pronote Departnent-w de interoperability and
cooper ati on.

Provi de the necessarY_technicaI saf eguards for
appropriate availability, integrity and
confidentiality of operating unit systenms and
procedures.

Adhere to established Departnmental electronic mail
and network address managenent policies where
appl i cabl e.

Participate in the devel opment of Internet
i nformation content, usage policy and operating
standards with OSTM when request ed.

Assess and val i date organi zati onal needs for Internet
access using their own established business practices
and mi ssion program requirenents.

Det er mi ne appropri ate managenent controls and
techni cal safeguards to be used for Internet usage,
est abli shing suppl enental |Internet use procedures and
user guidelines as necessary. Because the connection
of exrsting user networks to the Internet presents
security risks, the use of firewall technol ogy

bet ween | ocal networks and the Internet should be
consi der ed.

Periodically assess the effectiveness of their
establ i shed managenment controls for Internet access
within their organization.

Provi de access nechani sms in accordance wth
Departnentmﬁollcy for Internet connectivity for

enpl oyees o have an aut horized purpose for Internet
access from honme or on authorized travel.

b. Operating unit and Departnmental office users of Commerce
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net wor k resources nust:

(1)

(2)

Coordi nate Internet access and Internet services
with the appropriate tel econmunications, network
managenent, and program managenent official s.

Coordi nati on wi | i nclude, at a m ni nrum

* Met hod and type of conmmunications access.
* | nt ernet host and domai n nanes.

* TCP/ | P addresses.

: Domai n Nane Servi ces.

| nternet applications e.g., file transfer
protocol (ftp), WM and others.
* Net work security and data integrity.

Ensure that basic Principles of accountability and
responsibility apply to electronic data
di ssem nation and the use of the World Wde Wb.



DOC organi zational units are encouraged to devel op WAW
sites that display creativity and m ssion focus.

However, operating units should ensure that all Wb sites
within thelr organization:

1) Are subject to appropriate nmanagement controls.

2) Remain official 1nformation sources over which the
Departnent retains conplete editorial control.

(3) Are not "personal"™ home pages or contain persona
information unrelated to official business (e.g.,
in no circunmstance shoul d Departnent-supported Web
sites include itenms such as vacation or famly
phot ographs, links to an enployee's personal
Interest information, or links to partisan political
or gani zati ons).

(4) Clearly display the DOC seal or text indicating
DOC affiliation.

(5) Clearly display the operating unit's seal, enblem
| ogo or text indicating the title of the
or gani zati on.

(6) Contain a uniformresource |ocator (URL) reference
to the main Departnent of Conmerce Home Page.
(http://ww. doc. gov) .

(7) Contain appropriate contact information gsuch as
name, phone nunber, and e-mail address) for technical
and content questions.

(8) Include only links to Governnent sites and to non-
government sites that are directly rel ated to the
Departnment's m ssion or necessary to carry out the
Departnent's business. |If |links to non-governnent
sites are referenced, operating units should provide
a clearly visible statenment specifying that the
Depart nent of Commerce does not endorse any
particul ar product, conpany, information provider, or
the content of the referenced sites. However, if the
link is included as part of legitimte and approved
export pronotion activities, the statenent need not
di scl ai mthe conpani es or products at issue.

(9) Are not used for direct or indirect |obbying,
including links to sites which engage in or
advocate indirect |obbying.

(10) Adhere to any future directives on DOC Wb
managenent .

Use of Trademarks & Service Marks: When using any
trademarks or service marks, it is recomended that the ™
(TM or ® (R) synbols be used, as appropriate. Bg
definition, trademarks are used to identify tangible

oods, while service marks are used to identify services

I ncl udi ng the provision of online databases).

The ™ (TM synbol is used on marks that are considered to
be trademarks by the Departnment but have not yet been
registered. The ® (R) synbol is used only where the mark
is actually registered wwth the U S. Patent & Tradenmark
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O fice. Use of these synbols is not mandatory, but
suggested. Further, repetitive use of these synbols is
not necessary if it beconmes cunbersonme or awkward.

Where appropriate, it is reconnended t hat the phrase
"¥nane of trademark] is Eoeglstered i f so) trademark
of the U. S. Departnent of merce [or name of individual
agency] . Exanpl e: " NTI S® and FedWsrl| d® are
registered trademar ks and service marks of the National
Techni cal Informtion Service."

Pl ease call the Ofice of the Chief Counsel for

Technol ogy for guidance in using Departnental trademarks
and service marks.

APPROVED: W Scott Gould /s/ 8/ 28/ 98

Si gnat ure Ef fective Date



