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EXECUTIVE SUMMARY

For FY 2014, NIST is submitting a total discretionary request level of $928.3 million. Within this
total discretionary request level, Scientific and Technical Research and Services (STRS)
appropriation is $693.7 million, Industrial Technology Services (ITS) is $174.5 million, and
Construction of Research Facilities (CRF) is $60.0 million. In addition, the budget includes a
request of $1.0 billion in mandatory appropriations for a National Network for Manufacturing
Innovation (NNMI) initiative as part of the Administration’s efforts to strengthen and revitalize the
U.S. manufacturing sector.

The increased resources requested would enable NIST to expand and strengthen programs to
more effectively address a number of scientific and technological issues of high-priority to the
U.S., and that are critical for U.S. economic competitiveness and innovative capacity. Additional
information on the budget request, by appropriation, is provided below.

The mission of the National Institute of Standards and Technology (NIST) is to promote U.S.
innovation and industrial competitiveness by advancing measurement science, standards, and
technology in ways that enhance economic security and improve our quality of life. For more
than 110 years, NIST has maintained the national standards of measurement, a role that the
U.S. Constitution assigns to the Federal Government to ensure fairmess in the marketplace.
Today, the NIST Laboratories, funded by the STRS and CRF appropriations, address
increasingly complex measurement challenges. For example, NIST develops measurements
focusing on the very small (e.g., hanotechnology devices) and the very large (e.g., skyscrapers),
the physical (e.g., methods for characterizing strands of DNA for forensic testing) and the virtual
(e.g., methodologies and best practices for securing cyberspace). NIST promotes the use of
measurements based on the international system of units (SI). The measurement science
research at NIST is useful to all science and engineering disciplines.

NIST's portfolio also includes the Hollings Manufacturing Extension Partnership (MEP), funded by the
ITS appropriation. MEP is a Federal-state-industry partnership that provides U.S. manufacturers with
access to technologies, resources, and industry experts. The MEP program consists of
Manufacturing Extension Partnership Centers located across the country that work directly with their
local manufacturing communities to strengthen the competitiveness of our Nation’s domestic
manufacturing base. Funding for the MEP Centers is a cost-sharing arrangement consisting of
support from the Federal government, state and local government/entities, and fees charged to the
manufacturing clients for services provided by the MEP Centers. The [TS appropriation includes a
request to fund an Advanced Manufacturing Technology Consortia (AMTech) initiative.

DISCRETIONARY APPROPRIATIONS
Scientific and Technical Research and Service (STRS) Appropriation

The objectives of the STRS programs are to promote U.S. innovation and industrial competitiveness
by advancing measurement science, standards, and technology that drive technological change.
NIST resources are devoted to meeting today’s economic and societal challenges and to laying
the foundation for future success. NIST activities help address a broad range of critical science
and innovation challenges for the Nation. NIST's Laboratories funded by STRS play a unique role
in the Nation’s scientific, industrial, and business communities. NIST anchors the national
measurement and standards system that is the language of research and commerce. NIST's
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presence and leadership in the Nation’s measurement and standards system enables companies,
researchers, government agencies, and universities to work with each other more easily, improving
the Nation’s economic security and quality of life. NIST also supports enacted legislation such as
the America COMPETES Act, which outlines major roles for NIST in promoting national
competitiveness and innovation, and the National Technology Transfer Advancement Act
(NTTAA), which designates NIST as the coordinator for all Federal agencies using documentary
standards.

The 2014 President's Budget recognizes the important role of NIST programs to advancing
innovation by requesting $693.7 million for the Scientific and Technical Research and Services
(STRS) appropriation which includes increases totaling $122.6 million. Within the $693.7 million
request, current Administration priority areas targeted for budget increases include Advanced
Manufacturing, Cybersecurity, Healthcare IT, Disaster Resilience, Forensics, Advanced
Communications, and NIST Centers of Excellence in measurement science and new technology
areas.

Brief summaries of NIST's FY 2014 STRS initiatives and other program changes are provided
below.

1. +$50.0 million for Advanced Manufacturing.

Manufacturing plays a central role in realizing the benefits of technological innovation and in the
overall growth and health of the U.S. economy. The ability to rapidly introduce product
innovations will provide a foundation for future U.S. manufacturing market growth,
competitiveness, and creation and retention of high skill, well-paying jobs. With its FY 2014
budget request, NIST is expanding its laboratory efforts in the following areas critical to
advanced manufacturing:

Developing the measurement science and data infrastructure for the manufacture of
emerging materials — Much of advanced manufacturing depends upon the ability to make at
scale or integrate the use of new materials into existing manufacturing processes. To support
this need NIST will continue to invest in strengthening its efforts to develop the standards and
data needed to support advanced materials modeling and design. These efforts are central to
NIST's role in the Material's Genome Initiative.

Supporting the manufacture of emerging technologies — There is enormous potential for
U.S. leadership in the manufacture of products in emerging technology areas, which have
grown out of the U.S. investment in the biosciences and Nanotechnology. NIST will provide the
measurement science, data, and tools that are needed for efficient manufacturing in these
areas. NIST programs in nanomanufacturing will ensure that materials can be produced at
scale and at viable cost. NIST research in biomanufacturing will help create new manufacturing
paradigms that use cells as factories for fuels, pharmaceuticais and specialty chemicals.

Precision measurements for manufacturers — Precise manufacturing metrology enables
high-quality, high-throughput production, increasing the competitiveness of U.S. manufacturers.
Current methods for calibrating machinery and assessing quality can introduce cost and time
delays to manufacturing processes. Through increased investment in miniaturization
techniques and quantum-based measurement capabilities, NIST will be able to deliver self-
calibrating measurement science technology that can be directly integrated into instruments and
processes on the manufacturing floor, and thus, eliminate the need for costly calibrations.
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Enabling the integration and use of smart manufacturing technologies — The next
generation of smart manufacturing processes and equipment such as automation, distributed
sensing, and advanced control systems need to be optimized to enable cost-effective and agile
manufacturing of high-tech products and systems. NIST will continue to strengthen its efforts
focused on standards for the closer integration of robotics and humans in the manufacturing
environment, and in the development of a testbed to evaluate the performance of automated in-
process quaiity monitoring and control systems which are critical to the efficient operation of
modern factories.

2. +$15.0 million for Cybersecurity R&D and Standards.

Protecting the Nation’s cyber infrastructure is a top priority of the Administration. This initiative
will enable NIST to strengthen its core cybersecurity R&D programs that are the critical
foundation upon which NIST's ability to effectively engage in cybersecurity standards
development are built. R&D supported by this effort will specifically target challenges facing the
delivery of security for Federal mobile environments, as well as the development of better
methods for measuring and managing the security status of systems -- from mobile devices, to
networks, to cloud systems. The increased funding will also enable NIST to increase the
number of cybersecurity challenges addressed by the National Cybersecurity Center of
Excellence, which will help accelerate the delivery of implementable cybersecurity solutions to
industry. Finally, the increased funding will provide additional support for NIST efforts under the
February 12, 2013 Executive Order “Improving Critical Infrastructure Cybersecurity,” under
which NIST will establish a framework of voluntary guidelines for improving the cybersecurity of
the Nation’s critical infrastructure, such as power plants, financial operations, transportation and
communications.

3. +$10.0 million for Advanced Communications.

Rapid advances in communications technology have fundamentally changed the way we work
and live. With these advances have come significant challenges that if not addressed will
significantly impact our Nation’s ability to reap the benefits while ensuring that our national
security needs are met. Examples of these challenges include: the exponential growth of
wireless data usage — scarce spectrum must be more efficiently used to meet the demand; the
evolution of broadband access in the home — this has moved from a luxury to a necessity with
increasing needs for ever-higher bandwidth; and, the vulnerability of all internet capable devices
to various security threats. To address these challenges, the budget request includes funds for
research, testing, and evaluation in the areas of spectrum sharing, testing, standards
coordination, public safety communications, electromagnetics and quantum electronics, among
others. By taking advantage of and leveraging the critical mass of NIST and NTIA research
and engineering capabilities concentrated in Boulder, Colorado the Department of Commerce
will create a unique national asset that will provide the infrastructure necessary for effective
engagement and collaboration with industry and government partners that is required to
effectively and efficiently address current and future communications challenges. NIST’s efforts
in this area will:

e Promote interdisciplinary research, development, and testing in advanced
communication related areas such as Radio Frequency (RF) technology, digital
information processing, cybersecurity, interoperability, and usability.
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» Provide a single focal point for engaging both industry and other government agencies
on advanced communication technologies, including testing, validation, and conformity
assessment. :

4. +$10.0 million for Cyber-Physical Systems.

The convergence of networking and information technology with manufactured products,
engineered systems of products, and associated services are enabling a new generation of
“smart” or cyber-physical systems (CPS). These CPS are critical components and key value
added features of items that consumers use every day from cars and telecommunications to
buildings and medical devices. As CPS have grown exponentially in complexity, dramatic
improvements in the systems engineering, integration and testing are needed. This initiative will
enable NIST to develop the measurement tools and standards to address three key problem
areas that cut across all CPS: model-based diagnostics and prognostics needed to manage and
optimize the performance of CPS (like electric grids, and transportation networks); time
synchronization, which is critical to the efficient operation of systems; and, secure operation in
order to ensure that widely deployed CPS systems have appropriate risk-based security
solutions.

5. +$20.0 million for NIST Centers of Excellence.

The request will be used to provide grants for establishing four, competitively selected Centers
of Excellence in measurement science areas defined by NIST. These grants to mufti-university
and/or single university Centers will be awarded for 5-7 year periods, after which the grants
would be re-competed. Each Center of Excellence will provide an interdisciplinary environment
in which NIST, academia and industry would collaborate in pursuing basic and applied research
focused on innovations in measurement science and new technology development focused on
critical emerging technology areas.

6. +$3.0 million Health Information Technoloqgy (Health IT).

NIST will work in coordination with the Department of Health and Human Services Office of the
National Coordinator for Health Information Technology (HHS/ONC) to develop the
interoperability standards and the supporting testing and validation infrastructure to support the
meaningful use of electronic heaith records. '

7. +$5.0 million for Forensic Science.

There is a critical need to strengthen the utility and reliability of forensic science in the U.S.
justice system. The National Academies in their 2009 report highlighted the need for improved
measurement and validation processes, clearly defined standards, and the dissemination of
best practices to strengthen the precision and reliability of forensic analyses. With the
requested funds, NIST will support the forensic science community through: the research and
development of traceable standard materials, reference data, and calibration systems; working
with the forensics science community to facilitate standards development; and providing
measurement science research and training opportunities for forensic science practitioners.
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8. +5$5.0 million for Disaster Resilience.

U.S. communities can and do suffer catastrophic loss, due to extreme events such as
hurricanes, tornadoes, wildfires, earthquakes, and flooding. Critically needed metrics, tools,
and standards to ensure community-level resilience will enable communities to recover more
rapidly from these disasters with minimal loss of life, minimal damage to buildings and
infrastructure lifelines, and minimal business disruption. Through an integrated multi-year,
public-private partnership program strategy, this funding will enable NIST to accelerate
research, development, adoption, and implementation of critical science-based metrics, tools,
standards, and other innovations essential to achieve national infrastructure resilience. The
Federal government, through NIST leadership, will play a critical convener role by bringing
together the highly diverse stakeholder interests across all hazards in developing and adopting
a national resilience framework and associated model resilience standards and policies.

9. +$8.0 million for the National Strateqy for Trusted Identities in Cyberspace (NSTIC).

The request continues to support the Administration’s National Strategy for Trusted Identities in
Cyberspace that is in direct response to the recommendations of the Whife House Cyberspace
Policy Review. The Administration through the National Strategy for Trusted Identities in
Cyberspace (NSTIC) has called for raising the level of trust associated with the identities of
individuals, organizations, services, and devices involved in online transactions. NIST received
$16.5 million in FY 2012 enacted appropriations for the NSTIC initiative and the requested
increase funds additional grants to ramp up efforts begun in FY 2012.

10. +1.0 million for the National Initiative for Cybersecurity Education (NICE).

The request supports work under the National Initiative for Cybersecurity Education (NICE).
Cybersecurity is much more than technological solutions to technical problems; it is also highly
dependent on educated users who are aware of and routinely employ sound practices when
dealing with cyberspace. NIST will work with Federal, State, local, and regional governments to
improve cybersecurity education. In collaboration with other agencies, NIST will support the
implementation of the cybersecurity education framework that addresses: national cybersecurity
awareness; formal cybersecurity education; Federal cybersecurity workforce structure; and
cybersecurity workforce training and professional development.

11. -$0.3 million for STEM Education-Summer Institute for Middle School Science
Teachers Decrease.

As part of the Administration's comprehensive reorganization of Science, Technology,
Engineering and Mathematics (STEM) education programs to increase the impact of Federal
investments, funding for the NIST Summer Institute for Middle School Science Teachers will be
redirected to impiement a Department of Education initiative to improve K-12 STEM instruction.

12. -$4.1 million for Reduction to NIST’s STRS extramural grants.

NIST's budget includes a proposed decrease to extramural grants for redirection to
higher priority activities within the STRS appropriation.
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Construction and Research Facilities (CRF) Appropriation

This appropriation supports the construction of new faciliies and the renovation and
maintenance of NIST's current buildings and laboratories to comply with scientific and
engineering requirements and to keep pace with Federal, State, and local health and safety
- regulations. The budget request for CRF is $60.0 million.

1. +$4.2 million for Safety, Capacity, Maintenance, and Major Repair (SCMMR) and
Construction and Major Renovations.

NIST requests an increase of $4.230 million to expedite the maintenance and repair of facilities
and reduce the impact of facility deficiencies on laboratory projects. The increased funding will
allow NIST to reduce the backlog of renovation projects across NIST facilities, as well as,
continue work on Building 1 renovation, wing 5.

Industrial Technology Services (ITS) Appropriation

For the ITS appropriation, NIST requests a total of $174.5 million, which includes increases
totaling $46.4 million. The ITS appropriation consists of two extramural programs in FY 2014,
the Hollings Manufacturing Extension Partnership (MEP) and a proposed Advanced
Manufacturing Technology Consortia (AMTech).

Hollings Manufacturing Extension Partnership (MEP)

The request includes $153.1 million for MEP. The budget request for MEP includes newly
requested funding of $25.0 million for MEP Manufacturing Technology Acceleration Centers
(M-TAC). MEP is a Federal-State-industry partnership that provides U.S. manufacturers with
access to technologies, resources, and industry experts. The program consists of 60 MEP
Centers that work directly with their local manufacturing communities to strengthen the
competitiveness of our Nation's domestic manufacturing base.

1. +$25.0 million for MEP Manufacturing Technology Acceleration Centers.

U.S. small manufacturers are a critical segment of our economy, comprising 90 percent of all
manufacturing establishments and 45 percent of employment. U.S. small and mid-sized
manufacturers play a growing role in technology innovation, including product development and
process improvement. This trend has been supported by the expanded portfolio of services for
small and mid-sized manufacturers offered by NIST's Hollings Manufacturing Extension
Partnership (MEP) through MEP’s Next Generation Strategies. These strategies include
specialized programs to promote technology acceleration, supply chain reinforcement,
sustainability, continuous improvement and workforce development.

A critical component of the Administration’'s goal of enhancing U.S. competitiveness in
advanced manufacturing is support for highly effective supply chains in technology intensive
manufacturing sectors. To advance this objective NIST plans to establish through the MEP
program M-TAC'’s teams of experts in specific technology/industrial sectors, offering specialized
services to groups of firms. M-TACs will deploy content and services through the well-
established national network of local centers, utilizing “tiger teams” and direct consulting for
centers and manufacturers. M-TACs would serve as national centers of expertise aligned with
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industry specific associations, trade groups, and OEMs to identify key barriers to supply chain
development and draw upon their resources to develop new approaches and establish/reinforce
supply chain networks.

The M-TACs will provide technology acceleration support to U.S. small and mid-sized
manufacturers through a program that is nationally connected and locally deployed, enhancing

the ability of supply chains to adopt advanced technologies into their manufacturing processes
and products.

Advanced Manufacturing Technology Consortia (AMTech)

2. +$21.4 million for AMTech.

The request includes $21.4 million for the Advanced Manufacturing Technology Consortia
(AMTech). AMTech will provide grants to leverage existing consortia or establish new industry-
led consortia to develop road-maps of critical long-term industrial research needs as well as
fund research at leading universities and government laboratories directed at meeting these
needs. This program would be based on NIST's experience with the Nanoelectronics Research
Initiative (NRI) partnership and would expand and improve on that model.

MANDATORY APPROPRIATIONS
National Network for Manufacturing Innovation (NNM!)

1. +$1.0 billion for the NNMI.

As part of the Administration’s efforts to revitalize U.S. manufacturing, the Budget proposes a
one-time $1 billion investment to launch a network of up to 15 manufacturing innovation
institutes across the country. Each institute would bring together companies, university and
community colleges, and government to co-invest in the development of cutting-edge
manufacturing technologies and capabilities that U.S. manufacturers can apply in production.
The NNMI will fill a gap in the innovation infrastructure, allowing new manufacturing processes
and technologies to progress more smoothly from basic research to implementation in
manufacturing. A network leadership council will disseminate best practices and facilitate
collaboration among the institutes. Program coordination will be led by the NIST-hosted, inter-
agency Advanced Manufacturing National Program Office.
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The following is a comparison of NISTs FY 2014 request level

(annualized) level.

Appropriation

Scientific and
Technical
Research and
Services

Resources

FY 2013 CR
(annualized)

FTE

2,202

Amount

570.5

FY 2014 Request

FTE

2,362

(Dollar amounts in millions)

Amount

693.8

with the FY 2013 CR

Change from
FY 2013 CR
(annualized)

FTE

160

Amount

123.3

Industrial
Technology
Services

94

129.2

94

174.5

45.3

Construction of

Research Facilities

89

55.7

89

60.0

4.3

Working Capital
Fund

756

756

TOTAL

DISCRETIONARY

3,141

755.4

3,301

928.3

160

172.9

MANDATORY

NNMI

19

1,000.0

19

1,000.0

TOTAL
RESOURCES

3,141

755.4

3,320

1,928.3

179

1,172.9
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Reimbursable Program

NIiST's reimbursable services consist of technical work performed for other Federal agencies,
state and local governments, and the private sector. These services include calibrations and
special tests, advisory services, and the sale of Standard Reference Materials. The unique
measurements and standards expertise developed with appropriated funding gives NIST the
capability to perform these services on a reimbursable basis. NIST accepts other agency work
based on an established set of criteria which include: the need for traceability of measurements
to national standards; the need for work that cannot or will not be addressed by the private
sector; work supported by legisiation that authorizes or mandates certain services; work that
would result in an unavoidable conflict of interest if carried out by the private sector or regulatory
agencies; and requests by the private sector for NIST action or services. NIST’s reimbursable
program is estimated to be $170.3 million in FY 2013 and $150.0 million in FY 2014.
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FY 2014 Annual Performance Plan

National Institute of Standards and Technology (NIST)/
National Technical Information Service (NTIS)
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FY 2014 Annual Performance Plan

National Institute of Standards and Technology (NIST)

NIST Information

NIST Mission:

To promote U.S. innovation and industrial competitiveness by advancing measurement science, standards, and technology in ways
that enhance economic security and improve our quality of life.

NIST Vision:

NIST will be the world’s leader in creating critical measurement solutions and promoting equitable standards. Our efforts stimulate
innovation, foster industrial competitiveness, and improve the quality of life.

NIST Scope and Responsibilities:

NIST addresses critical national needs and emerging challenges in a wide variety of industry sectors, including energy,
cybersecurity, manufacturing, heaithcare, cyberphysical systems, biotechnology, and nanotechnology. NIST serves stakeholders in
industry, academia, non-profit and industry organizations, and other government agencies, by providing:

Scientific foundation for basic and derived measurement units in the national and international standards community, and
maintenance of the national standards of measurement;

Basic and applied research to enable development of test methods and verified data to support commercialization and
exchange of goods and services in industry and commerce;

Measurement science tools to support technology development (including advanced materials, nano- and bio-materials,
sensors, quality control processes, robotics, and other enabling technologies);

Standard reference materials, standard reference data, and calibration services;

User facilities that support innovation in materials science, nanotechnology discovery and fabrication, and other emerging
technology areas through the NIST Center for Neutron Research and the Center for Nanoscale Science and Technology; and

Technical and business assistance to smaller manufacturers in every state and Puerto Rico, through the Manufacturing
Extension Partnership (MEP).

NIST’s technical work is carried out at its two main research campuses in Gaithersburg, Md., and in Boulder, Cplo. At these
campuses, NIST hosts about 2,600 associates and facility users from academia, industry, and other government agencies. NIST also
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participates in four external institutes in basic physics, quantum physics, biology/biotechnology, and marine science, located in
Boulder, Colo., Coliege Park, Md., Rockville, Md., and Charleston, S.C., respectively. In addition, NIST partners with nearly 1,300
manufacturing specialists and staff at about 350 MEP service locations around the country.

Cross-Agency Priority Goals for NIST Programs

NIST is a participant in the Cybersecurity Cross-Agency Priority Goal (CAP) to achieve 95 percent use of the Administration’s priority

cybersecurity capabilities on Federal executive branch information systems by the end of FY 2014. NIST’s responsibilities under this
CAP include the following: '

e Update and maintain technical standards to facilitate use, expand the industry and build in flexibility, security and
interoperability, and support increased adoption of administration cybersecurity priorities by Federal Departments and
Agencies. This will enhance organizational maturity, technology use, and visibility through Open Standards.

e Support strong authentication for information systems through U.S. Government smartcard technical standards, reference
materials, tools, tests, and validations.

+ Develop and deploy U.S. Government Guidelines, testing capabilities, and tools supporting automated security assessments,
risk mitigation processes, and automated data feeds with standardized machine readable formats.
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Corresponding DOC Strategic Theme and Goals for NIST Programs

DOC Strategic Theme: Economic Growth

DOC Strategic Goal: Innovation and Entrepreneurship

Advanced Manufacturing Technoloqy Consortia (AMTech):

The AMTech program has been proposed for FY 2014 to establish industry-led consortia to identify and prioritize directed basic
research projects supporting long-term industrial research needs. AMTech creates the incentive for multiple industry stakeholders to
share financial and scientific resources, together with state and local government interests, as well as technical innovators at
universities and government laboratories. The program provides funding to industry-led consortia for the development of detailed
roadmaps of long-term research challenges. Further, the program will provide cost-shared funding to consortia to support the
research needed to help them achieve future desired technology developments. The AMTech program supports the Administration’s
priorities to invest in advanced manufacturing to foster innovation, create high-quality jobs, and enhance global competitiveness. By
supporting consortia, the AMTech program will address multiple components of the innovation cycle, from discovery to
commercialization, to accelerate the pace of innovation through various industry sectors.

NIST National Measurement and Standards Laboratories:

The NIST Laboratory Programs play a unique role in the Nation’s scientific, industrial, and business communities and anchor the
national measurement and standards system that is the language of research and commerce. NIST’s presence and leadership in
the Nation's measurement and standards system enables companies, government agencies, and universities to work with each other
more easily, improving the Nation’s economic security and quality of life. NIST’s activities also help address a broad range of critical
challenges for the Nation to lay the foundation for future success in priority areas such as advanced manufacturing, cybersecurity,
Smart Grid, Healthcare IT, alternative energies, and improved sustainability.

The NIST Laboratory Programs work at the frontiers of measurement science to ensure that the U.S. system of measurements is
firmly grounded on sound scientific and technical principles. The NIST laboratories address increasingly complex measurement
challenges, ranging from the very small (nanoscale devices) to the very large (vehicles and buildings), and from the physical
(renewable energy sources) to the virtual (cybersecurity and cloud computing). As new technologies develop and evolve, NIST's
measurement research and services remain central to innovation, productivity, trade, and public safety. The NIST Laboratory
Programs provide industry, academia, and other federal agencies with:

« Scientific underpinnings for basic and derived measurement units in the international standards community, measurement
and calibration services, and certified reference materials;
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* Impartial expertise and leadership in basic and applied research to enable development of test methods and verified data
to support the efficient commercialization and exchange of goods and services in industry and commerce; and

e Support for the development of open, consensus-based standards and specifications that define technical and
performance requirements for goods and services, with associated measurements and test methods for conformity.

NIST is host to the interagency Advanced Manufacturing National Program Office (AMNPO), an office created in response to the
Administration’s advanced manufacturing and innovation priorities. The purpose of the AMNPO is two-fold: 1) to create a whole-of-
government response to the national needs in advanced manufacturing; and 2) to convene and foster regional public-private
partnerships. The AMNPO is envisioned as a true interagency office with representatives from other agencies as well as fellows
representing academia and industry. The AMNPO work plan is informed by the recommendations of the Advanced Manufacturing
Partnership and the President’'s Council of Advisors on Science and Technology (PCAST, described in their report, Capturing
Domestic Competitive Advantage in Advanced Manufacturing (July 2012) as well as the National Science and Technology Council’s
(NSTC) National Strategic Plan for Advanced Manufacturing (February 2012). The AMNPO is responsible for planning and executing
the National Network for Manufacturing Innovation (NNMI), a new $1 billion program proposed in the President’s FY 2013 budget.
The NNMI is envisioned as up to 15 dynamically linked regional Institutes for Manufacturing Innovation, which individually and
collectively will bridge the nation’s economically damaging gap separating research discoveries, inventions, and promising ideas from
product development and eventual commercialization.

NIST User Facilities:

NIST has two User Facilities, the Center for Nanoscale Science and Technology (CNST) and the NIST Center for Neutron Research
(NCNR).

The CNST user facility was created to reduce barriers to innovation by providing industry, academia, and other government agencies
with access to world-class nanoscale measurement and fabrication methods and technology. The unique CNST operating model is
designed to support both the current and future needs of the national nanotechnology enterprise. The shared-use NanoFab facility
provides convenient, rapid access to a comprehensive, state-of-the-art commercial tool set for nanoscale measurement and
fabrication. To meet specific needs of industry, the NIST NanoFab facility has created a quick and easy process for researchers to
obtain equitable access to the equipment. Looking beyond the current state of the art, CNST research creates the next generation of
nanoscale measurement instruments and methods, which are made available to the scientific community through collaboration.
CNST’s measurement and instrumentation research is currently focused on three nanotechnology areas broadly covering (1)
nanoscale devices, architectures, and interconnects for future electronics; (2) nanomanufacturing and nanofabrication; and (3)
energy conversion, storage, and transport at nanostructured interfaces. In the few years since its inception, the CNST has become a
major national resource for nanoscale science and the development of nanotechnology.

As the Nation’s premiere neutron research facility, the NCNR develops, delivers and maintains world-class neutron mea}surement
capabilities and applies them to science and engineering problems of national interest. The NCNR is operated as a national user
facility with merit-based access made available to the entire U.S. scientific and technological community. Neutron-based research
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covers a broad spectrum of disciplines, including engineering, biology, materials science, polymers, chemistry, and physics. Use of
the NCNR facilities for proprietary research is possible on a full-cost recovery basis. As a result, researchers from industry,
academia, and other Federal agencies depend on NCNR's unique research capabilities to work on cutting edge science. The
capabilities of the NCNR are further leveraged through a variety of cost-sharing partnerships with other agencies, industries, and
universities to expand specific measurement capabilities, and to broaden the access to unique neutron instrumentation. The NCNR
is significantly expanding its collaboration with the Nation’s industrial and academic researchers with new instrumentation and
analysis methods for macromolecular dynamics, neutron trace analysis, neutron chemical spectroscopy, neutron imaging, and
neutron spectroscopy.

DOC Strategic Goal: Market Development and Commercialization

Hollings Manufacturing Extension Partnership (MEP) Program:

Operating under the authority of 15 U.S.C. 278k, the Hollings Manufacturing Extension Partnership (MEP) is a Federal-state-industry
partnership that provides small U.S. manufacturers with access to technologies, resources, and industry experts. Through a
nationwide network of 60 manufacturing centers, linked to state, university, community college, and private sources of technology
and expertise, MEP works directly with the local manufacturing community to strengthen the competitiveness of our Nation’s
domestic manufacturing base. Funding for the MEP Centers is a cost-sharing arrangement consisting of support from the Federal
government, state and local government/entities, and fees charged to the manufacturing clients for services provided by the MEP-
Centers.

A strong domestic manufacturing base is essential to supporting our Nation. Now more than ever, strong manufacturing businesses
are needed to create good jobs and help the U.S. economy regain its momentum and U.S. manufacturers are facing significant
challenges. There is a constant pressure to cut costs, improve quality, meet environmental and international standards, and get to
market faster with new and improved products, all in a larger, more competitive, global playing field. As manufacturers struggle to
keep pace with accelerating changes, MEP’s mission has become more critical than ever to individual manufacturing firms, industrial
communities, and the American manufacturing sector as a whole. With centers in every state and in Puerto Rico, MEP is uniquely
positioned to connect manufacturers with the opportunities being made available through Federal and state governments to invest in
environmentally sustainable manufacturing practices, develop innovative products, and diversify into new markets. MEP Centers
know their communities and understand their local manufacturing industries. Across the country, they serve as trusted advisors to
their manufacturing clients and help them navigate economic and business challenges, capitalize on opportunities that fit their
business goals, and develop pathways leading to company growth.

With a focus on business growth and increased profitability, MEP works to position and transform manufacturers to compete in the
global economy. MEP provides an integrated framework for business growth that promotes continuous improvement efforts to
reduce costs while encouraging the adoption of tools focused on new product development, sustainable manufacturing processes,
integrating supply chains, and increasing the technical skills of the workforce.
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MEP’s uitimate goal is to measurably improve the productivity, profitability and competitiveness of all of its U.S. manufacturing
clients.

NIST Strategic Objectives

NIST will align its programs with the following strategic objectives to ensure that investments in its programs meet its ‘mission of
advancing U.S. innovation and industrial competitiveness.

1. Driving Innovation through Measurement Science: NIST is providing and maintaining an internationally recognized
measurement science program that underpins the system of weights and measures essential for global commerce, facilitates the
entry of U.S. companies into new markets, and enables fair science-based regulation of emerging technologies. NIST will:

e Continue to strengthen the coordination and international dissemination of U.S.-developed measurement standards;

* Invest in the measurement science research and the development and delivery of new measurement services (calibrations,
data, and standard reference materials) that support the manufacture, adoption, and utilization of technological solutions that
increase U.S. competitiveness and standard of living; and

o Strengthen collaborations with key regulatory agencies by providing state-of-the-art measurement technologies and
methodologies to support regulatory decision making processes.

2. Accelerating the adoption and deployment of advanced technology solutions: NIST is developing and delivering unique
measurement capabilities and technical standards to accelerate the integration of transformational information technologies with

physical processes and entities to revolutionize functionality and performance of manufacturing plants, energy utilities, and
communication systems. NIST will:

e Strengthen its research capabilities in advanced networking, systems engineering, and mathematics to achieve the critical
fundamental science base necessary to support ongoing and future advances in emerging technology areas;

e Provide the measurements, standards, testbeds, and other supporting services to enabie the widespread application and
integration of smart systems that will transform manufacturing, energy delivery, and communications; and

e Ensure the security of these revolutionary systems and applications through the establishment of a world leading
Cybersecurity Center of Excellence that will bridge the gap between the public and private sectors and provide U.S.
companies with technical resources for developing, evaluating, and transferring the technology needed to fight cyber crime.

3. Providing unique cutting edge research facilities: NIST is ensuring continued access to cutting edge world-class user

facilities and equipment that are part of the scientific infrastructure that enable the U.S. to be a world leader in innovation. NIST
will:
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Ensure the availability of neutron measurement capabilities to meet the needs of U.S. researchers from industry, university
and other government agencies; and

Support researchers from industry, academia, NIST and other government agencies in nanoscale fabrication and
measurement by developing innovative nanoscale measurement and fabrication capabilities.

4. Strengthening U.S. advanced manufacturing capabilities: NIST is supporting long-term U.S. economic competitiveness by
strengthening development and deployment of advanced manufacturing capabilities throughout the United States. NIST will:

Develop and deliver the measurement science tools and technologies that will support advanced manufacturing technologies
and capabilities (including materials modeling, nano- and biomanufacturing, sensors, measurement tools, robotics, and other
enabling technologies);

Work with small and medium manufacturers, universities, state and local governments, through the Hollings Manufacturing
Extension Partnership to support technologies and practices that increase the competitiveness and resiliency of our nation’s
small and medium manufacturers; and

Launch the Advanced Manufacturing Partnership National Program Office to coordinate private sector/government
collaboration on the development and implementation of U.S. advanced manufacturing capabilities and policies through:

- Investments in precompetitive technologies that will form the basis of new and innovative industries;

- Development of a high-skilled advanced manufacturing workforce of the future; and

- Programs to facilitate the deployment of innovative technologies into new and existing domestic production facilities.

NIST Management Challenges

1.

Effectively Promote Exports, Stimulate Economic Growth, and Create Jobs - As a non-regulatory agency in the Department of
Commerce, an experienced partner of industry, and the federal research agency specifically focused on promoting U.S.
economic competitiveness, NIST is well-positioned to improve technical and financial assistance to promote trade and job growth
through its Laboratory Programs and its Innovation and Industry Services Programs.

Achieve Operational Efficiency and Economy — NIST is worklng to enhance operational efficiency and economy to support a
world-class research program. For example:

e NIST is continuing to implement the policies and practices that will lead NIST toward a world-class safety culture; and
e NIST is working to develop radical improvements in the management of NIST business functions to better support a
culture of outstanding research by improving the efficiency of the procurement and award process.
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NIST Target and Performance Summary Table / Validation and Verification

Objective 5: Provide measurement tools and standards to strengthen manufacturing, enable innovation, and enhance

efficiency.
Measure 1A: Qualitative assessment and FY 2009 FY 2010 FY 2011 FY 2012 FY 2013 FY 2014
review of technical quality and merit using Actual Actual Actual Actual Target Target
peer review Completed | Completed | Completed | Completed | Complete Complete

Description: From FY 2007-FY 2011, the National Research Council (NRC) assessed half of the NIST Laboratories each year. The
assessment process focused on the quality, relevance, and technical merit of the NIST Laboratories Programs. Overall, these
assessments attest to NIST's high quality programs, relevance of work to the measurement and standards needs, and impressive
technical merit. In FY 2012, the NRC assessments were restructured to focus on NIST-wide ongoing needs and activities. The
FY2012 assessment focused on the crosscutting area of NIST laboratory efforts supporting advanced manufacturing. For FY 2013
and beyond, the NRC has proposed that the NRC return to conducting technical assessments of selected NIST laboratories for their
scientific impact, beginning with the NIST Center for Neutron Research. The NRC Assessment Reports are available at:

http://www.nist.gov/director/nre/.

Comments on Changes to Targets: N/A

Relevant Program Title: N/A Exhibit 13 Page no:
Change(s): N/A N/A
Validation and Verification

Data Source Frequency Data Internal Control Procedures Data Limitations | Actions to

Storage be Taken
On-site interviews and | For FY 2013 and NRC Oversight of expert review panels Data are None
discussions with NIST | beyond, the NRC provided by the NRC. qualitative in
management and has proposed that nature

research staff by
independent external
scientific and technical
experts, managed by
the NRC.

the NRC return to
conducting annual
technical
assessments of
selected NIST
{aboratories.
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Measure 1B: Citation impact of NIST-authored

publications

FY 2009 FY 20010 FY 2011 FY 2012 FY 2013 FY 2014
Actual Actual Actual Target Target Target
>1.1 >1.1 >1.1 >1.1* >1.1 >1.1

Description:

This measure demonstrates that NIST consistently produces relevant scientific and technical publications.

Citation

impact reflects the utility and relevance of NIST research and is outcome-oriented. The measure represents NIST's "relative citation
impact" which is the average citation rate per NIST publication relative to Thomson Reuters’ baseline citation rate number for a large
group of peer scientific and technical organizations. *The FY 2012 actual for this measure will lag at least six months.

Comments on Changes to Targets: N/A

Relevant Program Title: N/A Exhibit 13 Page no:
Change(s): N/A N/A
Validation and Verification
Data Source Frequency | Data Storage | Internal Control Procedures Data Limitations Actions to
be Taken
Thomson Reuters Ongoing NIST Data represents NIST’s “relative citation Factors such as None

impact” - that is, the average citation rate
per NIST publication relative to Thomson
Reuters’ baseline citation rate number for a
large group of peer scientific and technical
organizations. Internal controls include
verification and review by NIST Information
Services Office and the NIST Program
Coordination Office.

self-citations,
citation circles, and
multiple authorship
may affect the
reliability of any
data of this nature.
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Measure 1C: Peer-reviewed technical

publications

FY 2009

FY 2010 FY 2011 FY 2012 FY 2013 FY 2014
Actual Actual Actual Actual Target Target
1,463 1,243 1,210 1,335 1,210 1,250

Description: This measure reflects the quality and demand for NIST publications used to transfer its research results to support the
Nation’s infrastructure and to provide measurements and standards to those in industry, academia, and government agencies. This
measure is a direct count of NIST technical manuscripts that have been published in an elite body of influential scientific peer-reviewed
journals as compiled in the Web of Science® bibliographic database maintained by Thomson Reuters. While publications are a good
indicator of scientific productivity, their number does not readily correlate to increases in funding or other influences that may be

expected to drive up other metrics. NIST number of publications is well within acceptable rates for an institution of its size.

Publications

typically lag by a minimum of two years due to the time needed for research, writing, journal peer review, and publication processes.

Comments on Changes to Targets: N/A

Relevant Program Title: N/A Exhibit 13 Page no:
Change(s): N/A N/A
Validation and Verification
Data Source Frequency Data Storage Internal Control Procedures Data Limitations Actions to
be Taken
Web of Ongoing NIST Publication data is collected by | Output Only None
Science® Thomson Reuters. Data
bibliographic represents analysis performed
database by NIST's Information Services
compiled by Office.
Thomson
Reuters.
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Measure 1D: Standard Reference Materials FY 2009 FY 2010 FY 2011 FY 2012 FY 2013 FY 2014
sold Actual Actual Actual Actual Target Target
29,769 31,667 32,864 33,441 31,000 33,000

Description: Standard Reference Materials (SRM) is the definitive artifact-based source of measurement traceability in the United
States. SRMs are certified in the NIST Laboratories for their specific chemical and material properties. Customers use SRMs to
achieve measurement quality and conformance to process requirements that address both national -and international needs for
commerce and trade and public safety and health. This measure represents a direct count of the number of SRM units sold to
customers in industry, academia, and other government agencies. The conversion of research results into robust, deliverable
measurement services typically takes at least three additional years. SRMs are one of the measurement service outputs possible, and
as new, more relevant SRM types are produced, older less relevant SRMs are discontinued. Production capacity at current staffing
levels has stabilized at about 1,300 different SRMs available. Nonetheless, NIST predicts that the number of SRM units sold will
increase modestly in the out-years as a result of the new and expanded programs that are leading to critically needed new SRMs.

Comments on Changes to Targets: N/A

Relevant Program Title: NIST Laboratories
Change(s): $+55.0 Million | Advanced Manufacturing ($50M), Forensic Science (5M)

Exhibit 13 Page no:
NIST- 86 and NIST - 139

Validation and Verification

Data Source Frequency Data Storage Internal Control Procedures Data Limitations Actions to
be Taken
NIST Ongoing NIST Data represents direct and Data provide information on None

Measurement Measurement verifiable counts. Internal output levels only.
Services Services Division | controls include verification
Division and review by the NIST

Material Measurement
Laboratory.
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Measure 1E: NIST-maintained datasets FY 2009 FY 2010 FY 2011 FY 2012 FY 2013 FY 2014

downloaded Actual Actual Actual Actual Target Target
Original Methodology 296M NA* NA* NA* NA* NA*
Revised Methodology 34.2M 25.0M 19.1M 22.6M 18M 18M

* Not Applicable. Beginning in FY 2010, NIST has revised the methodology for this measure by excluding the hundreds of millions of
annual downloads associated with web-based time-related services which dominated the total number of downloads in previous years.
This adjusted measure will more clearly demonstrate the use of NIST’s other on-line datasets covering scientific and technical
databases throughout the NIST laboratories.

Description: NIST’s online data systems are heavily used by industry, academia, other government agencies, and the general public
and represent another method NIST uses to deliver its measurements and standards tools, data, and information. This measure is a
direct count of the annual number of downloads of NIST-maintained data, with the exception of web-based time related services. This
measure also excludes the NIST Internet Time Service synchronizations which now average about three billion events per day. The
lower out-year targets are due to a change in the methodology for this measure. Beginning in FY 2011, web robot index searches are
being filtered out of the count to more accurately reflect customer interest.

Comments on Changes to Targets: N/A

Relevant Program Title: NIST Laboratories Exhibit 13 Page no:
Change(s) $+68.0 Million | Advanced Manufacturing ($50M), Cyber-Physical Systems ($10M), Health IT | NIST- 86, NIST-120,
($3M), and Disaster Resilience ($5M) NIST-128, and NIST-133
Validation and Verification
Data Source Frequency | Data Storage Internal Control Procedures | Data Limitations
NIST Ongoing NIST Data represents direct and Data provide information on output leveis only.
Measurement Measurement verifiable counts. internal This measure reflects the number of times users
Services Services controls include verification access these datasets; it does not reflect unique
Division Division and review by the NIST users or capture how the data was used.
Material Measurement
Laboratory.
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Measure 1F: Number of calibration tests FY 2009 FY 2010 FY 2011 FY 2012 | FY 2013 FY 2014
performed Actual Actual Actual Actual Target Target
18,609 17,697 18,195 17,206 13,000 12,500

Description: NIST calibrations are the definitive service-based source of measurement traceability in the United States. Customers
use calibrations to achieve measurement quality and traceability to address both national and international needs for commerce and
trade and public safety and health. This measure represents a direct count of the number of units calibrated by NIST for customers in
industry, academia, and other government agencies. The conditions and events described below that prompted the reduction in the FY
2013 target are expected to continue, thus resulting in a further reduction in the projected number of calibration tests performed in FY
2014.

Comments on Changes to Targets: Several factors are contributing to a continuing decline in the number of calibration tests
performed annually by NIST, aithough the rate of decline is difficult to predict. Where possible and appropriate, NIST is transferring
calibration capabilities to the private sector and to other agencies so that traceability is obtainable from other sources thereby improving
the accessibility of industry to precision measurements. Secondly, NIST has experienced a reduction in calibrations work performed for
the Defense Primary Standards Labs. Lastly, increasing international application of the Mutual Recognition Arrangement has resulted
in the acceptance and use of calibrations from other national measurement institutes, thereby reducing the dependency upon
traceablity to NIST.

Title: NIST Laboratories
Advanced Manufacturing ($50M)

Relevant Program
Change(s) $+50.0 Million

Exhibit 13 Page no:
NIST- 86

Validation and Verification

Data Source Frequency Data Storage Internal Control Procedures Data Limitations Actions to
be Taken
NIST Ongoing NIST Data represents direct and Data provide information on None
Measurement Measurement verifiable counts. Internal controls | output levels only.
Services Services Division | include verification and review by
Division the NIST Physical Measurement
Laboratory.
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Objective 8: Improve the competitiveness of small and medium-sized firms in manufacturing and service industries.

Measure 2A: Number of clients served by MEP FY 2009 FY 2010 FY 2011 FY 2012 FY 2013 FY 2014
Centers receiving Federal funding Actual Actual Actual Actual Target Target
32,926 34,299 33,838 32,123 32,500 32,500

Description: This measure represents the annual number of new and repeat clients served by MEP Centers who received training,
technical, and business assistance ranging from informational seminars and training classes to in-depth technical assistance typically
beginning with the implementation of lean enterprise concepts and progressing to strategic re-positioning and access to new markets.
The targets for FY 2012 and beyond reflect MEP’s transition to focus manufacturers on longer term innovation efforts and new product
development.

Comments on Changes to Targets: FY 2014 MEP targets do not account for the impacts of the newly proposed M-TAC initiative. M-
TAC performance measures and targets will be established as NIST further develops and refines program services during FY 2013 and

FY 2014.

Relevant Program Title: Hollings Manufacturing Extension Partnership Exhibit 13 Page no:
Change(s): $+25.0 Million NIST - 208

Measure 2B: Increased sales attributed to FY 2009 FY 2010 FY 2011 FY 2012 FY 2013 FY 2014
MEP Centers receiving Federal funding Actual Actual’ Actual’ Target’ Target Target
(3 in Billions) $3.5 $3.6 $2.5 $2.2 $2.5 $2.5
Measure 2C: Capital investment attributed to FY 2009 FY 2010 FY 2011 FY 2012 FY 2013 FY 2014
MEP Centers receiving Federal funding Actual Actual’ Actual’ Target’ Target Target
($in Billions) $1.9 $1.9 $2.5 $1.3 $1.4 $1.4
Measure 2D: Cost savings attributed to MEP FY 2009 FY 2010 FY 2011 FY 2012 FY 2013 FY 2014
Centers receiving Federal funding Actual Actual’ Actual’ Target2 Target Target
($ in Billions) $1.3 $1.3 $0.9 $1.1 $1.1 $1.1

Description: These measures indicate the changes that are positively associated with productivity growth and competitiveness, which are the two
factors that are crucial for American manufacturers to manage and succeed in the rapidly changing manufacturing environment. Data is collected
through an annual survey of clients receiving services from MEP Centers. The targets for FY 2012 and beyond reflect MEP’s transition to focus
manufacturers on longer term innovation efforts and new product development. Client impacts from these activities take a longer time to reach
fruition.

' Actuals are reported for the funding tied to the fiscal year. Due to the lag time associated with collecting and analyzing this data, the “actual” data
reported for this measure in the FY 2012 DOC Performance and Accountability Report (PAR) was an estimate based on three-quarters of actual and
one-quarter of estimated client impacts. This data reflects a full year of actual client impacts and is an update to the PAR.

2 The FY 2012 actual will be available in January 2014 due to the lag time associated with collecting and analyzing the Hollings MEP client survey
data six months after the services are delivered. These targets were based on an FY 2012 client target of 32,500.
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Comments on Changes to Targets: N/A

Relevant Program

Title

: Hollings Manufacturing Extension Partnership

Exhibit 13 Page no:

Change(s): $+25.0 Million NIST - 208
Validation and Verification
Data Source Frequency Data Storage internal Control Data Limitations Actions to
Procedures be Taken
The client impact | The survey is Survey data is sent | Internal controls include As with similar survey None

survey is
administered by
a private firm,
Fors Marsh
Group, located
in Arlington, Va.

conducted four
times per year,
and clients are
selected based
on when they
completed the
first project with a
MEP Center in

the previous year.

directly to MEP for
analysis. MEP
reviews and stores
survey data
received from Fors
Marsh Group.

verification and significant
review of the client
responses by MEP staff.
Criteria are in place for
identifying outliers in the
data. Centers verify the
outlier and if necessary,
the data are revised based
on the Center review.

instruments, sources of
uncertainty include variation
in interpretation of specific
questions; in the estimation
techniques used in response
to specific questions; in the
quality of industry data;
missing values; and other
common survey problems.
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NIST Agency Priority Goals

NIST does not have any Agency Priority Goals for FY 2013.

QOther NIST Information

Management Reviews

At the agency level, NIST has developed and is continuing to improve its Balanced Score Card (BSC) which is reported directly to
the Secretary of Commerce every quarter. The metrics defined in the NIST BSC are the responsibility of the top level management
and therefore are directly incorporated in their individual performance plans. In support of the top level management, next tier
managers along with their employees are designated particular responsibilities in their performance plans that come together to
achieve and improve the desire metrics. With respect to strategic human capital plans, specific metrics are included in the NIST BSC
to advance these objectives. These metrics include goals related to veteran hiring, alternate dispute resolution mechanisms, hiring
and recruitment time, and heiping post-doctoral associates find their next step in their career path at NIST or in industry. Post-
doctoral associates represent an effective pathway for technology transfer to industry. Future metrics on the NIST BSC will include
metrics that monitor the quality and the adaptability of the NIST human capital.

Cross-Agency Collaborations

NIST is working closely with a number of other agencies to further its objective of providing the measurement tools and standards to
strengthen manufacturing, enable innovation, and increase efficiency. Key examples include:

e Advanced manufacturing — Working closely with the Office of Science and Technology Policy (OSTP), the National
Economic Council, DOD, the National Science Foundation (NSF), the Department of Energy (DOE), and the National
Aeronautics and Space Administration, NIST has taunched the Advanced Manufacturing National Program Office in order to:
(1) convene and foster regional public-private partnerships; and (2) create a whole-of-government response to the needs of
advanced manufacturing.

e Materials Genome Initiative — NIST is working closely with OSTP, NSF, DOD, DOE and others to coordinate efforts under
this multiagency effort.

« Nanotechnology ~NIST is heavily engaged with the National Nanotechnology Initiative and is contributing to all five of the
Nanotechnology Signature Initiatives.

e Public Safety Communications — NIST is working with the National Telecommunications and Information Administration,
NSF, the Department of Justice, and others to address the R&D needs for a next-generation public safety communications
network.

e Biosciences - NIST has been working with the Food and Drug Administration to define areas where NIST measurement
capabilities can be applied to help further their regulatory mission.
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Through the MEP, NIST also works closely with a number of other agencies in support of its objective of improving the
competitiveness of small and medium-sized firms in manufacturing and service industries. Examples include:

e E3: Economy, Energy, and Environment — MEP is collaborating with DOE, the Environmental Protection Agency, the
Department of Labor, the Smali Business Administration, and the U.S. Department of Agriculture on E3, a coordinated federal
and local technical assistance initiative that is helping manufacturers across the nation adapt and thrive in a new business era
focused on sustainability.

e ExporTech: Deployed nationally as a collaboration between MEP, U.S. Export Assistance Centers, and other partners
including District Export Councils, State Trade Offices, Ex-Im Bank and SBA, ExporTech helps companies enter or expand in
global markets.

e Supplier Scouting: In partnership with the Department of Transportation, DOE, DOD, and other NIST programs, MEP has
been using its extensive network of manufacturers and suppliers to help American companies meet the requirements of the
Buy America and Buy American standards.

Program Evaluations

The National Research Council (NRC) provides expert assessments of the NIST Laboratory programs. The NRC assessments
assure decision-makers within the Federal government that NIST maintains the highest standards of effort, performance, and
relevance. The assessments also help NIST respond to recommendations and advice as provided to NIST by its advisory body, the
Visiting Committee on Advanced Technology. In addition, the process of bringing expert NRC panelists to the NIST campus creates
an opportunity for NIST scientists to obtain direct feedback and to foster professional relationships with experts in their field. The
final NRC Assessment Reports for NIST since FY 2007 are available at: http://www.nist.gov/director/nrc/index.cfm .

For FY 2013 and beyond, NIST has proposed that the NRC return to conducting technical assessments of selected NIST
laboratories for their scientific impact, beginning with the Center for Neutron Research (NCNR). The NRC Panel will be asked to
assess the NCNR on at least three criteria, i.e. the technical merit of the current laboratory program; the adequacy of the NCNR
budget, facilities, equipment, and human resources; and the degree to which the programs achieve their desired impact.

In addition, the National Academy of Sciences (NAS) will issue a report in June 2013 on its review of “21% Century Manufacturing:
The Role of the Manufacturing Extension Partnership of the National Institute of Standards.” The objectives of this evaluation which
began in FY 2011 are to generate a better understanding of the operation, achievements, and challenges of the MEP program and
provide recommendations to improve program operations and impact.

Data Validation and Verification

The FY 2012 PAR includes in the Secretary’s Statement, an assessment of the reliability and completeness of the Department’s
performance data,
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FY 2014 Annual Performance Plan

National Technical Information Service

NTIS provides the American public with permanent and ready access to scientific, technical, and business research through the
acquisition, organization, and preservation of data added to its permanent collection. NTIS collects, classifies, coordinates, integrates,
records, and catalogs scientific and technical information from whatever sources, foreign and domestic, that may stimulate innovation
and discovery and then disseminates that information to the public. In an effort to provide the American public with increased access
to the vast collection of government information, NTIS utilizes advanced e-commerce channels, including providing downloads of any
item in its collection that is in electronic format for a single low fee or at no charge if under five pages. NTIS also helps other Federal
agencies interact with and better serve the information needs of their own constituents by providing information management services.

Cross-Agency Priority Goals: NTIS is not a leader or a participant of any Cross-Agency Priority Goals

DoC Strategic Themes, Goal and Objective: Corresponding NTIS

DoC Theme: Science and Information

DoC Strategic Goal: Generate and communicate new, cutting-edge scientific understanding of technical, economic, social,
and environmental systems.

Performance Objective 13: Increase scientific knowledge and provide information to stakeholders to support economic
growth and to improve innovation, technology, and public safety.

NTIS operates a central clearinghouse of scientific and technical information that is useful to U.S. business and industry. Without
appropriated funds, NTIS collects scientific and technical information; catalogs, abstracts, indexes, and permanently archives the
information; disseminates products in the forms and formats most useful to its customers; develops electronic and other new media to
disseminate information; and provides information processing services to other Federal agencies. NTIS’ funding comes from (1) the
sale of technical reports and subscription services to business and industry, schools and universities, state and local government
offices, and the public at large; and (2) services to Federal agencies that help them communicate more effectively with their
employees and constituents. NTIS promotes the development and application of science and technology by providing technologically
advanced global e-commerce channels for dissemination of its specialized information to business, industry, government, and the
public. The NTIS bibliographic database is available for searching via the NTIS website and search engines free of charge. Users can
download full text documents for free or for a nominal fee depending on document length and can purchase the same documents in a



variety of physical media formats. Subscriptions are available to NTIS technical reports through the NTIS National Technical Reports
Library and private sector database lease partners.

NTIS Priorities / Management Challenges

NTIS: Strategic Priorities for FY 2014

NTIS’ priority is to contribute successfully to the Department of Commerce’s strategic goal of generating and communicating new,
cutting-edge scientific, technical, economic, social and environmental systems. To that end, NTIS is committed to increasing the
number of updated items it makes available, increasing the number of information products disseminated annually and enhancing
customer satisfaction. ’

NTIS Targets and Performance Summary

NTIS Performance Objective 13: Increase scientific knowledge and provide information to stakeholders to support economic
growth and to improve innovation, technology, and public safety.

Measure 1A: Number of Updated Items Available FY 2009 FY 2010 FY 2011 FY 2012 FY 2013 FY 2014
(Annual) Actual Actual Actual Actual Target Target
893,138 969,473 836,579 987,871 892,500 910,350

Description: The number of items available for sale to the public from NTIS includes scientific, technical, and engineering
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information products added to the permanent collection, as well as items made available through online electronic subscriptions.

Comments on Changes to Targets: The FY 2014 Target reflects continued increases in expected activity.

Relevant Program Title: Exhibit 13 Page
Change(s): N/A N/A no:
N/A
Validation and Verification
Data Source Frequency Data Storage Internal Control Procedures Data Limitations Actions
to be
Taken
NTIS operates and Data is available All data is stored NTIS’ accounting and budget offices | Output Only None

maintains internal daily. Reports are | within NTIS analyze and report performance data
systems for produced systems. to management. Data verification is
collecting monthly provided through regular internal

acquisition statistics.

independent auditor reporting.




Measure 1B: Number of Information Products FY 2009 | FY2010 | FY 2011 | FY 2012 | FY 2013 | FY 2014
Disseminated (Annual) Actual Actual Actual Actual Target Target
49,430,840 50,333,206 48,958,993 54,592,481 50,875,560 51,893,071

Description: This measure represents information disseminated and includes compact discs, diskettes, tapes, online subscriptions,
electronic document downloads, Web site pages, as well as traditional paper and microfiche products.

Comments on Changes to Targets: The FY 2012, FY 2013, and FY 2014 targets have been updated to reflect results of the
deployment of the Next Generation 2.0 website released in FY 2010 — FY 2011. The targets have been updated using FY 2011
actuals as the new baseline.

Relevant Program Title: Exhibit 13 Page no:
Change(s): N/A N/A N/A

Validation and Verification
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Data Source Frequency Data Storage Internal Control Procedures Data Limitations | Actions
to be
Taken

A modified Internal All data is stored NTIS’ accounting and budget Output Only None

commercial order management within NTIS offices analyze and report

processing system and | activity reports systems. performance data to management.

a standard Web
analysis software
package used by
industry.

are produced
daily, summaries
are produced
monthly.

Data verification 1s provided
through regular internal
independent auditor reporting.
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Measure 1C: Customer Satisfaction

FY 2009 FY 2010 FY 2011 | FY 2012 FY 2013 FY 2014
Actual Actual Actual Actual Target Target
98% 98% 99.5% 98.4% 95% - 98% 95% - 98%

Description: This measure represents the percentage of NTIS customers that are satisfied with the quality of their order, the ease of
order placement, and the timely fulfillment of that order. NTIS’s continual efforts to maintain and possibly improve this very high
rate of customer satisfaction are essential to the success of NTIS’s performance and mission to collect and disseminate scientific and
business-related information. '

Comments on Changes to Targets: N/A

Relevant Program Title: Exhibit 13 Page no:
Change(s): N/A N/A N/A
Validation and Verification
Data Source Frequency Data Storage internal Control Procedures Data Actions to be
Limitations Taken
A modified Internal All information is NTIS accounting and None None
commercial order management stored within NTIS budget offices analyze and
processing system. activity reports systems. report performance data to

are produced
daily, summaries
are produced
monthly.

management. Data
verification is provided
through regular internal and
independent auditor
reporting.
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NIST/NTIS Resource Requirements

Table *

NIST Resource Requirements {(obligations in M)

FY 2009 Actual

FY 2010 Actuai

FY 2011
Actual

FY 2012 Actual

FY 2013
Estimate

FY 2014
Base

Increase/
Decrease

FY 2014
Request

Performance Objective 3: Stimulate high growth business formation and entrepreneurship, through investing in high-risk high-reward technologies and by
removing impediments to accelerate technology commercialization.

TIP (ITS) $50.2 $77.2 $74.2 $8.4 3.3 - - -
AMTech (ITS) - - - - - - $21.4 $21.4
FTE 72 80 76 25 5 - 4 4
Performance Objective 5: Provide measurement tools and standards to strengthen manufacturing, enable innovation, and increase efficiency.

Labs (STRS & majority of Reimbursable) 576.1 607.6 606.5 656.1 691.9 641.3 120.9 762.2
User Facilities (STRS) 74.5 72.9 74.2 83.0 90.1 80.3 6.0 86.3
SCMMR (CRF) 161.7 169.8 91.0 35.6 92.3 55.8 4.2 60.0
Recovery Act funds 1251 475.6 4.4 7.0 1.4 - - -
FTE 2,739 2,840 2,861 2,859 3,046 3,046 160 3,206
Performance Objective 8: Improve the competitiveness of small and medium-sized firms in manufacturing and service industries.

MEP (ITS Approp) 112.6 126.8 129.3 132.6 140.6 131.3 23.8 155.1
FTE 70.0 79.0 84.0 89.0 90.0 90.0 1.0 91.0
NIST Total Original Funds 975.1 1,054.3 975.2 915.7 1,018.2 908.7 176.3 1,085.0
NIST Total, Recovery Act Funds 125.1 475.6 4.4 7.0 1.4 - - -
Total NIST 1,100.2 1,529.9 979.6 922.7 1,019.6 908.7 176.3 1,085.0
FTE 2,881 2,999 3,021 3,141 165 3,301

3,136

2,973
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NTIS Resource Requirements (obligations in M)

FY 2009 Actual

FY 2010 Actual

FY 2011
Actual

FY 2012 Actual

FY 2013
Estimate

FY 2014
Base

Increase/
Decrease

FY 2014
Request

Performance Objective 13: Increase scientific know
public safety.

ledge and provide information

to stakeholders to support economic growth

and to improve

innovation, tec

hnology, and

NTIS 319 46.0 48.9 66.3 66.0 66.5 - 66.5
FTE 119 121 114 104 150 150 - 150
FY 2012
FY 2011 Enacted / FY 2013 FY 2014 Increase/ FYy 2014

Grand Total (NIST & NTIS) FY 2009 Actual{FY 2010 Actual Actual Actual Estimate Base Decrease Request
Original Funding

Direct 803.5 894.8 806.5 744.0 827.2 757.2 176.3 933.5

Reimbursable 203.6 205.4 217.4 238.0 257.0 218.0 - 218.0
Total 1,007.1 1,100.2 1,023.8 982.0 1,084.2 975.2 176.3 1,151.5
Recovery Act Funding

Direct 122.8 464.2 4.4 7.0 1.4 - - -

Reimbursable 2.3 11.4 - - - - - -
Total 125.1 475.6 4.4 7.0 14 - - -
Total Funding

Direct 926.3 1,359.0 810.9 751.0 828.6 757.2 176.3 933.5

Reimbursable 205.9 216.8 217.4 238.0 257.0 218.0 - 218.0
Total 1,132.2 1,575.8 1,028.3 989.0 1,085.6 975.2 176.3 1,151.5
Original FTE 2,982 3,014 3,124 3,067 3,291 3,286 165 3,451
Recovery Act FTE 18 106 11 10 - - - -
Total FTE 3,000 3,120 3,135 3,077 3,291 3,286 165 3,451

*Dollars reflect obligations for all fund sources and excludes $1,000M National Network for Manufacturing Innovation (mandatory appropriation).
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2013 CR (annualized)

less: Unobligated balance from prior year
less: Transfers from Dol
less: Transfer from EAC
2014 Adjustments to base:
plus: Restoration of 2013 deobligation offset
less: DoC IT Reinvestment
plus: Uncontrollable cost changes
less: Amount absorbed
less: Estimated recoveries, 2014
2014 Base Request
Administrative savings (amount reinvested)
plus: 2014 Program changes
plus: Transfer from Dol
plus: Transfer from EAC
2014 Estimate

Comparison by program/sub-program:

Measurement science, services, and programs

Laboratory programs

Corporate services

Standards coordination and special programs

TOTALS

Pos./Approp
FTE/OblL

Pos./Approp
FTE/ObL

Pos./Approp
FTE/Obl.

Pos./Approp
FTE/Obl.

National Institute of Standards and Technology
Scientific and Technical Research and Services

Department of Commerce

SUMMARY OF RESOURCE REQUIREMENTS
(Dollar amounts in thousands)

Exhibit 5

Budget Direct Appro-

Positions FTE Authority Obligations priation

2,203 2,202 $579,721 $599,160 $570,471

0 0 0 (18,439) 0

0 0 (6,500) (6,500) 0

0 0 (2,750) (2,750) 0

0 0 1,000 0 1,000
0 0 3,777) 3,777) 3,777

0 0 8,162 8,162 8,162
0 0 (3.749) (3,749) (3,749)
0 0 (1,000) 0 (1,000)

2,203 2,202 571,107 572,107 571,107

[14,975] [713]

218 160 121,138 121,138 122,638

3,000 3,000 0

2,750 2,750 0

2,421 2,362 697,995 698,995 693,745

Increase/
2012 2013 2014 2014 {Decrease)
Actual CR (annualized) Base Estimate Over 2014 Base
Per- Per- Per- Per- Per-
sonnel Amount sonnel Amount  sonnel Amount  sonnel Amount sonnel  Amount
2,089 $517,969 2,089 $521,139 2,089 $521,678 2,278 $616,770 189  $95,092
1,936 529,511 2,088 536,868 2,088 522,538 2,228 618,880 140 96,342
37 18,547 37 18,661 37 18,734 37 18,734
35 18,559 37 19,381 37 18,837 37 18,837

77 30,484 77 30,671 77 30,695 106 58,241 29 27,546

71 26,989 77 42911 77 30,732 97 61,278 20 30,546
2,203 567,000 2,203 570471 2,203 571,107 2,421 693,745 218 122,638
2,042 575,059 2,202 599,160 2,202 572,107 2,362 698,995 160 126,888
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Comparison by program/sub-program:

Increase/

Adjustments for:

Recoveries

Unobligated balance, start of year
Unobligated balance, end of year
Unobligated balance, expired account

- Unobligated balance transfer to ITS for TIP shutdown/BPEP

transition

Budget Authority

Financing from transfers:
Transfers to other accounts

Transfers from DoJ to OLES

Transfer from Election Assistance Commission

Appropriation

2012 2013 2014 2014 (Decrease)
Actual CR (annualized) Base Estimate Over 2014 Base
Per- Per- Per- Per- Per-
sonnel Amount sonnel Amount  sonnel Amount  sonnel Amount sonnel  Amount
(4,622) (1,000) (1,000) (1,000) 0
{15,924) (18,439) 0 0 0
18,439 0 0 0 0
3 0 0 0 0
1,600 0
574,555 579,721 571.107 697,995 126,888
1,695 0 0 1,500 1,500
(6,500) (6,500) 0 (3,000) (3,000)
(2,750) (2,750) 0 2,750) (2,750)
567,000 570,471 571,107 693,745 122,638
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Total Obligations

Offsetting collections from:
Federal funds
Non-Federal sources

Total offsetting collections

Adjustments for:
Recoveries and refunds

Unobligated balance, start of year
Unobligated balance, end of year
Unobligated balance, expired
Unobligated balance transfer to ITS

Budget Authority
Financing:

Transfer to other accounts

Transfer from other accounts

Appropriation

Department of Commerce

SUMMARY OF FINANCING
(Dollar amounts in thousands)

National Institute of Standards and Technology
Scientific and Technical Research and Services

Exhibit 7

2013 Increase/

2012 CR 2014 2014 (Decrease)
Actual (annualized) Base Estimate Over 2014 Base
$575,059 Y $599,160 " $572,107 $698,995 $126,888
0 0 0 0 0
0 0 0 0 0
0 0 0 0 0
(4,622) (1,000) (1,000) (1,000) 0
(15,924) (18,439) ¥ 0 0 0
18,439 0 0 0 0
3 0 0 0 0
1,600 0 0 0 0
574,555 579,721 571,107 697,995 126,888
1,695 0 0 1,500 1,500
9,250) ¥ (9,250) ¥ 0 (5,750) ¥ (5,750)
567,000 570,471 571,107 693,745 122,638

v Including $6,974K in FY 2012 and $1,414 in FY 2013 from ARRA HHS transfer, which is no year.
o Including $8,382K in FY 2012 and $1,414 in FY 2013 from ARRA HHS transfer, which is no year.
3 $2,750K from EAC and $6,500K from DoJ in FY 2012 and FY 2013; and planned $2,750K from EAC and $3,000K from DoJ in FY 2014.
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Exhibit 9
Department of Commerce
National Institute of Standards and Technology
Scientific and Technical Research and Services
JUSTIFICATION OF ADJUSTMENTS TO BASE
(Dollar amounts in thousands)

FTE Amount
Adjustments:
Restoration of FY 2013 deobligation offSet...............coooiiiiiiiiiiii e 0 1,000

In FY 2013, NIST’s STRS budget authority was reduced by $1,000,000 based on an estimated level of prior year deobligations. This
adjustment would restore the reduction in FY 2014.

Department of Commerce IT ReinVestment .............ooooeeiiiiiiiiiiiiieniiiieecer et ere e saeees 0 (3,777)
NIST’s share of the Department of Commerce Information Téchnology Reinvestment reflects a reduction of $3,777,000.

Subtotal, AdJustments............ccceeeviiviieiiiiniienir e e hbtreteeteeieraraaeaeteetear b artsetenantratreresenes 0 2,777)
Financing:

Recoveries of prior year deobligations.............c.ccocoiiiiiiiiiiiiini 0 (1,000)

NIST’s FY 2014 STRS budget authority is reduced by the estimated level of prior year deobligations in FY 2014.
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Other Changes:

Annualization 0f 2013 PAY FALSE.......coimiiieiiiieiieceie ettt eeee et e e e e stteesabe e e bte e s reeersaeesaseeesbeansbeasnnses

A pay raise of .5 percent is assumed to be effective January 1, 2013.

Total cost in FY 2014 of 2013 pay raise........ccovviieiiiiiiiiiiiiieeaieieeanenenn, $1,304,000
Less amount requested in FY 2013, ... i e, (978,000)
Less amount absorbed in FY 2013, ... . i 0
Amount requested in 2014 to provide full-year cost of 2013 pay raise.............. 326,000
2014 Pay increase and related COSES...........cccoiiiiiiiiiiriiiiniieenieee ettt esrtes et eerreasneessteeesatesebeeesaressseeseneresares

A general pay raise of 1 percent is assumed to be effective January 1, 2014.

Total cost in FY 2014 of pay inCrease...........co.oovveevvveveeersnernnen. s $2,084,000
Less amount absorbed in FY 2014 ....cocoiiiiiiiiiircecenecnceceee e 0
Amount requested for FY 2014 pay INCrease.........cceecveevirereeroeieniesiieenensieeeseesnens 2,084,000
Payment to Departmental Management Working Capital Fund ...........c.cccecveennnne. 49.000
Total adjustment for FY 2014 pay iNCrease ......cccoeeverveenreerieniereereeeseerennenns JUTRn 2,133,000

0

326

2,133
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PersOnneEl DENETILS. .......c.ooeiiiieiiiie et ettt e e e eeeeseeeteeeseeeeeereenaeneeea $1,982

Civil Service Retirement System (CSRS) ....ocveriiiereeeeeeeeeereeteeeeeeeeeeeereeveeve e ($258)
Federal Employees’ Retirement System (FERS) ......cccoiiiiiiiiiiiiiicicieeecrne s 834
Thrift Savings Plan (TSP) ...cceeioieeeeeeee et 228
Federal Insurance Contribution Act (FICA) - OASDI ....cc.eoieiieiieeeeeeeeeeenee 474
Health INSULANCE ......ccviiiiiciieii ettt ve e e s b eseaesaaasase e 547
Employees’ Compensation FUNd............ccooviiiiiiiiiiiiiicceecc e 157

Civil Service Retirement System (-$258,000) — The number of employees covered by the Civil Service Retirement System (CSRS)
continues to drop as positions become vacant and are filled by employees who are covered by the Federal Employees’ Retirement System
(FERS). The estimated percentage of payroll for employees covered by CSRS will decrease from 8.7 percent in FY 2013 to 7.0 percent
in FY 2014. The contribution rate will remain at 7.0 percent in FY 2014.

Payroll subject to retirement systems ($216,567,996)

Cost of CSRS contributions in FY 2014 ($216,567,996 x .070 X .07) «..ccovvvrvreerne. $1,061,183
Cost of CSRS contributions in FY 2013 ($216,567,996 x .087 X .07) ...cccvvveverreeneene 1.318.899
Total adjustment 0 DASE......ccveierieriieieettere ettt sttt s ebeeaees (257,716)

Federal Employees’ Retirement System ($834,000) — The number of employees covered by FERS continues to rise as employees covered
by CSRS leave and are replaced by employees covered by FERS. The estimated percentage of payroll for employees covered by FERS will
increase from 91.3 percent in FY 2013 to 93.0 percent in FY 2014. The contribution rate increased from 11.7 percent for FY 2013 to 11.9
percent in FY 2014.

Payroll subject to retirement systems ($216,567,996)

Basic benefit cost in FY 2014 ($216,567,996 x .930 X .119)..ccoivviiininiiiiiccinene, $23,967,580
Basic benefit cost in FY 2013 ($216,567,996 X 913 X .117).cc.cvvuvviniicinininnicinnnnns 23,134,010
Total adjustment 10 DASE.......ccerieiieeeciecee e 833,570
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Thrift Savings Plan ($228,000) — The cost of agency contributions to the TSP will also rise as FERS participation increases. The
contribution rate will increase from 4.54 to 4.57 percent in FY 2014.

Thrift plan cost in FY 2014 ($216,567,996 x .930 x .0457) ..... ........ e $9,204,356
Thrift plan cost in FY 2013 (8216,567,996 X .913 X .0454) ..coooeeeeieieceeereeieerennn, 8,976,787
Total adjuStMEnt t0 DASE.......covieviiiirieie ettt ettt et ee et eeeteseseeerreeneens 227,569

Federal Insurance Contributions Act (FICA) - OASDI ($474,000) — As the percentage of payroll covered by FERS rises, the cost of OASDI
contributions will increase. In FY 2014, the maximum salary subject to OASDI tax will increase from $113,100in FY 201310 $119,100 in
FY 2014. The OASDI tax rate for employers remains at 6.2 percent in FY 2014.

FERS payroll subject to FICA tax in 2014 ($216,567,996 x .930 x .903 x .062)........ $11,276,042
FERS payroll subject to FICA tax in 2013 ($216,567,996 x .913 x .882 x .062)........ 10.812.480
Increase (FY 2013-FY 2014)....coiiiriiiieceeeeeeeeeeee e cerereee e 463,562
OTP payroll subject to FICA tax in FY 2014 ($5,050,004 x .930 x .903 x .062)........ 262,938
OTP payroll subject to FICA tax in FY 2013 ($5,050,004 x .913 x .882 x .062)........ 252.129
Increase (FY 2013-FY 2014). ..ottt e 10,809
Total adjustment to base........ccceecvvevverceersienreeieeniene i teeeieresi e et eareeearaeenaaaas 474,371

Health insurance ($547,000) — Effective January 2012, NIST’s contribution to Federal employees’ health insurance premiums increased
by 3.6 percent. Applied against the FY 2013 estimate of $15,189,000 the additional amount required is $546,804.

Employees’ Compensation Fund ($157,000) — The Employees5 Compensation Fund bill for the year ending June 30, 2012 is $156,858
higher than for the year ending June 30, 2011.

Travel and transportation of PersOmS...........cccoiiiiiiiiiiiiii e e 0 1

The General Services Administration (GSA) has increased the mileage rate from 51 cents to 55 cents, a 7.8 percent increase in FY 2014.
This percentage was applied to the FY 2013 estimate of $7,000 to arrive at an increase of $546.
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Rental PAyments t0 GSA ...ttt ettt s e e sta et e e st ta et e s teeaaesteeraeebeenee e 0 2

GSA rates are projected to increase 1.6 percent in FY 2014. This percentage was applied to the FY 2013 estimate of $100,000 to arrive at
an increase of $1,600.

Communications, utilities, and miscellaneous charges ..............c.cccooiieiveiiiiceniicicereeceee e 0 (1,867)
o] P2 T P 2
HCHB Electricity deCrEase ..o.veuiieiiitiitiiit ittt et e et ee e e eneenaenas ()
HCHB Water/SeWer INCIEASE ... v.vvriietiitentiieteiteete st eaneetenereeneeaneeneaneaeenas 1
EleCtriCity rate deCrCase. .. .uuu ettt ettt et e ee et e ettt aan (1,037)
Natural Gas rate deCr@aSE. . ... .u.eeii et (832)

Effective January 22, 2012, the Governors of the Postal Service implemented a rate increase for shipping services. The overall price change
is 4.6%. When applied to the FY 2013 postage estimate of $49,000, this results in an increase of $2,254.

The average decrease for HCHB PEPCO electricity is proj ected to be 18%. This percentage was applied to the 2013 electricity estimate of
$3,000 for a decrease of $540.

The average increase for HCHB DCWASA is projected to be 66%. This percentage was applied to the 2013 DCWASA estimate of $1,000
for an increase of $660.

The electricity ATB amount was derived using a year to year comparison of the cost per kilowatt hour. In analyzing the 12 months ended
February 2012 and 2011, the per kilowatt hour rate decreased 10.3 percent (from .111 to .100 ) for Gaithersburg, Maryland; increased 20.1
percent (from .355 to .426 ) for Kauai, Hawaii; remained constant at .071 for Boulder, Colorado; and increased 1.0 percent (from .089 to
.090) for Ft. Collins, Colorado for a net decrease of $1,037,000.

The natural gas ATB amount was derived using a year to year comparison of the average cost per therm. In analyzing the 12 months ended
February 2012 and 2011, the per therm rate decreased 13.3 percent (from .891 to .772) and decreased 11.3 percent (from 1.720 to 1.526) for
Gaithersburg and Boulder respectively resulting in a decrease of $832,000.
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Other SerVICES.....coviviiiiiee e ....................................................................... 0 2,581

Working Capital Fund (Departmental Management)....................ceeevevennnnn.n. 2,400
Commerce Business Systems (CBS)....ccoviieiiiiiiiiiiicie et crve e eeeesie s e 179
National Archives and Records Administration (NARA) storage costs ......c.oouveen... 2

Working Capital Fund (Departmental Management) ($2,401,000) — An additional $2,401,000 is required to fund cost increases in the
Departmental Working Capital Fund (includes $2,281,000 for DoC’s WCF/A&R IT Reinvestment).

Commerce Business Systems (CBS) ($179,000) — An increase of $179,0600 is required in FY 2014 consistent with the CBS Capital Asset
Plan.

National Archives and Records Administration (NARA) storage costs ($2,000) - NARA estimates reflect an increase of $2,000in FY 2014
for records storage and maintenance costs.

Supplies and MAterials ..............coooiiiiiii bbbttt b e e b re e 0 174
Scientific journal SUDSCIIPHONS .......ccvviiiviieeiieiee et be s $174

Scientific journal subscriptions ($174,000) - This adjustment to base addresses the FY 2011 to FY 2012 inflationary increase in costs for
NIST’s subscriptions journals which exceed the inflationary increases provided through the regular general pricing level deflator. The
application of the 7.6 percent deflator results in an increase of $174,116 when applied to the FY 2013 estimate of $2,291,000.

General pricing level adjustment..................ccoceiiniiiiinininnnn ettt erree e ere e ate e e aaetehb et bee e ibresbeeeenneesbeesabesennee 0 2,830
This request applies the OMB economic assumption of 1.7 percent for FY 2014 where the prices that the government pays are established
through the market system. Factors are applied to sub-object classes that result in the following adjustments to base: transportation of things

$14,926; rental payments to others $30,600 communications, utilities, and miscellaneous charges $50,796; printing and reproduction
$4,539; other services $1,429,875; supplies and materials $501,211; and equipment $797,011.
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Subtotal, Other Chan@es............cooiiiiiiiii ettt st bttt sr et nes

Amount absorbed

...............................................................................................................................................

8,162
(3,749)

636
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APPROPRIATION ACCOUNT: Scientific and Technical Research and Services (STRS)

The STRS account contains the Measurement Science, Services, and Programs, which contains three
budget sub-programs: Laboratory Programs, Corporate Services, and Standards Coordination and
Special Programs. These three sub-programs, as well as initiatives proposed within each sub-program,
are described in further detail in this section of the budget.

The 2014 President's Budget recognizes the important role of NIST programs to advancing innovation
by requesting $693.7 million for the Scientific and Technical Research and Services (STRS)
appropriation. Within the $693.7 million request, current Administration priority areas targeted for
budget increases include Advanced Manufacturing, Cybersecurity, Healthcare IT, Disaster Resilience,
Forensics, Advanced Communications, and NIST Centers of Excellence in measurement science and
new technology areas. ”

SIGNIFICANT ADJUSTMENTS-TO-BASE (ATBs):

NIST STRS will absorb some inflationary costs within its base to fund adjustments to current programs.
These costs include a 2014 Federal Pay Raise and inflationary increases for non-labor
activities. STRS ATBs in FY 2014 total $4.385 million, of which $3.749 million will be absorbed.

BUDGET PROGRAM: Measurement Science, Services, and Programs
Measurement Science, Services, and Programs Overview

The NIST Measurement Science, Services, and Programs work at the frontiers of measurement
science to ensure that the U.S. system of measurements is firmly grounded on a sound scientific and
technical foundation. NiST promotes the use of measurements based on the intemational system of
units (SI). The measurement science research at NIST is useful to all science and engineering
disciplines. The NIST Laboratories directly support U.S. innovation and industrial competitiveness by
developing new measurement instruments and facilities to address critical barriers to innovation;
disseminating validated measurement methods and protocols; providing reference data, reference
materials, and calibration services to ensure that industry-performed measurements are traceable to
NIST standards; and developing testing protocols and supporting laboratory accreditation programs.
NIST works actively with other metrology institutes from around the world to ensure that the global
marketplace is supported with sound measurements and standards.

The NIST Laboratories also support the development of written standards and specifications that
define technical and performance requirements for goods and services. These standards—also known
as documentary standards—are often developed collaboratively with the private sector through an
open, consensus-based process. NIST scientists and engineers lend their expertise to these efforts in
order to promote standards that are based on sound science and to ensure that the standards are
supported by effective measurements and testing for conformity to the standards.
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Primary areas being researched with the program’s base resources include the following:

¢ maintaining and disseminating national measurement standards;

e developing new measurement technologies and ways to tie needed measurements to
fundamental national standards;

» developing, maintaining, and improving existing measurement science, services, references,
and standards; and

e pursuing basic and applied research in measurement areas within NIST’s mission.

The work performed by the NIST Laboratories affects many aspects of daily life in the U.S. Examples
include: ’

¢ Manufacturing - NIST programs in Advanced Manufacturing are developing the tools to
enable new more competitive ways to manufacture current generation products and that
support the manufacture of new products that are emerging from advanced technologies.

o Cybersecurity -- NIST programs focused on information technology and cybersecurity are
enabling the adoption of a robust and secure cyber infrastructure that will increase productivity
and foster continued innovation.

* Interoperability -- Critical emerging technologies such as the Smart Grid and national health
care information systems have the potential to transform our society and revitalize the U.S.
economy. NIST programs are helping to accelerate the development of standards needed to
ensure that the many interconnected components in these systems can fully function and
exchange information seamlessly across systems.
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Department of Commerce

National Institute of Standards and Technology
Scientific and Technical Research and Services
PROGRAM AND PERFORMANCE: DIRECT OBLIGATIONS

Program: Measurement science, services, and programs
Sub-program: Laboratory programs

Line Item

Strategic and emerging

research initiative fund

National measurement and

standards laboratories

User facilities

Postdoctoral research
associateship program

Total

Pos./Approp
FTE/Obl.

Pos./Approp
FTE/Obl.

Pos./Approp
FTE/Obl.

Pos./Approp
FTE/Obl.

Pos./Approp
FTE/ObL

(Dollar amounts in thousands)

Exhibit 10

Increase/
2012 2013 2014 2014 (Decrease)
Actual CR (annualized) Base Estimate over 2014 Base
Per- Per- Per- Per- Per-
sonnel Amount sonnel Amount sonnel Amount sonnel Amount sonnel Amount
18 $9.496 18 $9,531 18 $9,598 18 $9,598 0 0
16 10,815 17 10,487 17 9,598 17 9,598 0 0
1,704 420,908 1,704 423.497 1,704 423,959 1,879 513,368 175 $89.409
1,582 433,075 1,710 435,016 1,710 424 607 1,839 515,266 129 90,659
264 74,557 264 74,954 264 74,937 278 80,920 14 5,983
243 74,014 258 77,523 258 75,135 269 81,118 11 5,983
103 13,008 103 13,157 103 13,184 103 12,884 0 (300)
95 11,607 103 13,842 103 13,198 103 12,898 0 (300)
2,089 517,969 2,089 521,139 2,089 521,678 2,278 616,770 189 95,092
1,936 529,511 2,088 536,868 2,088 522,538 2,228 618,880 140 96,342



BUDGET SUB-PROGRAM: Laboratory Programs
BASE JUSTIFICATION:
Laboratory Prog rams Overview

The objectives of the Laboratory Programs are to promote U.S. innovation and industrial
competitiveness by advancing measurement science, standards, and technology that drive
technological change. NIST's Laboratories play a unique role in the Nation’s scientific, industrial, and
business communities. NIST anchors the national measurement and standards system that is the
language of research and commerce. Maintaining the national standards of measurement is a role that
the U.S. Constitution assigns to the Federal government to ensure fairness in the marketplace. NiST's
presence and leadership in the Nation’s measurement and standards system enables companies,
researchers, government agencies, and universities to work with each other more easily, improving the
Nation’s economic security and quality of life.

NIST resources are devoted to meeting today’s economic and societal challenges and to laying
the foundation for future success. NIST activities help address a broad range of critical challenges
for the Nation. Current Administration priority areas targeted for budget increases include
Advanced Manufacturing, Cybersecurity, Healthcare IT, Disaster Resilience, Forensics, Advanced
Communications, and NIST Centers of Excellence in measurement science and new technology
areas. NIST also supports enacted legislation such as the America COMPETES Act, which
outlines major roles for NIST in promoting national competitiveness and innovation, and the
National Technology Transfer Advancement Act (NTTAA), which designates NIST as the
coordinator for all Federal agencies using documentary standards.

The individual descriptions of the activities under NIST's Laboratory Programs are described below.

1. NIST Center for Neutron Research (NCNR)

Program Description:

The NCNR safely and reliably operates a national user facility providing neutron-based measurement
capabilities to U.S. researchers from industry, academia, other NIST Ilaboratories, and other
government agencies in support of materials research, neutron imaging, chemical analysis, neutron
standards, dosimetry, and radiation metrology. Neutrons — uncharged particles from the nucleus of
atoms — have unique properties that make them ideal probes of the structure and motion of materials at
the scale of atoms and molecules in a material. The NCNR provides an intense source of neutron
beams that are used to probe the molecular and atomic structures and dynamics of a wide range of
materials. The facility also boasts a unique, large-volume, liquid hydrogen cold source, which produces
the highest intensity of “cold” (or low-energy) neutron beams in the country. Cold neutrons are used to
probe the underlying structures and slow dynamics in advanced materials such as plastics, magnetic
films, chemical catalysts, biological materials, and composites. With such state-of-the-art measurement
capabilities unavailable elsewhere in North America, the NCNR plays an essential role in broad sectors
of nano-science and technology. In a wide range of applications, neutron beam measurement
techniques are on a par with the x-ray or microscope in their ability to probe materials that are the focus
of study in today's most important research areas, including materials, biotechnology, and
nanotechnology. The NCNR operates as a national user facility that provides merit-based access to all
qualified researchers. The NCNR also supports critical NIST research in materials research, chemistry,
physics, nanoscale science, and other related fields. Use of the NCNR facilities for proprietary
research is possible on a full-cost recovery basis. As a result, researchers from industry, academia,
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and other Federal agencies depend on NCNR'’s unique research capabilities to work on cutting edge
science. The capabilities of the NCNR are further leveraged through a variety of cost-sharing
partnerships with other agencies, industries, and universities to expand specific measurement
capabilities, and to broaden the access to unique neutron instrumentation. The NCNR is significantly
expanding its collaboration with the Nation’s industrial and academic researchers with new
instrumentation and analysis methods for macromolecular structure and dynamics, elemental trace
analysis, determination of magnetic nano-structures, neutron imaging, and neutron spectroscopy.

Examples of Accomplishments:
Research and Facility Performance:

¢ National Research Facility/Neutrons: The NCNR has operated with high availability for decades

and provides, on average, 260 days of reactor operation annually to support scientific research.

- During  FY 2012, nearly 2,000 researchers directly benefited from access to NCNR capabilities,

which accounted for over one-half of all neutron research done in the United States. These

researchers also represent 149 U.S. universities, 33 corporations, and 40 U.S. government
organizations and laboratories.

¢ High Impact Research: Research performed at the NCNR resulted in 324 publications in FY 2012.
With a significant fraction of these papers published in prominent journals, the NCNR ranks as one
of the highest impact neutron facilities in the world.

Priority Objectives for FY 2014:

By FY 2014 the NCNR will have completed all of the infrastructure construction and will have
commissioned new instrumentation that was enabled by work performed during the recent outage to
complete construction. This has allowed NIST to provide new neutron measurement capabilities to the
U.S. research community. Examples of research the expanded NCNR will support include:

o Energy Efficiency and Alternative Energy: Studying nanomaterials for the structure and behavior of
new materials at the nano-scale, making it possible to improve process technologies and develop
new materials applications in areas ranging from lighter weight advanced materials for the auto
industry to new nanocomposites for polymer-based solar cells to new materials and approaches for
the efficient storage of energy.

e Fuel Cell Design: Imaging the interior of complex devices and materials non-destructively to “see”
how they function under various operating conditions. NCNR neutron imaging has made it possible
to fook through the steel casings of operating fuel cells and watch the flow and movement of water
molecules as the cell functions, leading to better designs and performance.

o Drug and Vaccine Development: Improving the study of the structure and motions of very
large biological molecules such as proteins. Neutrons can see detailed protein structure such
as bending or folding which helps identify the protein’s function. The insights gained could
lead to the development of new drug therapies, new anti-toxins, and improved vaccines.

e Environment: Studying chemical interactions with porous or other complex structured
materials. The unparalleled penetration and imaging power of neutrons is being used to
develop new, more efficient, industrial catalysts and better ways to remove toxins from the
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environment, as well as to achieve a better understanding of complex biological systems at
the cellular level.

e Advanced Computer Technology: Studying advanced new materials that can be used to
advance computer technology beyond the integrated circuit. As the size of transistors reaches
fundamental limits, further advances in the computation power of computer chips will require
new materials that can exploit other electronic properties, such as electronic spin, to carry
information in the device.

e Materials Performance: Probing the internal stresses in materials such as pipelines, turbine blades,
railroad rails, and shock absorbers, which are essential to understanding and improving the
performance of products used in industry, transportation, and national defense.

e Data Storage: Increasing the density of stored information. The advance of information technology
requires a concomitant increase in the density of stored information. This required the development
of new nanostructured magnetic materials. Neutrons allow researchers to develop a detailed
understanding of the magnetism to develop these new data storage systems.

2. Center for Nanoscale Science and Technology (CNST)

Program Description:

In the few years since its inception, the CNST has become a major national resource for nanoscale
science and the development of nanotechnology, and the only national nanocenter with a focus on
commerce. Unique in its mission to provide the measurement infrastructure that underlies all progress
in this critically important 21st century technology, the CNST serves the U.S. industrial and scientific
research communities by providing a venue for highly collaborative, multidisciplinary research and
direct access to state-of-the-art nanoscale measurement and fabrication tools. The continued
development of nanotechnology is key to firmly establishing U.S. leadership in such diverse fields as
energy, manufacturing, information technology, electronics, health, and biotechnology. For example, in
the case of energy, nanoscale phenomena lie at the heart of a great many energy production, storage,
and transmission processes. Research in CNST's NanoLab aimed at optimizing the nanoscale
structure of photovoltaic or thermoelectric devices can therefore have a profound impact by enhancing
the conversion of the sun’s energy to electricity. Such research demands a multidisciplinary approach
and the development and ready availability of advanced tools, which manipulate and measure the
properties of structures - where size can be counted in atoms. The CNST has been purposely built to
satisfy these demands and offer many unique measurement capabilities in an open, collaborative,
multi-disciplinary research environment. This environment is where the innovative research takes place
that advances the state-of-the-art of measurement and fabrication (“fab”). A critical component of the
CNST, the NanoFab, is available through a simple, merit-based application process. Users can
economically utilize expensive state-of-the-commercial-art fabrication tools, measurement tools, and
processes. Proprietary research can be performed on a full cost recovery basis. Having now completed
its initial ramp up in staff, equipment, facilities, and processes, the CNST continues to expand its
strategic relationships and collaborations with industrial and academic partners. In addition, in FY 2012
the CNST began an annual program to recapitalize and update its equipment and instrumentation and
thereby maintain the cutting edge research environment required to meet the needs of CNST's
stakeholders. In FY 2012 the NanoFab updated key elements of its nanofabrication capability in thin
film deposition, nanoscale-lithography, and metrology, including capabilities for x-ray diffraction and
ellipsometry. In FY 2013 the NanoFab recapitalization effort continues with significant enhancements in
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electron beam lithography technology, wet chemical processing tools, and advanced metrology tools
capable of keeping pace with the ever increasing requirements for improved accuracy and resolution.

Examples of Accomplishments:

CNST research focuses on industry and government priorities, as demonstrated by these recent
examples:

* National Research Facility: In the few years since its inception, both the capabilities and the
associated impact of the CNST have grown rapidly. In fiscal year 2012 alone, over 1,600
researchers representing over 350 institutions from 39 states and the District of Columbia
participated in projects at the CNST. CNST projects resulted in 160 publications and patents in FY
2012, and helped more than 120 companies meet their measurement and fabrication needs.

¢ Nanoscale Fabrication: The CNST developed models and experimental methodologies that enable
the sources of line-edge roughness to be identified in advanced photoresists and diblock
copolymers that represent, respectively, the current state-of-the-art and the future direction of
lithography in semiconductor manufacturing. Control of line-edge roughness is essential for
maintaining progress in the semiconductor industry. This research included collaborators from
CNSE Albany, Lawrence Berkeley National Laboratory, and the University of Maryland.

e Energy Conversion, Storage, and Transport: The CNST developed a new metrology for
nanostructured oxides used for photoelectrochemical water splitting correlating multiple techniques,
including energy dispersive X-ray spectroscopy (EDS), electrochemical impedance spectroscopy,
electronic conductivity, and secondary ion mass spectroscopy to determine the dopant density.
Results suggest a new route for achieving higher water splitting efficiencies.

e Energy Conversion, Storage, and Transport: The CNST developed a new method for fabrication of
high current density field emitter arrays based on nanoporous silicon carbide. The emitters are
monolithic structures whose fabrication does not require high temperature gas phase synthesis.
Stable, continuous electron emission has been demonstrated that far exceeds that of existing
technologies. This technology leading to field emitters that are reliable and operate at high current
density would enable significant advances in several fields, including medical diagnostics.

e Future Electronics: CNST researchers used the CNST-developed, unique world-class low
temperature scanning tunneling microscope to make key measurements of the electronic and
electromechanical properties of graphene, the basis of new carbon-based electronics that is being
hotly pursued by the electronics industry as a replacement for silicon in the ever-increasing pursuit
of faster, smaller and more energy-efficient electronic devices. The CNST research included
collaborators from the University of Maryland, Columbia University, Princeton University, SUNY
Albany, the University of Texas at'Austin, Georgia Institute of Technology, Seoul National
University, the University of Regensburg, and others.

Priority Objectives for FY 2014:

o Nanoscale Material Characterization: Extend the capabilities of single-molecule fluorescence
microscopy to the imaging of nanostructures at the 10 nm length scale in soft materials, such as
diblock copolymers and photoresists, enabling the optimization of materials and processes in fields
as diverse as integrated circuit fabrication and advanced composite manufacturing.
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o Metrologies for Nanoparticle Production: Develop robust metrology techniques that use advanced
optical and nanofluidic methods to enable quality control measurements of nanoparticle size, size
distribution, shape, and shape distribution in production environments to assist U.S. industry in the
volume production of nanoparticles for applications ranging from drug delivery to oil-well sensing.
This effort will complement existing efforts related to nanoparticle environmental health and safety.

o New Microscopies for Nanoscale Characterization and Fabrication: Continue development of
innovative ion beam sources that provide unique performance in brightness, species selection, and
energy spread, enabling new imaging modalities and better nanomachining for such key industrial
applications as integrated circuit editing and failure analysis. Actively pursue technology transfer of
CNST-developed technology, leading to high tech start-ups and the associated increased
employment opportunities in an area where the U.S. can lead the world.

e Solar _Energy/Photovoltaics (PV): Develop measurements for functional and structural
characterization of existing and emerging thin-film photovoltaic materials and devices to achieve
three-dimensional, high resolution maps on the nanoscale. In collaboration with major U.S.
companies, relate these property maps with high-throughput measurements to enable new
manufacturing metrology required to fully optimize thin-fiim PV technology.

o Solar Energy/Solar Fuels: Develop methods for measuring water oxidation activity of
photoelectrochemical (PEC) nanocatalysts with ultra-high sensitivity and establish the rate limiting
steps for promising materials in support of developing PEC materials with improved performance.
Develop measurements based on electron paramagnetic resonance spectroscopy to probe, in situ,
the catalyst oxidation state, coordination environment, and reaction chemistry for integrating light
harvesting with solar fuels production.

o New Generation of Nanotechnologists: Help educate a new generation of nanotechnologists by
providing hundreds of young scientists and engineers with the ability to use some of the world’s
most -advanced instrumentation to address the challenge of measuring the subtle phenomena of
nature that occur only on the nanometer scale. Through two-year-long postdoctoral appointments
and visiting fellowships available to scientists from academia, industry, and government
laboratories, CNST will provide in depth, post-graduate training in nanotechnology for more than
50 researchers.

3. Physical Measurement Laboratory (PML)

Program Description:

The PML develops and disseminates the national standards of length, mass, force and shock,
acceleration, time and frequency, electricity, temperature, humidity, pressure and vacuum, liquid and
gas flow, and electromagnetic, optical, microwave, acoustic, ultrasonic, and ionizing radiation. Its
activities range from fundamental measurement research to the provision of measurement services,
standards, and data.

PML applies its measurement capabilities to problems of national significance through cotlaborations
with industry, universities, professional and standards setting organizations, and other government
agencies of government. It supports the research community in such areas as communication,
defense, electronics, energy, environment, health, lighting, manufacturing, microelectronics, radiation,
remote sensing, space, and transportation. PML establishes spectroscopic methods and standards for
infrared, visible, ultraviolet, x-ray, and gamma-ray radiation; investigates the structure and dynamics of

NIST - 56



atoms, molecules, and biomolecules; develops the electrical, thermal, dimensional, mechanical, and
physical metrology for measuring the properties of precision measurement devices and exploratory
semiconductor, quantum electronic, nanoelectronic, bioelectronic, biooptical, optoelectronic, and
quantum information devices and systems; and examines the thermophysical and interfacial properties
of streams of flowing fluids, fluid mixtures, and solids. It develops and disseminates national standards
by means of calibrations, measurement quality assurance, standard reference materials, technology
transfer, education/training, and a comprehensive weights and measurement program to promote
uniformity and accuracy at the international, Federal, state, and local levels. It generates, evaluates,
and compiles atomic, molecular, optical, ionizing radiation, electronic, and electromagnetic data in
response to national needs; measures and improves accuracy of the fundamental physical constants;
and develops and operates major radiation sources for measurement science and metrology.

NIST's base activities within PML support a broad range of scientific, technological, commercial, and
consumer heeds.

o Time and Frequency: NIST maintains the Nation’s standards for time and frequency measurement,
an increasingly important field that supports advanced communications, electronic systems, power
grids, and high-speed commerce. NIST focuses on developing the highest accuracy standards and
methods of disseminating time and frequency, e.g., through the Internet, radio broadcasts, and
satellites. The Internet service alone provides official time to the public over 12 billion times daily.

* Medical Radiation and Imaging Technology: NIST calibrations underlie the safety and efficacy of
diagnostic procedures (such as mammography) and therapeutic procedures (such as for cancer
treatment). Well in excess of 22 million therapeutic radiation procedures and nearly 40 million x-ray
mammograms annually are traced to NIST standards. NIST researchers have a robust program in
a broad range of medical imaging technologies.

o Electrical and Electronics Metrology: Electronics are highly dependent on measurements enabled
by NIST programs. NIST supports the electronics industry in many ways in its drive to develop ever
smaller and more functional semiconductor products. The accuracy of every electricity revenue
meter in the U.S. relies on standards provided by NIST. NIST is currently developing new
techniques to support increasing complex, smaller, and more integrated devices, where feature
sizes continue to be reduced and the role of defects and imperfections become increasingly
important. In addition, NIST is developing techniques for to support state variables other than
charge for future electronic logic.

o Optoelectronics and Optical Technology: The optical products industry is a $100 billion sector,
requiring accurate and trusted standards in areas such as lighting, communications, photography,
color and appearance, spectroscopy, and imaging. Work at NIST is important for environmental
monitoring instruments used to measure temperature, atmospheric composition, and other things
important in farge-scale climate studies.

¢ Mechanical and Dimensional Metrology: NIST leads the development of new measurement
standards to support U.S. manufacturing and harmonize the U.S. with international standards,
removing impediments to U.S. competitiveness. NIST activities in this area promote lower costs for
U.S. manufacturers, assure quality and interchangeability of parts, and achieve acoustical
standards for the safety of workers in noisy environments.

¢ Fluid Dynamics: NIST maintains, improves, and disseminates the national measurement standards
for gas flow, liquid flow, air speed, pressure, temperature, and humidity. Such measurements

NIST - 57



underlie process chemistry and manufacturing, equitable commerce in natural gas-and liquid fuels,
wind turbine performance, aircraft altimeter accuracy, and atmospheric monitoring.

o Public Health and Safety: NIST expertise in radiation detection and measurement supports critical
needs of first responders, homeland security surveillance, medical sterility, and nuclear energy.
Optical measurement systems support needs in highway and aviation safety, missile defense, and
medical diagnosis. NIST aids the law-enforcement community with performance standards for
body armor and bullet forensics. '

e Weights and Measures: NIST promotes uniformity in U.S. weights and measures laws, regulations,
and standards to achieve equity between buyers and sellers in the marketplace nationwide and
internationally. This enhances consumer confidence, enables U.S. businesses to compete fairly at
home and abroad, and strengthens the U.S. economy. NIST works with state and local officials and
business, industry, and consumer groups, to achieve these goals.

e Advanced Training and Technology Transfer: Through NIST's joint institutes with the University of
Colorado (JILA) and the University of Maryland (Joint Quantum Institute), NIST helps train graduate
students and postdoctoral fellows in advanced science and technology, who support research and
innovation in industry, academia, and government laboratories. Many NIST-supported trainees
have gone on to found high-technology companies, creating new jobs and products for the U.S.
economy.

Examples of Accomplishments:

o Public Safety: NIST played a central role in the establishment of new testing and evatuation
standards for radiation and nuclear detectors, which have been adopted by 22 Federal
agencies. The standards cover a range of devices from personal-detection equipment to hand-
held radionuclide identifiers for field use and portal monitors for vehicles and cargo containers.
The standards provide assurance to the agencies that their radiation detectors are reliable and
fit for the purpose for which they are being used.

* Medical Imaging Technology: NIST developed a miniature, atom-based magnetic sensor that
can measure human brain activity. Experiments verified the sensor's potential for biomedical
applications such as studying mental processes and advancing the understanding of
neurological diseases. The sensor, about the size of a sugar cube, contains a low-power laser
and micro-optics that, together with rubidium vapor in a sealed cell, can measure a magnetic
field 50 million times weaker than that of the Earth.

¢ Quantum Information and Communication: NIST made practical advances in the nascent field
of quantum computing, demonstrating the first “universal” programmable quantum processor,
which could one day be coupled together to perform practical computations, and the first
quantum “dimmer switch,” which could eventually store and transport information in future
quantum computers. NIST also produced the world’'s most efficient single photon detector,
which is able to count individual particles of light traveling through fiber optic cables with roughly
99 percent efficiency—a tool needed to ensure the accuracy of quantum computations and the
integrity of secure quantum communications.
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Priority Objectives for FY 2014:

¢ Advanced Communications: Using ultrafast electro-optic measurement technology, NIST will
improve the ability to measure complicated signals at new and higher bandwidths. This will help
wireless and fiber optic communications achieve high bandwidth data transfers, enabling
wireless Internet access and optical transport at these potential high data rates.

s Large-Scale Dimensional Metrology: Develop a new multilateration technique using laser
- trackers to provide world-class measurement accuracy on large, complex 3-D structures, such
as airplanes. Applications include construction and advanced manufacturing.

o Better Microscopy for Nanomanufacturing: Develop innovative approaches to solving vibration
and drift problems in production line, scanned particle beam microscopy by utilizing super-fast
image capture and a NIST-developed alignment program to improve image sharpness.

¢ Medical Imaging Technology: Design and calibrate “phantoms” to better calibrate PET-CT
scanners, and use them to monitor scanner performance during a clinical trial. This will be the
first clinical trial that uses a calibrated phantom standard to assist in evaluating the instrumental
effects on clinical data. Additionally, continue development and validation of a phantom to
calibrate magnetic resonance imaging (MRI) scanners. Together, these will improve the
accuracy of medical diagnostic imaging, lead to more effective treatments, and speed the
discovery and validation of new drugs and therapies.

o Electronics Technology: Develop the measurement science infrastructure that will enable
emerging “Beyond-CMQOS” nanoelectronic information processing technologies, including those
based upon new computational state variables, to more rapidly enter into the marketplace.

e Optical Technology: We will develop and benchmark a deployable instrument based on
differential absorption LIDAR (Light Detection And Ranging) for accurately measuring
greenhouse gas emissions from natural and anthropogenic sources. Combined with
measurements of greenhouse gas sinks, these data will inform local, national, and international
mitigation efforts. :

» Public Health and Safety: We will develop and deploy specialized radiation detectors in a public
transit application. We will operate the detectors in underground locations for an extended
period of time to monitor the variability in the ambient radiation background. These data will
assist commercial manufacturers of radiation detectors develop products that are effective and
suitabte for the application.

» Measurement Science: Develop “NIST on a chip” technology, exploiting NIST’s pioneering
research in chip-scale atomic clocks and magnetometers, for a broad range of measurements,
including time, length, electrical quantities, acceleration, and temperature. This research will
provide the public with extremely accurate measurement capability in small, convenient
devices. These devices will be incorporated into innovative products and directly benefit
manufacturers.

o Measurement Services: Strengthen NIST's programs in the delivery of calibration services by
furthering the development of the mise-en-pratique for the electronic kilogram. This will allow an
international redefinition of the kilogram, to be based on fundament constants of nature, and
improve the method of delivering services. Develop new, dynamic measurement techniques in
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both force and length metrology to support real-time measurements for advanced
manufacturing.

4. Material Measurement Laboratory (MML)

Program Description:

The MML serves as the national reference laboratory for measurements in the material, biological, and
chemical sciences through activities ranging from fundamental and applied research on the
composition, structure, and properties of industrial, biological, and environmental materials and
processes, to the development and dissemination of certified reference materials, critically evaluated
data, and other programs to enable assurance of measurement quality.

MML serves a very broad range of industry sectors ranging from transportation to biotechnology by
conducting research, and providing its output in the form of measurement services and measurement
quality assurance tools to address problems of national importance such as: greenhouse gas
emissions measurements; renewable energy; the Nation’s aging infrastructure; environmental quality;
food safety and nutrition; forensics and homeland security; healthcare measurements; and
manufacturing ranging from advanced materials to photovoltaics to biologic drugs.

Specifically, MML conducts research in:

o Materials Science and Engineering to provide the measurement science, standards, technology,
and data required to support the Nation’s need to design, develop, manufacture, and use materials.
In partnership with U.S. industry, other government agencies and other scientific institutions, we
develop and disseminate measurement methods, theories, models, tools, critical data, reference
materials, reference data, standards, and science underpinning the Nation's materials science and
engineering enterprise. These activities foster innovation and confidence in measurements needed
to advance technology and facilitate manufacturing in industrial sectors such as energy,
electronics, transportation and the environment.

o Materials Measurement Science to provide the measurement science, measurement standards,
and measurement technology required to enable world-leading characterization of materials in
support of the Nation’s needs for the determination of the composition, structure, and properties of
materials. In partnership with U.S. industry, government agencies and other stakeholders, we
develop state-of-the-art instrumentation, methods, models and software to accurately and precisely
measure materials over a range of length and time scales. We provide benchmarking and
validation of emerging materials analysis methods, and disseminate reference materials, standards
and scientific data to foster innovation and advance a wide range of technologies, such as those for
public safety, forensics, homeland security and nanomanufacturing.

¢ Biosystems and Biomaterials to address the Nation’s needs for measurement science, standards,
data, methods and technology in the quantification of complex biological systems, materials and
processes, from the nano- to the macro-scale. In partnership with U.S. industry, other government
agencies and other scientific institutions, we develop and disseminate infrastructure supporting
quantitative biology and biomaterial measurements with the intent of fostering innovation and
confidence for stakeholders in biomedicine and healthcare, manufacturing, food safety,
environmental health, and national security. We enable the U.S. to maximize the return on our
national investment in the bioscience enterprise through interdisciplinary research drawing from
expertise in the physical, information, and biological sciences.
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¢ Biomolecular Measurement to provide the measurement science, standards, technology, and data
required to support the Nation’s needs in determining the composition, structure, quantity, and
function of biomolecules. In partnership with U.S. industry, government agencies, and scientific
institutions, we perform fundamental and applied research on the measurement of macromolecules
such as proteins and nucleic acids, as well as peptides, glycans, metabolites, lipids, and natural
products. We provide measurement science, reference materials, reference data, and
technologies to foster innovation and confidence in measurements needed to advance
biotechnology, DNA forensics, biomedical and bioscience research, and health care.

e Chemical Sciences to provide the measurement science, standards, technology, data and
chemical informatics required to support the Nation’s needs in the determination of chemical
composition and chemical structure of gases, organic, and inorganic species and in the
measurement of a wide variety of chemical properties and processes, including chemical reactivity
and mechanisms, and thermochemical properties. In partnership with U.S. industry, government
agencies, and academic scientific institutions, we perform fundamental and applied research to
advance and create state-of-the-art chemical measurement capabilities, theory and computational
methods for quantitative measurements, and sensing of solids, liquids, gases, plasmas, transient
species, and multicomponent matrices. We also formulate and disseminate reference materials
and measurement standards, and critically evaluate reference data. These activities support the
chemical science, technology, and engineering enterprise with the intent of fostering innovation and
confidence in measurements and technologies used in a wide range of applications, including
chemical analysis, environmental and climate assessment, clinical health assessment, food and
nutritional assessment, sensing, manufacturing, and energy transformation.

o Applied Chemicals and Materials to provide the measurement science, standards, technology,
instrumentation, models and data required to support the Nation’s needs for design, production,
and assessment of chemical and material products. In partnership with U.S. industry, other
government agencies and other scientific institutions, we provide thermophysical and mechanical
properties; analysis of reliability and performance of materials and structures; and information
systems for chemical and materials engineering, with the intent of fostering innovation and
confidence in the Nation’s physical and energy infrastructures, enabling advances in chemical
manufacturing and in electronics, and promoting sustainability.

MML is also responsible for coordinating the NIST-wide Standard Reference Materials (SRMs) and
Standard Reference Data (SRDs) programs. NIST SRMs, SRD and calibrations are key technology
transfer mechanisms that enable U.S. industry to achieve traceability of their measurements to NIST's
fundamental standards and best-in the-world measurements, and to the International System of units.
This traceability enables industry to more easily address international comparability and compliance,
which is necessary for the US to export its products worldwide.

Examples of Accomplishments:

Accomplishments (and continuing activities) include research and measurement service delivery focus
on industry and government priorities, as described below:

» Advanced Materials: Provided the underpinning measurement science, standards and leading-
edge measurement tools needed to establish quantitative processing-structure-property
relationships of advanced materials, in ways that enable U.S. industry and other government
agencies to discover, develop and optimize advanced materials and to harness their properties for:
technology innovations. Advanced materials include ceramics, metals, polymers, semiconductors,
composites, fluids, and some biomaterials, in bulk, particulate, and multilayer forms, that have new
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or improved properties; MML provides the tools and standards for accurate measurements of
material composition, structure, and properties for sustainable and safe manufacture, use and
recycling of products that contain advanced materials.

Biomedical and Health: Increased the accuracy, comparability, and efficacy of measurements used
in medical diagnostics and advanced therapeutics in ways that enabled reduced U.S. healthcare
costs and improve quality of life through more informed medical decision-making. For more than
25 years NIST has maintained standards for electrolytes, organic biomarkers (such as cholesterol,
creatinine and glucose), drugs of abuse and toxic metals. NIST provides needed measurements
and standards to support: the measurement of health status markers in serum, urine, and tissue;
the development of innovative biologic medicines such as protein therapeutics, cell-based
regenerative products, and vaccines; the development of advanced dental materials, tissue
engineering scaffolds, nanoparticle-based therapies for cancer, and safe and reliable implanted
medical devices.

Electronics: Quantified the composition, structure, properties and dimensions of current and
emerging electronic materials and devices, and assessed electronics fabrication routes in
ways that enabled development and manufacture of advanced electronics by U.S.
industry. This work enables industrial development and commercialization of next-generation
semiconductor devices, magnetic materials for low-noise sensors and next generation
computer logic, and flexible organic electronic devices; as well as tests and standards to
ensure the safe and reliable long-term use of these products.

Energy: Supported the development, production and reliability of materials and devices
related to advanced energy sources, renewable energy, energy storage and energy-
harvesting, as well as the safe and effective use of petroleum, in ways that enabled the Nation
to adopt new energy technologies and to ensure energy security. MML measurement
methods, reference materials and data are essential for a cleaner fossil fuel economy, and
support the development, manufacture and quality control of biofuels, next generation
photovoltaics, advanced batteries and heat-harvesting thermoelectric devices.

Environment and Climate: Verified assessments of soil, air, and water, as well as
environmental threats, and supported environmental remediation strategies, in ways that
enabled our Nation to protect its environmental resources and develop science-based
environmental policy. MML measurement methods, certified reference materials, reference
data, and measurement quality assurance programs are central to environmental contaminant
measurement and monitoring programs, provide needed improvements to the reliability and
comparability of measurements and assessments of environmental quality and climate; In
addition, MML has developed an advanced specimen banking program that enables
retrospective analyses and determination of trends of contaminants in the environment and
animals.

Food Safety and Nutrition: Underpinned measurements of the composition of food and water
in ways that enabled the Nation to prevent contaminated food and water from entering supply
streams, ensured the reliability of nutrition information on product labels, and that enabled
consumers to make well-informed dietary choices. MML reference materials enable food
manufacturers and distributors to accurately assess the nutritional content of their products,
and MML expertise in chemical analysis supports new methods to detect contamination.
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¢ Manufacturing: Supported the industrial production of finished goods from raw chemicals, raw
materials and biological sources, and facilitated the design of materials for manufactured
products, in ways that promote innovation, U.S. industrial competitiveness, and job creation.
MML research and standards products provide essential support to a large number of U.S.
manufacturing-sectors, including automotive, electronics, materials and chemicals production,
and biopharmaceuticals.

e Physical Infrastructure: Provided measurement science and test methods, including non-
destructive evaluation techniques, needed to assess the health of aging physical infrastructure
components and materials, to predict their lifetime and failure, and to gauge their performance
under extreme environmental conditions, in ways that enabled the Nation to prioritize infrastructure
remediation, and to manufacture more resilient infrastructure components. These include reference
materials and standards for assessing material strength and hardness, standards for fuel pipeline
safety, methods to assess the performance of plastic pipes for water and gas, and methods to test
and predict the heath of critical connections and join-ends in bridges and buildings.

o Safety, Security, and Forensics: Advanced threat detection, improve the accuracy of forensics
measurements and helped ensure the reliability of protective technologies and materials, in ways
that foster homeland security, the safety of public servants, and effective law enforcement. These
include advanced instrumentation and reference materials that enable the accurate and reliable
detection of chemical, biological, radiological, nuclear and explosive threats; standards and
reference materials that support DNA-based human identity testing for forensics and biometrics;
and measurement methods that ensure the reliability of soft body armor.

Priority Objectives for FY 2014:

Advanced materials: To enable innovation, manufacture, use and recycling of high priority advanced
materials in a range of industry sectors, MML will develop and disseminate:

« instruments, measurement methods, and standards to determine the composition and structure of
advanced materials with the unprecedented resolution and accuracy needed by industry to
advance the development of products that contain such materials; for example, semiconductors,
engineered nanomaterials, and catalysts. These measurement tools include microscopy and
spectroscopic methods to image materials at the atomic and molecular scales, and a suite of NIST-
developed synchrotron spectroscopy instrumentation to be installed at the world’s premiere
synchrotron user facility, NSLS-II (Brookhaven National Laboratory)

e instruments, measurement methods, standards and validated data to determine the properties of
advanced materials for myriad industries. For example, reference materials to calibrate instruments
for nanoscale measurements, including reference flexural cantilever arrays for force measurements
in scanning probe microscopes, which are ubiquitous in industrial laboratories, and length-
dispersed carbon nanotube reference materials to assess potential environmental, health, and
safety (EHS) risks and to enable their use in nanomanufacturing of CNT-enabled products

o databases of critically evaluated crystal structure, diffusion rates, interatomic potentials, and phase
equilibrium diagrams needed by industry to design, develop, and process advanced materials

o transferable instruments, validated protocols and assays, standards, and validated data to

determine the physico-chemical and toxicological properties of engineered nanomaterials and
nanotechnology-enabled products, essential to assess and manage EHS risks, with a focus on
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industry-relevant advanced materials such as carbon-based nanomaterials and nanoparticles of
titanium dioxide, silver, and silicon dioxide. A specific thrust area is the detection, quantification, and
characterization of silver nanoparticles in textiles and CNTs in polymer-based composites

e a new industry consortium, nSoft, which will help a wide range of industry partners leverage
advanced neutron-based measurement methods needed to accelerate the development and
commercialization of new “soft materials”, including polymers, colioidal materials, complex fluid
formulations, petroleum based products, consumer products, and pharmaceuticals.

Biomedical and Health: MML will develop and disseminate reference methods, Standard Reference
Materials, and measurement quality assurance programs to increase the accuracy and comparability of
healthcare assessments and to advance biomedical technologies, including:

e protocols and reference materials for blood protein health status marker detection (such as those
used for detection of heart attack, kidney function, and prostate cancer)

« DNA and RNA measurement methods and standards that support whole genome sequencing,
early detection and diagnosis of disease such as cancer, and genetics-based diagnostics for
detection of chromosomal disorders such as Huntington's Disease and Fragile X Syndrome

e measurement protocols, reference data, and reference materials to support the development,
manufacturing and regulatory approval of innovative biopharmaceuticals such as protein
therapeutics

¢ novel measurement methods and protocols development for mapping cell response and
composition

e documentary standards and best-practice protocols for measuring key attributes of stem cells
linked to their safety and efficacy as requested by the cell therapy industry and the FDA

e measurements and data needed to ensure the reliability of implanted medical devices, including
means to predict runaway wear, a leading cause of failure in metal hip replacements, and non-
destructive in-line means to detect faulty capacitors and leads in active medical devices like
pacemakers

e measurement protocols and reference materials for improving the design and reliability of new
dental materials, such as mercury-free polymer composite filling materials.

Electronics: In support of the U.S. semi-conductor and electronics industry and the users of advanced
electronic materials in a number of industries, MML will develop and disseminate:

¢ measurement methods and instrumentation needed to accelerate the commercialization of devices
based on emerging electronic technologies, including organic flexible electronics and magnetic
based logic, by enabling industry to determine the source of materials performance variations that
hinder reliable manufacture of innovative products such as flexible displays and ultra-energy
efficient computer components

e« measurement methods, instruments and reference materials needed by the U.S. semiconductor

industry to produce the nanoscale structures, and to employ the novel materials, inherent to the
manufacture of next-generation microelectronic devices. These include dimensional metrologies to
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ensure the quality of manufactured structures and films, enable the use of self-assembly
approaches, and 3D chemical imaging and depth profiling techniques to gauge the reliability of
emerging materials deposition and doping routes for manufacturing multi-layered devices and
interconnects :

¢ measurements and models‘ to determine the mechanical integrity and predict the lifetime and
reliability of device components including those in implantable medical devices

¢ measurement science underpinning ultrasensitive magnetic sensor technologies for healthcare and
military applications, and measurement techniques that support the manufacture of reliable
microelectromechanical systems by mapping strain and stress in devices at the nanoscale.

Energy: To keep abreast of current measurement needs of U.S. industry as they design, manufacture,
and deploy renewable energy resources, MML will develop and disseminate:

¢ measurement methods, documentary standards, and reference materials to accelerate the
commercialization of solar devices made from thin-film semiconductors, nanostructured materials,
and organic photovoltaics. These include measurement tools requested by the budding U.S. solar
industry: to benchmark material performance, optimize processing and design, monitor
manufacturing processes, and determine failure mechanisms that shorten lifetime

¢ measurement methods, data, and reference materials that enable our Nation to develop and use
alternative and renewabile fuels. These include needed fundamental physical property data and the
production of data and reference materials needed for the reliable manufacturing and quality
control of biofuels such as ethanol and biodiesel, alternative aviation and motor fuels, and pinene
and terpene based fuels

¢ measurement methods and reference materials to accelerate the industrial development of energy
harvesting and energy storage devices. These include instrumentation and reference materials
needed by the U.S. automotive industry to test the performance of thermoelectric devices that
recover waste-heat, and measurements that will help industry to commercialize better batteries and
fuel cells

e measurement protocols and critical data for testing composite wind turbine blades under bending,
shear and tension, to ensure that new materials and integration methods are sufficiently robust to
avoid failure during operation.

Environment and Climate: MML will develop and disseminate:

¢ measurement methods, data, chemical informatics tools, and reference materials to allow precise
measurements of key greenhouse gases, including carbon dioxide, methane, and reactive species.
This will include two reference materials for calibrating atmospheric levels of CFCs as well as very
accurate measurements of optical properties of methane

o reference materials and data needed to support the Deep Water Horizon Oil spill damage
assessment and remediation efforts, including means to better monitor oil residues in marine
sediments and animal tissues

e - reference materials, data, and measurement methods to enable sound scientific assessment of the
state of aquatic and soil environments when impacted by contaminants attributed to chemical
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releases from industrial activities, including hydrocarbons in marine environments, and heavy
metals, such as hexavalent chromium, in soil

e measurement methods, data, and reference materials to allow precise measurements of the optical
properties of environmental aerosols, such as so-called black and brown carbon species, that will
enable substantially better models for predicting atmospheric warming phenomenon

o measurement methods for assessing the release of engineered nanoparticles from
nanotechnology enhanced products

¢ measurement methods and data necessary to design and evaluate candidate sorbent materials for
industrial scale carbon capture and sequestration systems

o reference data and thermophysical property values to evaluate the effectiveness and safety of
more environmentally benign refrigeration fluids.

Food Safety and Nutrition: In this area, reference measurement methods and reference materials or
data will be developed and disseminated for underpinning measurements made for determining:

o folate species, vitamin B12, vitamin B8, and vitamin D metabolites to support human nutrition
assessment studies being conducted by the CDC and NiH

e accurate levels of iodine and other key nutrients in baby foods, breakfast cereals and table salt, in
partnership with the NIH Office of Dietary Supplements

o identity and properties of bacterial foodborne pathogens by coupling emerging genomic methods
with mass spectrometry techniques.

Manufacturing: Enabled by new funding provided in FY 2012 appropriations and the reprioritizing of
current resources, MML will grow priority measurement science and standards programs that will
enhance the competitiveness of U.S. manufacturers. Priority program development will include:

¢ Biomanufacturing: The MML program in biomanufacturing will develop measurement methods,
protocols, and standards for improved measurement of biologic products. Biotechnology drugs,
currently dominated by protein therapeutics, are the fastest-growing class of pharmaceuticals and
one of the fastest growing categories of health care spending. One of the major factors for the high
price of these products is the inability of the current state-of-the-art in measurement technology to
define these complex protein products with sufficient precision and accuracy. MML will work closely
with industry, the FDA, and other standards organizations with the goal of developing a new
measurement science and tools for improved physical/chemical characterization of biologic
products. Improved measurement infrastructure will enable greater manufacturing flexibility, the
development of biosimilars and new innovative products, and ultimately, safer, more effective
biologic medicines.

e Materials Genome Initiative (MGI): MML expertise in materials measurements and modeling is an
essential component to this interagency effort aimed at accelerating industrial innovation by
significantly reducing the time from discovery to commercialization for new materials. The MGI will
integrate modeling and simulation tools with experimental tools and digital data/informatics in ways
that enable rapid prediction and optimization of materials properties. To support this revolutionary
approach, MML, in collaboration with NIST’s Information Technology Laboratory, will continue to
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develop the key infrastructure to enable data and models to be exchanged between researchers
and integrated in real time, and provide the critical quality metrics (validation, verification, sensitivity,
and uncertainty quantification) for these data and models to allow realization of advanced, new
materials. To achieve these ends, NIST will continue to assess and implement the best technical
modalities for materials data exchange, develop digital repositories of materials data and models,
and work with its stakeholders to establish additional repositories, using shared, consensus-based,
materials metadata standards.

¢ NanoEnvironmental Health & Safety for Nanomanufacturing: In partnership with industry and other
agencies, MML will develop measurement methods, standards, and validated data needed ‘to
support EHS assessments of nanomaterials in nanotechnology-enabled products and the release
of nanomaterials from such products during manufacturing. These measurement tools will enable
safe implementation of U.S. innovations in nanomanufacturing and provide the basis for science-
based regulation of nanomaterials and nanotechnology-enabled products.

e Indine Measurements for Manufacturing with Advanced Materials: In partnership with industry,
MML will develop measurement tools capable of monitoring advanced high-volume manufacturing
processes used to produce technologies such as flexible electronics and organic photovoltaics.
The work will focus on techniques for monitoring processes such as interface formation, film
formation, deposition distribution and structure formation at the speeds needed for high-volume
manufacturing, and often with hanometer-levei resolution.

¢ Advanced Materials for Sustainable Vehicles and Structures: In partnership with the Nation’s
leading vehicle manufacturers, The NIST Center for Automotive Light-Weighting will deploy data,
measurement protocols and models that enable the automotive industry to rapidly design and
produce vehicle components from advanced light-weight alloys, which promise to radically improve
fuel efficiency. In addition, MML will pioneer. 1) fundamental measurements to accelerate the
manufacture of high-power magnets and electronics, often used in hybrid cars, that reduce or
eliminate the use of critical rare earth metals, 2) development of measurement protocols and
standard reference materials that improve the quality and performance of renewable plastics and
composites fabricated from bio-based feedstocks to be used in vehicles and other structures.

Physical Infrastructure: MML will focus its measurement science base in areas critical to maintenance
and assessment of our Nation’s physical infrastructure. MML will develop, validate, and disseminate:

« measurement techniques that will establish the safety of gusset plate connections in fracture-critical
bridges, and that support the establishment of standards for non-destructive bridge condition
assessments, in collaboration with the FHWA Turner-Fairbank Research Center

¢ measurements and computational models of connections in bridges to predict their resilience to
extreme conditions like fire and impact, and detect hidden flaws due to corrosion

+ test methods and standards to qualify steels used in fuel pipelines, and measurements that foster
the repurposing of pipelines for alternative fuels like hydrogen, and needed by the DOT and DOE
to determine the safety rating of these materials for hydrogen distribution

o develop measurements to foster robust water infrastructure, including means to evaluate next

generation plastic water pipelines used in households and nuclear plant cooling and test the
mechanical integrity of water filtration membranes.
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Safety, Security, and Forensics: In this area, MML will develop and deploy:

¢ measurement methods, reference materials, and data to ensure that the Nation has reliable and
effective detection capabilities for Chemical, Biological, Explosive, and Nuclear threat materials,
including new test protocols for the efficient sampling of contraband residues requested by the
Transportation Security Administration, and control and calibration systems for assessing the
performance of biothreat assays

e reference materials and methods of DNA profiling for consistent genetic typing within the forensics
and biometrics communities, including new tests to evaluate prototype rapid DNA typing equipment

* a new laser based protocol for evaluating the performance of soft body armor materials at high
strain rates.

5. Engineering Laboratory (EL)

Program Description:

EL provides the measurement science and standards needed for the technology-intensive
manufacturing, construction, and cyber-physical infrastructure communities. EL carries out mission
functions in fire prevention and control; national earthquake hazards reduction; national windstorm
impact reduction; national construction safety teams; building materials and structures; engineering and
manufacturing materials, products, processes, equipment, technical data, and standards; green
manufacturing and construction; manufacturing enterprise integration; smart grid devices and systems;
collaborative manufacturing research pilot grants; and manufacturing fellowships. EL also carries out
other engineering research and services to support mission functions as may be necessary, including
systems integration and engineering; intelfigent systems and control; robotics and automation; cyber-
physical systems; sustainability and energy efficiency; economic analysis and life cycle assessment;
productivity measurement; and safety, resilience, and environmental performance.

EL's measurement science research and services include the development of performance metrics,
measurement and testing methods, predictive modeling and simulation tools, knowledge modeling,
protocols, technical data, and reference materials and artifacts; the conduct of inter-comparison studies
and calibrations; the evaluation of technologies, systems, and practices, including uncertainty analysis;
and the development of the technical basis for standards, codes, and practices—in many instances via
testbeds, consortia, standards and codes development organizations, and/or other partnerships with
industry and academia.

The impacts of EL's mission programs are focused on three strategic goals in areas of critical national
priority: Disaster-Resilient Buildings, Infrastructure, and Communities; Sustainable and Energy-Efficient
Manufacturing, Materials, and infrastructure; and Smart Manufacturing, Construction, and Cyber-
Physical Systems. EL achieves these end-use impacts by serving as an authoritative source of
(1) critical solution-enabling measurement science, and (2) critical technical contributions underpinning
emerging standards, codes, and regulations that are used by the U.S. manufacturing, construction, and
infrastructure industries to strengthen leadership in domestic and international markets. The programs
described below support EL's strategic goals; they all develop and deploy advances in measurement
science with the specific objectives listed.
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Smart Manufacturing, Construction, and Cyber-Physical Systems

o Smart Manufacturing Processes and Equipment: To enable rapid, agile and cost-effective
production of innovative, complex products through advanced manufacturing processes and
equipment.

o Next-Generation Robotics and Automation: To safely increase the versatility, autonomy, and
rapid re-tasking of intelligent robots and automation technologies for smart manufacturing,
construction, and cyber-physical systems applications.

o Smart Manufacturing and Construction Control Systems: To enable real-time monitoring,
control, and performance optimization of smart manufacturing and construction systems at the
factory or site.

o Systems Integration for Manufacturing and Construction Applications: To enable integration of
engineering information systems used in complex manufacturing and construction networks to
improve product and process performance.

o Smart Grid: To enable integration of interoperable and secure real-time sensing, control,
communications, information and power technologies to increase the efficiency, reliability and
sustainability of the Nation’s electric grid.

Sustainable and Energy-Efficient Manufacturing, Materials, and infrastructure

o Sustainable Manufacturing: To enable sustainable production of complex manufactured
products through efficient utilization of energy and materials resources.

o Sustainable, High-Performance Infrastructure Materials: To enable sustainable use of materials
in manufacturing and construction, including cementitious, polymeric, and composite materials.

o Net-Zero Energy, High-Performance Buildings: To move the Nation toward net-zero energy,
high-performance buildings while maintaining a healthy indoor environment.

o Embedded Intelligence in Buildings: To improve building operations to achieve energy
efficiency, occupant comfort, and safety through the use of intelligent building systems.

Disaster-Resilient Buildings, Infrastructure, and Communities

o Fire Risk Reduction in Communities: To improve the resilience of communities and
structures to unwanted fires through innovative fire protection and response technologies
and tactics.

o Fire Risk Reduction in Buildings: To increase the safety of building occupants and the
performance of structures and their contents by enabling innovative, cost-effective fire
protection technologies.

o Earthquake Risk Reduction in Buildings and Infrastructure: To resist earthquake effects,
improve safety, and enhance resilience of buildings, infrastructure, and communities.
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o Structural Performance Under Multi-hazards: To enhance the resilience of buildings and
infrastructure to natural and manmade hazards.

Examples of Accomplishments:
¢ Smart Manufacturing, Construction, and Cyber-Physical Systems

o Smart Manufacturing Processes and Equipment: NIST technical contributions and standards
leadership resulted in the first ever international standard specifying test procedures to
measure and evaluate the performance of contacting probe systems integrated with
numerically controlled machine tools (ISO 230-10:2011). This standard helps manufacturers
implement on-machine measurement of machined parts to improve quality monitoring and
control.

o Next Generation Robotics and Automation: A significant revision of the ANSI B56.5 safety
standard for automated guided industrial vehicles was released to update the safety
requirements for their design, operation, and maintenance based on critical NIST contributions.
The safety standard now incorporates the latest advances in the areas of non-contact sensing,
obstacle detection, and vehicle control which will be incorporated into new automated vehicles
and users will benefit from reduced accidents and injuries.

o Smart Manufacturing and Construction Control Systems: Developed a new standard for
security requirements for industrial control systems (ISA 99.03.03) that will promote integration
of security into the design process—rather than as an after-thought—for future industrial control
systems, thus resulting in greater security for manufacturing and critical infrastructure controls.

o Systems Integration for Manufacturing and Construction Applications: Developed three-
dimensional manufacturing information specifications that have been adopted by ISO, and
included in new international standards for manufacturing systems integration, and in
engineering data quality tests to reduce manufacturing errors. These new standards and tests
enable exchange of manufacturing information using lower cost engineering applications that
are more affordable for small and medium sized U.S. manufacturers.

o Smart Grid: Published NIST Framework and Roadmap for Smart Grid Interoperability (Release
2.0), a revised version of the NIST Framework and Roadmap for Smart Grid interoperability.
This document includes updates on the Smart Grid architectural framework, priorities for
standardization, standards -identified for implementation, the Smart Grid Interoperability Panel
(SGIP), Priority Action Plans (PAPs), cybersecurity, testing and certification, and international
Smart Grid standards.

» Sustainable and Energy-Efficient Manufacturing, Materials, and Infrastructure

o Sustainable’ Manufacturing: Launched a new sub-committee E60.13 on Sustainable
Manufacturing under American Society of Testing and Materials (ASTM) Committee E60 on
Sustainability. Introduced into the consensus standardization process the following draft ASTM
standards 1) New Guide for The Evaluation of Manufacturing Processes for Sustainable
Improvement and 2) New Guide for Sustainability Improvement of Manufacturing Processes.
Developed a research tool for harmonizing and visualizing the terms and concepts. This was
demonstrated to the industry partners and ASTM will evaluate this tool for use across various
technical committees.
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"o Sustainable, High-performance Infrastructural Materials: Introduced into the standardization
process, a draft standard on concrete rheometer calibration protocol, which makes use of
a combination of new NIST standard reference materials and computational models. This
standard will give the concrete industry the measurement science-based tools needed to
optimize concrete mix design for ease of placement and to make more wide-spread and
effective use of new materials like self-consolidating concrete.

o Net-Zero Energy, High-Performance Buildings: Completed the design, construction, and
instrumentation of the Net-Zero Energy Residential Test Facility. This facility will initially be used
to demonstrate a home similar in size, aesthetics, and features to those in the surrounding
community can generate as much energy as it consumes on an annual basis. The facility will
subsequently be used to as a test bed to improve methods of test and performance metrics for
residential energy efficient technologies. Developed a commissioning tool for residential and
light commercial air-conditioning and heat pump systems to guide the installer in setting
proper refrigerant charge both in the cooling and heating modes as well as verify the
overall health of the system. Verifying proper installation will significantly reduce the
estimated 95 percent of systems that fail a health check and operate at iess than 80
percent of their as-designed efficiency.

+ Disaster-Resilient Buildings, Infrastructure, and Communities

o Fire Risk Reduction in Communities: Compieted characterization of how ventilation tactics
can affect the growth and spread of fire within structures. Guidelines on the effects of fire
ventilation will enable the development of science-based guidelines and standards to
improve the safety and effectiveness of fire ground operations.

o Fire Risk Reduction in Buildings: Completed development of, and introduced into the
consensus standardization process, a test method for estimating the toxic potency of smoke
from burning building and furnishing products (chairs, electrical cables, etc.). Smoke inhalation
kills more people than burn injuries, and knowing how long it takes for a fire to ' become life-
threatening enables cost-effective design of fire control systems and evacuation systems for
buildings. '

o Structural Performance Under Multi-hazards: Published guidelines, developed in
collaboration with industry, for vulnerability assessment of new and existing buildings for
disproportionate coliapse potential. The vulnerability assessment will identify building
weaknesses and recommend mitigation strategies to reduce such weaknesses,
incorporating both rapid and comprehensive evaluation procedures.

Priority Objectives for FY 2014:

o Smart Manufacturing Processes and Equipment: Develop measurement and test methods to
characterize the properties of additive manufacturing metal powders, and fabricated part materials
to enable product quality assurance. The new methods will be proposed to ASTM F42 committee,
and will create a path for wider acceptance of additive manufacturing technology for critical
aerospace and defense applications.

 Next-Generation Robotics and Automation: Develop a knowledge representation to support robotic
kitting and packaging operations in manufacturing. The knowledge representation will provide the
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technical basis for standards that enable more rapid deployment and re-tasking of robotic systems
in these applications, resulting in more agile and productive assembly and packaging processes.

Smart Manufacturing and Construction Control Systems: Develop a virtual manufacturing testbed
and use it to conduct tests for assembly line optimization. This testing will validate standards for
real-time production data collection used to measure quality and optimize timing and resource
allocation for assembly processes, leading to increased quality, throughput and productivity.

Smart Grid: Complete a report on the NIST smart grid interoperability framework, covering
accomplishments in development of standards for the smart grid, progress in deployment, and
remaining challenges in measurement science supporting smart grid interoperability and cyber-
security. The work covered in the report will provide the standards framework necessary to
modernize the U.S. electric power delivery system which will increase the reliability, efficiency and
security of the electric delivery system and also to help build the infrastructure that will facilitate
clean energy sources to American homes and businesses.

Sustainable Manufacturing: Develop methodologies for determining energy and material
information models for critical manufacturing processes (e.g., casting, injection molding) to compute
their sustainability metrics (e.g., embedded energy, material efficiency). These models, and the
associated computational tools, will enable manufacturers to optimize their production processes
with respect to energy consumption and material usage.

Sustainable, High-Performance Infrastructure Materials: Deliver a validated solution for accurately
predicting the service life of an industrially important engineered polymer, composed of three
components: a validated computer program, a set of integrated consensus industry standards, and
commercially viable instrumentation. This will provide manufacturers and end-users with the critical
capability to design materials for a given application and desired service life.

Systems _Integration for Manufacturing and Construction Applications: Develop systems
engineering standards to enable interoperability of modeling and simulation data for manufacturing
systems. Deployment of new interoperability standards by industry will make manufacturers more
competitive by enabling them to model and predict the performance of increasingly complex
products and processes with greater efficiency and lower uncertainty.

Net-Zero Energy, High-Performance Buildings: Provide the ability to perform coupled energy,
airflow and contaminant transport analyses via an integration of the NIST airflow and indoor air
quality software CONTAM and the energy analysis software EnergyPlus. This new tool will enable
building designers to improve building energy efficiency and concurrently maintain or improve
indoor environmental conditions vital to the health, comfort, and productivity of building occupants.

Embedded Intelligence in Buildings: Complete a laboratory capability for investigating and testing
the performance of distributed intelligent agents that optimize the operation of commercial building
heating, ventilating, and air-conditioning systems.

Fire Risk Reduction in Buildings: Establish a technical basis for efficient stairwell design based on
observational data. Efficient stairwell design will ensure adequate capacity to enable safe
evacuation during building emergencies.

Fire Risk Reduction in Communities: Develop standard test methods for evaluating the thermal
performance of radios used by fire fighters. Performance-based testing of critical personal
protective equipment such as radios will ensure that fire fighters can depend on critical equipment
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to work under actual firefighting conditions, leading to improved safety for fire fighters and building
occupants.

e Earthquake Risk Reduction in Buildings and Infrastructure: Develop new building code provisions
and analytical modeling tools that provide refined performance-based reinforced concrete shear
wall design procedures, based on analysis and research associated with observed building
responses in 2010 Maule, Chile, earthquake.

6. Information Technology Laboratory (ITL)

Program Description:

ITL enables the future of the Nation’s measurement and standards infrastructure for information
technology by accelerating the development and deployment of information and communication
systems that are interoperable, secure, reliable, and usable; advancing measurement science through
innovations in mathematics, statistics, and computer science; and conducting research to develop the
measurements and standards infrastructure for emerging information technologies and applications.
We accomplish these goals through collaborative partnerships with our customers and stakeholders in
industry, government, academia, and consortia. Based on input from these customers and
stakeholders, we have focused our research and development agenda on these broad program areas.

e Cloud Computing: Cloud computing is a model for enabling convenient, on-demand network
access to a shared pool of configurable computing resources (e.g., networks, servers, storage,
applications, and services) that can be rapidly provisioned and released with minimal management
effort or service provider interaction. NIST's role in cloud computing is to promote the effective and
secure use of the technology by providing technical guidance and promoting standards that enable
cloud users to benefit from increased efficiency for cost savings and enhanced capabilities for
applications such as Big Data and mobile computing.

¢ Measurement Science for Complex Information Systems: Complex Systems are composed of
large interrelated, interacting entities which taken together, exhibit a macroscopic behavior which is
not predictable by examination of the individual entities. The Complex Systems Program seeks to
understand the fundamental science of these systems and develop rigorous descriptions (analytic,
statistical, or semantic) that could enable prediction and control of their behavior. Initially focused on
the Internet, Grid Computing, and Cloud Computing, this Program facilitates predictability and
reliability in these areas and other complex systems such as biotechnology, nanotechnology,
semiconductors, and complex engineering. ‘

e Cybersecurity Automation: NIST develops the underlying essential standards to enable automating
cybersecurity vulnerability discovery, configuration management, and security metrics. These
standards allow for the design of machine readable cybersecurity policies that can be automatically
disseminated, enforced, audited and remediated by commercial tools in near real time as well as
tool based, standardized cybersecurity vuinerability management at enterprise scale. The program
is focused on extending the standards to areas of cybersecurity where automation is needed to
identify threats and accelerate vulnerability remediation. The program provides a standardized
base for commercial tools and organizations to fully implement a threat-vuinerability-asset based
cybersecurity continuous monitoring program.

e Health Information Technology: NIST's laboratories are contributing to the healthcare industry by
providing its standards, measurement science and testing expertise. NIST collaborates with The
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HHS Office of the National Coordinator, major standards development organizations, professional
societies and the public sector in fostering interoperable, secure, reliable, and usable standards-
based solutions for the exchange of health information. ITL focuses on ensuring key health
information standards are complete and testable and, providing the necessary conformance tests,
interoperability tools and techniques where appropriate. These activities, when integrated into
standards, software and certification processes, will raise the quality of the clinical outcomes lower
cost of Health {T implementation, and foster adoption of Health IT.

Identity Management Systems: Identity management systems are responsible for the creation, use,
and termination of electronic identities that are routinely used to access logical and physical
resources, and have become a ubiquitous part of our national infrastructure. In this area, NIST is
pursuing the development of common models and metrics for identity management, critical
standards, and interoperability of electronic identities. These efforts will improve the quality,
usability, and consistency of identity management systems while protecting privacy.

National Cybersecurity Center of Excellence: The U.S. Department of Commerce, through NIST,
has established a public-private partnership to operate the National Cybersecurity Center of
Excellence (NCCOE) in cooperation with the State of Maryland. By working collaboratively with the
information Technology industry and business sectors, the NCCoE fosters development and rapid
adoption of comprehensive cybersecurity platforms that support automated and trustworthy
government and industry business operations and e-commerce.

National Initiative for Cybersecurity Education: The goal of the National Initiative for Cybersecurity
Education (NICE) is to establish an operational, sustainable and continually improving
cybersecurity education program for the Nation to use sound cybersecurity practices that wil
enhance the Nation’s security. NICE is a national campaign designed to improve the cybersecurity
behavior, skills, and knowledge of every segment of the population, enabling a safer cyberspace.
NIST is the interagency lead for coordination of the NICE initiative. The NICE initiative, involving
more than 20 Federal deparfments and agencies, ensures coordination, cooperation, focus, public
engagement, technology transfer and sustainability for cybersecurity education and training. NICE
is comprised of four Components: National Cybersecurity Awareness, led by the Department of
Homeland Security; Formal Cybersecurity Education, led by the Department of Education and the
National Science Foundation (NSF); Cybersecurity Workforce Structure led by the Department of
Homeland Security (DHS) and supported by the Office of Personnel Management (OPM); and
Cybersecurity Workforce Training and Professional Development, led by the Department of
Defense (DaD), the Office of the Director of National Intelligence (ODNI), and DHS.

National Strategy for Trusted Identities in Cyberspace: The National Strategy for Trusted identities
in Cyberspace (NSTIC) is an initiative established in direct response to the recommendations of the
White House Cyberspace Policy Review that will raise the level of trust associated with the
identities of individuals, organizations, services, and devices involved in online transactions. The
National Program Office (NPO) for the National Strategy for Trusted Identities in Cyberspace has
established a privately led Identity Ecosystem Steering Group (IDESG) to develop standards,
policies and accreditation processes necessary to implement NSTIC and develop, in collaboration
with stakeholders, a standards roadmap for credential issuers, relying parties and service
providers. The NPO has also awarded pilots through the NSTIC Grant Program to advance the
NSTIC vision, objectives and guiding principles, demonstrate innovative frameworks that can
provide a foundation for the Identity Ecosystem, and tackle barriers that have to date, impeded the
l[dentity Ecosystem from being fully realized. The NPO will continue to work within the Identity
Ecosystem Steering Group on development of a framework for the identity Ecosystem called for in
the NSTIC, as well as award additional pilots to advance implementation of the NSTIC. The NPO
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works closely with the Executive Office of the President (EOP), the Federal CIO Council, the
Cybersecurity Interagency Policy Committee (IPC), and other identified govermning bodies to obtain
appropriate guidance, expertise, and issue resolution. NIST has a leading role in the Department of
Commerce’s cybersecurity and privacy initiatives, which contribute to the potential for ecommerce
to foster.innovation, bolster U.S. industrial competitiveness, and enhance our economic prosperity
and security.

Next Generation Internet Technologies: Today’s Intemet architecture was designed in 40 years ago
when no one could envision the network growing beyond 255 networks. Today, the Internet
interconnects 2 billion people, 500,000 independent networks and is responsible for $8 trillion of
electronic commerce per year. While it is impressive that the original architecture has been
stretched to support today’s demands, there is serious doubt that it can be made to scale to the
demands of the next decade, in which we expect orders of magnitude increases in the number of
attached devices and resulting traffic. The academic community has begun to investigate various
“clean slate” designs for fundamentally new architectures and protocols for core Intermet services,
including: Internet routing and addressing, software defined networks, scalable traffic management,
information-centric networking and scalable distributed trust infrastructures. Given the
business/mission critical stature of the Internet today, there is a vast chasm between academic
designs and commercially viable [nternet-scale technologies. Through this effort NIST helps bridge
this gap by developing and employing advanced test and measurement techniques to characterize
critical design requirements for next generation Internet architectures and to work with industry to
evaluate and improve their emerging protocols designs.

Quantum Information: Quantum science and engineering has the potential to revolutionize 21st
century technology in much the same way that lasers, electronics, and computing did in the 20th
century. As part of the larger NIST Quantum Information Program, ITL aims to understand the
potential for quantum-based technology to transform computing and communications, and to
develop the measurement and standards infrastructure necessary to exploit this potential. The
principal goals are:

o to understand the potential (both opportunities and risks) for quantum information to
revolutionize information science

o to develop theory, methods, architectures and algorithms to enable engineering and testing of
quantum computing components and systems

o to demonstrate and test communication components, systems and protocols for the quantum
era.

Smart Grid: By linking information technologies with the electric power grid, the Smart Grid
promises many benefits, including increased energy efficiency, reduced carbon emissions, and
improved power reliability. As outlined in the Energy Independence and Security Act of 2007
(Public Law 110-140, often referred to as EISA), NIST has been given “primary responsibility to
coordinate development of a framework that includes protocols and model standards for
information management to achieve interoperability of Smart Grid devices and systems.” NIST
works nationally and internationally with industry, other government agencies, academia, and other
stakeholders on cybersecurity, and communication requirements, performance metrics,
measurement methods, and standards. ITL leads NIST Smart Grid activity in cybersecurity and the
use of wireless and power line communication infrastructures. ITL provides smart grid users and
stakeholders with guidance and tools to help them make informed decisions about smart grid
information infrastructures.

NIST - 75



e Virtual Measurement Systems: The Virtual Measurement Systems Program focuses on a
metrology infrastructure for scientific computation. Scientific computing is used throughout NiST to
assist in the achievement of the institutional mission to provide world class measurement
capabilities to U. S. industry. in addition, scientific computing is increasingly used to inform policy
and decision-making at all levels of industry and government. A metrology infrastructure is essential
to stabilize the use of scientific computing in both capacities. Elements of this infrastructure being
developed under the VMS Program include: analysis and dissemination of numerical benchmark
problems, uncertainty characterization and propagation, and traceability for computational models.
Success in these program goals will result in predictive computing with quantified reliability. In turn,
this will provide a solid foundation for the use of scientific computing as a measurement and
decision-making tool.

e Voting Systems Standards and Research: The 2002 Help America Vote Act gave NIST a key role
in helping to realize nationwide improvements in voting systems for domestic and overseas voters.
To assist the Election Assistance Commission with the- development of voluntary voting system
guidelines, HAVA established the Technical Guidelines Development Committee (TGDC) and
directed NIST to chair the TGDC and provide necessary technical support and research to support
the development of voting system standards. NIST activities include research into:

security of computers, computer networks, and computer data storage used in voting systems;
methods to detect and prevent fraud

protection of voter privacy

assessment of the role of human factors in the design and application of voting systems,
including assistive technologies for individuals with disabilities (including blindness) and varying
levels of literacy.

0 00O

o Wireless Interoperability: The Wireless Interoperability program focuses on measurement science -
in the form of methods, metrics and models ~— for wireless interoperability and innovation. Today, a
growing range of wireless technologies serve to connect billions of people and devices around the
world. These devices and technologies are being used in ever more complex settings at higher
demand levels and for innovative applications that stretch their original design. innovation in
usability, interoperability, scalability and the efficient use of finite temporal, spectral, and spatial
resources is heeded to meet the challenges posed by this rapid growth. This program provides the
effective metrics and measurement tools required to enable innovation in a muiti-vendor, muiti-
technology environment and ensure reliability and resilience in mission-critical applications such as
public safety and smart grid communications. The assessment capabilities developed by this
program will be used to identify performance gaps and foster the development of new protocols
and technologies that improve the scalability, reliability and interoperability of next generation
wireless systems.

Examples of Accomplishments:

o Cloud Computing: NIST successfully adjudicated the 200 public comments it received in response
to the draft Special Publication 500-293 “USG Cloud Computing Technology Roadmap,” which was
released in November 2011, and published the updated Roadmap in November 2012, NIST
continues to make progress in addressing the high priority interoperability, security, and portability
requirements defined in the roadmap. The roadmap priorities are those which must be met for USG
agencies to accelerate deployment of Cloud Computing. Key accomplishments include: work with
the private sector to leverage the NIST Cloud Computing Reference Architecture to develop
international standards and categorize commercial cloud services to make it easier for cloud
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consumers to compare product offerings; development and implementation of a third party private
sector conformity assessment system approach to make it easier for USG agencies to procure
secure cloud services; and completion of the draft special publication 500-296 “Challenging
Security Requirements for US Government Cloud Computing Adoption.” This work was completed
through the NIST hosted public working groups and collaboration web site, in partnership with
academia, industry, standards organizations, govermment, and the international community. NIST
brought the Cloud Computing and Big Data communities together at a forum with over 600
participants from academia, industry, and government to set out first steps in realizing the potential
for progress at the intersection of these exciting technologies.

Measurement Science for Complex Information Systems: Networked computer systems often
exhibit degraded performance caused by erroneous programming or malicious attacks which result
in computing resources becoming unavailable for future service (“resource leakage”). In extreme
cases this can lead to complete system failure. The advent of cloud computing provides additional
opportunities to amplify such vulnerabilities, potentially affecting a significant number of computer
users. Using simulation, we have demonstrated that cloud computing systems based on open-
source code could be subjected to a simple malicious attack capable of degrading the availability of
its virtual machines. We also identified and studied a strategy to detect and mitigate this
vulnerability.

Cybersecurity Automation: The Cybersecurity Automation Program standardized metadata and
provided metrics more than 1,500 new Cybersecurity Vulnerabilities. It provided all cybersecurity
vulnerability reference data in standardized format which are used by U.S. Government, industry,
academia and multiple foreign governments in the NIST National Vulnerability Database (NVD).
We have completed SCAP v1.2 that includes significant enhancements to the SCAP Validation
Testing, ensuring that products seeking validation meet a wide range of robust requirements. NIST
published an extensive body of publications and reference materials which altow for automated,
metrics-based, near real time and continuous monitoring and management of cybersecurity risk
and began working with formal standards bodies to ensure worldwide acceptance of the SCAP
protocols and metadata. .

Health Information Technology: Enabled integration of clinical environments and semantic
interoperability of medical devices through research and development of complete and
unambiguous standards, test tools, and information models; provided leadership to this effort
through enhanced collaborations with public and private stakeholders, such as: FDA; TATRC;
IEEE; IHE; HL7, Continua; Kaiser Permanente; Carnegie Mellon; Mass General Hospital.

Identity Management Systems: NIST completed its technical review of Federal Information
Processing Standard (FIPS) 201 update that includes support for derived credentials and clarified
issues related to registration and credential issuing processes.

National Cybersecurity Center of Excellence: NIST executed a Joint Project Agreement with the
State of Maryland and Montgomery County, Maryland to establish the National Cybersecurity
Center of Excellence, based at a facility shared by NIST and the State of Maryland, to engage the
commercial, academic, and Federal, state, and local government sectors to: foster transfer and
broad adoption of cybersecurity capabilities and practices from the laboratory to practical,
affordable, and useful business use cases and applications across the fuil range of commercial and
government sectors; research and develop new principles and mechanisms underlying security
standards, metrics, and technologies; promote the emergence of a private sector-led ecosystem for
trusted identities in cyberspace; establish a comprehensive library of practical and effective
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standards, guidelines, metrics, and best practices for secure and privacy preserving information
technologies; develop and test methods for composing, discovering, monitoring, and measuring the
mechanisms, configurations, and practices that affect the security posture of systems and
enterprises; and communicate cybersecurity principles and technologies to cyber systems
developers, providers, and user. NIST established long term partnership agreements with industry
and established two use cases in security: health information technology and protection of
intellectual property in manufacturing environment. NIST examined options for cybersecurity
research and engineering development processes in support of the NCCoE.

National Initiative for Cybersecurity Education: In FY 2013, the National Initiative for Cybersecurity
Education (NICE) Strategic Plan, “Building a Digital Nation” was finalized. Additionally, NIST issued
draft NICE component-specific implementation plans. NIST organized and hosted the third annual
NICE Workshop, “Shaping the Future of Cybersecurity Education - Connecting the Dots on
Cyberspace,” early in FY 2013. This workshop served as a forum for the community to reflect on
current collaborations in cybersecurity education projects, trends and initiatives that will provide
pathways to future solutions. As part of its outreach role, members of the NIST NICE Leadership
Team (NNLT) attended events, symposia, forums, competitions, educational outreach meetings,
and workshops across the country.

National Strategy for Trusted Identities in Cyberspace: Fulfiling its role as the lead agency to
implement the National Strategy for Trusted Identities in Cyberspace (NSTIC), NIST established
the NSTIC National Program Office (NPO) in FY 2012 and established the privately-led Identity
Ecosystem Steering Group to foster private sector leadership in the development and use of strong
electronic identity management for the Nation. In FY 2013, the NPO worked in close partnership
with the Steering Group to develop Version 1 of the Identity Ecosystem Framework — a key set of
technical standards, policies, operating rules and accreditation processes to govern the Ecosystem
and stimulate the marketplace of identity solutions. NIST also continued the NSTIC Pilots Grant
Program, which in FY 2012 and 2013 awarded more than $18 million across industry, academia,
state and local governments and non-governmental organizations to advance the NSTIC vision of
an ldentity Ecosystem that is secure and resilient; privacy-enhancing and voluntary; interoperable;
and cost effective and easy to use.

Next Generation Internet Architectures: NIST staff, working in collaboration with the Internet
Research Task Force (IRTF), contributed modeling and analysis results and design guidance to
the research and development of new routing and addressing architectures for the Internet. This
effort resulted in the selection, by the IRTF Routing Research Group, of a single recommended
architecture for future research and development.

Quantum Information: If built, quantum computers will be able to efficiently solve certain classes of
problems that are too difficult to solve on classical computers. Among those problems is factoring,
whose difficulty provides the security behind the public key crypto-systems which enable electronic
commerce. Thus, understanding the full range of problems amenable to efficient solution by
quantum computers is of considerable importance. One important question is whether there is a
realizable computational model even more powerful than gquantum computers. One class of
systems on which to base such speculation are quantum fields, which form the basis for the
standard model of particle physics. This year ITL scientists, in collaboration with researchers at the
University of Pittsburgh and Caltech, have shown that a certain class of quantum field theories can
be efficiently simulated on quantum computers. Besides shedding light on the questions of the true
computational power of the universe itself, such a fast quantum algorithm will be useful in gaining
new fundamental scientific knowledge by simulating processes from nuclear, particle, astronomical,
and condensed-matter physics.
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e Smart Grid: NIST has co-led the Smart Grid Interoperability Panel (SGIP) Priority Action Plan 18
group and the development and publication of a best practices document describing the migration
path between the Zigbee Smart Energy Profile 1.X and 2.0. NIST led the development of a revision
of the “Guidelines for assessing wireless standards for Smart Grid Applications, V1.07
NISTIR7761, and released metrics and tools for quantitatively assessing the performance of
wireless communications in context of select smart grid usage scenarios. The SGIP's
Cybersecurity Working Group (CSWG) and NIST partnered with DOE and NERC on the recently
published Electricity Sector Cybersecurity Risk Management Process document, which utilizes the
risk management approach defined in NIST SP 800-39. During this reporting period, the CSWG
Standards sub-group completed a cybersecurity review of 39 identified standards against the
NISTIR 7628 high-level security requirements. In addition, the CSWG Privacy sub-group recently
developed recommended privacy protection practices for non-utility third parties.

o Virtual Measurement Systems: NIST created software to automatically identify tumor location in
lung CT scans. This work was based on the Cancer Imaging Archive (TCIA), a publically available
FDA database consisting of over a thousand CT scans intended for facilitating the assessment of
lung nodule size estimation methodologies, the development of image analysis software, and other
applications. The use of these scans by the medical and research communities would be greatly
facilitated by the availability of reference nodule (phantom) location data that could be input into
methods that require them. Preliminary results with an initial software version and thin-slice
datasets indicate that the NIST algorithm accurately locates over 93% of the nodules as identified
by subject matter experts, with a low false positive rate (3.5%).

o Voting Systems Standards and Research: NIST continued to develop key research findings related
to both HAVA and the Uniformed and Overseas Citizens Absentee Voting Act (UOCAVA). This
research includes: Information systems security for UOCAVA-supporting systems; assessment of
risk of current UOCAVA (mail) voting systems, and accessibility and usability for voting systems.
NIST created an initial risk assessment methodology for current absentee remote voting systems.
NIST also led the development of the first of a planned suite of standards for common data format
for electronic exchange of voting system data: IEEE P1622 Standard for Electronic Distribution of
Blank Bailots for Voting Systems.

o Wireless Interoperability: ITL developed an effective approach to modeling the public safety
broadband network at multiple scales and obtained initial results on the network coverage and
capacity of a nationwide public safety network spanning the entire United States. The performance
trends and trade-offs highlighted by this work provided the technical underpinnings for the signed
legislation (HR 3630, the “Middile Class Tax Relief and Job Creation Act of 2012”) that allocates 20
MHz of spectrum in the D-Block (700 MHz) to public safety communications.

Priority Objectives for FY 2014:

Cloud Computing: NIST will continue work on the high priority interoperability, security and portability
requirements identified in the USG Cloud Computing Technology Roadmap to accelerate USG
adoption of cloud computing. This includes developing metrics that facilitate performance assessment
and enable adopters to develop effective service level agreements, maturation of the draft security
reference architecture for cloud computing through community input, and provide input to international
standards efforts to promote interoperability and ensure US providers can be competitive in a global a
cloud services marketplace. NIST will promote community-based efforts to explore the synergy that lies
at the intersection of cloud computing and applications including Big Data and mobile computing. Big
Data refers to vast, complex, and high-speed digital data generated by industry, government, academia
and others around the world. Big data has tremendous potential to open doors to discovery, innovation,
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and entrepreneurship that are inaccessible at conventional data scales. However, there are significant
challenges that prevent information and knowledge from being extracted from this data deluge. NIST's
role is help address these challenges by collaborating with industry, other agencies, and academia to
accelerate development of the infrastructure (standards, measurements, methodologies, and best
practices) necessary so that information and knowledge can be extracted from Big Data and thereby
facilitate-innovation and competitiveness.

o Measurement Science for Complex Information Systems: NIST will continue to develop metrics
that enable the characterization of key structural and dynamical properties of abstract networks and
their relation to the reliability and security of information systems. Computational modeling,
simulation, and validation strategies for efficient estimation will also be developed and applied to
the assessment of critical infrastructure such as the Internet, cloud computing, and the power grid.

* Cybersecurity Automation: NIST will apply cryptographic techniques to ensure the authenticity and
integrity of the security automation reference data provided to government, industry and academia.

+ Health Information Technology: To promote interoperability and adoption of Health {T by applying
NIST expertise in standards development, harmonization, and testing; security; usability; and,
certification processes. In particular, to enable broader applications of electronic health records and
health IT: through telehealth and mobile devices; in other venues including the home and
alternative places of care (e.g., nursing homes); and, by incorporating emerging technologies such
as clinical decision support and wireless medical wearable sensors.

o [dentity Management Systems: NIST will continue the development of common models and
metrics for identity management, critical standards, and interoperability of electronic identities to
improve the quality, usability, and consistency of identity management systems while protecting
privacy. The focus of the effort will increasingly shift to remote authentication services provided by
cloud-based services and to embedded user credential of new computing platforms such as mobile
devices.

o Nationa! Cybersecurity Center of Excellence: NIST will expand its development of multi-institutional,
collaborative research facilities and programs that member institutions cannot develop or conduct
alone; continue installation of a modern research facility that promotes frequent and direct
interaction among scientists, students, fellows, and practitioners including sharing of material
resources and work-in-progress; and further develop and implement comprehensive cybersecurity
principles and platforms that support automated and fully trusted government and industry
business operations and e-commerce.

o National Initiative for Cybersecurity Education: NIST will continue to provide collaboration and
coordination for the NICE component areas. The NNLT will facilitate bi-weekly coordination
meetings for component leads, host an annual public/private sector NICE workshop, and maintain
the NICE website to disseminate cybersecurity education/workforce information. The NNLT will
also continue to participate in public-private partnership events, symposia, forums, competitions,
educational outreach meetings, and workshops to promote cybersecurity education, and support
initiatives promoting greater national awareness and a stronger cybersecurity workforce.

e National Strategy for Trusted Identities in Cyberspace: NIST will continue to facilitate
implementation of the NSTIC. NIST’s primary focus will be supporting the work of the privately-led
Identity Ecosystem Steering Group, which is charged with crafting policies and standards for the
Identity Ecosystem. In FY 2014, NIST will work with Steering Group to transition it from a NIST-
funded organization to one that is independent and self-sustaining. In addition, NIST will be funding
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additional NSTIC pilot projects. These activities will accelerate the development and adoption (by
individuals and industry) of secure, efficient, easy-to-use, and interoperable identity solutions to
access online services in a manner that promotes confidence, privacy, choice, and innovation.
Finally, NIST will work with agencies to accelerate Federal adoption of accredited commercial
identity solutions, enabling individuals and organizations to complete online transactions with
confidence, trusting the identities of each other and the identities within the infrastructure.

Next Generation Internet Technologies: NIST will develop advanced test and measurement
techniques to characterize and improve promising “clean slate” designs for fundamentally new
architectures and protocols for core Internet services, including: new routing and addressing
paradigms, information centric networking architectures and software defined networks.

Quantum Information: NIST will develop the theoretical basis for measurement technology to
assess the improvements in processing power obtainable through the use of quantum resources.
We will apply these techniques to the (a) evaluation of candidate physical realizations of quantum
computers, and (b) the assessment of algorithms that may provide the basis for future quantum-
resistant public key cryptography.

Smart Grid: NIST will continue to develop and disseminate methods and guidelines for assessing
the suitability of network communication technologies and architectures and their use for Smart
Grid applications. This will be accomplished by developing and using system-level performance
metrics and simulation models to accurately characterize the interactions between the power
systems and the underlying communications infrastructures, identifying gaps in the communication
systems and facilitating the development of standard technologies for filling them. NIST will perform
research to identify the most common platforms used in the Smart Grid and in cyber-physical
systems (CPS) in order to extend the security content automation protocol (SCAP). Additionally,
NIST will ‘explore the application of lightweight, low-power cryptography for processing platforms
that are applicable for the Smart Grid and perform research on identity vetting and authentication
for CPS and the Smart Grid.

Virtual Measurement. Systems: NIST will research and develop metrology constructs — standard
reference computations, uncertainty quantification, and traceability — for scientific computation and
computer-assisted measurement technologies. Applications will include quantitative simulation and
validation of medical imaging technologies such as magnetic resonance imaging (MRI} and
computational simulation of materials processes. A new application area is image manipulation and
enhancement in forensic analysis of latent fingerprint images. Results in this application area will
contribute to a systematic and scientific basis for fingerprint image enhancement, as well as serve
as a test case for the development of comparable analyses for other image-based methods in
forensic sciences. Overall, the results from this program wili contribute to the goal of predictive
computing with quantified reliability.

Voting Systems Standards and Research: NIST will continue to accelerate the development and
adoption of advanced voting technologies through research and development of standards and test
methods in security, reliability, usability, accessibility, and privacy of voting systems. We wilt
develop a risk management framework and approaches for common data format in support of
voting standards for remote overseas and military voting. We will continue to work with IEEE on a
suite of standards for common data format for exchange of voting system data for voter registration
databases, election night results, and auditing. We will conduct research on methods for achieving
auditability of voting systems, without the use of paper, which can support both security and
accessibility requirements so that high-level, technology-independent requirements can be
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developed. This will result in more trustworthy voting systems for Federal, state, and local elections
in the U.S. We will continue research on software assurance and testing to support the voting
standards guidelines, as well as research on usability and accessibility of different types of voting
systems and their security. Finally, we will begin an evaluation of the potential for the use of
emerging technologies such as smart phones and pads as elements of a secure, accessible voting
system.

- o  Wireless Interoperability: NIST will develop measurement science tools to expedite the
development and deployment of new communication protocols in support of scalable, reliable,
secure, interoperable wireless communications. In addition, NIST will develop a modeling
framework consisting of performance metrics and measurement methods necessary to enable the
development and evaluation of efficient and dynamic spectrum management techniques and the
use of frequency bands that are not used today.

7. Strategic and Emerging Research Initiative (SERI)

Program Description:

The Strategic and Emerging Research Initiatives (SERI) program provides the NIST Director with
the programmatic flexibility to seed the development of new competencies that enable NIST to
contribute to the solution of future national needs and goals by investing in high-risk, high-payoff
innovative research. SERI supports the Department of Commerce and NIST's mission of
promoting U.S. innovation and industrial competitiveness by advancing measurement science,
standards, and technology that drive technological change.

The primary activities being conducted with the program’s base resources are the development of
new competencies necessary to develop and maintain knowledge related to measurement
techniques that solve problems in areas of national need that NIST has identified. The SERI
program gives NIST the flexibility to quickly develop capabilities to solve new measurement
problems for emerging national needs. Examples of past national need areas that had related
measurement and standards competencies addressed through SERI include Smart Grid, physical
infrastructure, advanced manufacturing, and reduction of greenhouse gas (GHG) emissions. SERI
allows NIST to develop these measurement and standards competencies more quickly, which
enables emerging problems to be addressed much more efficiently and effectively, leading to
even greater economic benefits.

Current Objectives and Examples of Accomplishments:

Forensics Metrology

SERI funding is being utilized to increase NIST competence in a range of forensic science specialties.
Public trust in the justice system relies on the validity and certainty of evidence presented to the courts.
Increasingly that evidence is gathered and analyzed with innovative forensic technologies and any time
a new technology is developed, accurate measurements, standards, and uncertainty estimates are
needed to ensure that the technology works as intended. In 2009 a committee of the National
Research Council (NRC) made a number of important recommendations for strengthening the public’s
trust in forensic science findings, included was strong support for improved measurement and
validation methodologies, development of additional forensic standards, and dissemination of best
practices to strengthen the precision and reliability of forensic science analyses. Despite its long
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experience in the field, the bulk of NIST's efforts have been on narrowly targeted projects funded by
other agencies, from fingerprint technologies to DNA testing to computer forensics. With SERI funding,
NIST strategically selected five specific areas in which to develop new competencies:

o Rapid High Sensitivity DNA Extraction Using DRAGEN (Direct Rapid Analysis Generating
Extracted Nucleotides)

e Nuclear Forensic Reference Materials (RM) for Attribution of Urban Nuclear Terrorism

o Establish a “National Ballistics Evidence Search Engine (NBESE) based on 3D topography
measurements on correlation cells

o Metrics for Manipulation and Enhancement of Forensic Images

e Production of Seized Drug Analysis Standards through Inkjet Printing Technology.

Redefinition of the Kilogram

SERI funding is being utilized by NIST to support the international efforts to prepare for a future
redefinition of the unit of mass - the kilogram - the last remaining International System of Units (SI)
basic unit defined by an artifact. NIST initiated two efforts to redefine the kilogram with an invariant of
nature, the Watt-Balance Project and the Avogadro Project. The Watt-Balance Project measures the
force required to balance a 1 kg mass artifact against the pull of Earth’s gravity by monitoring the
voltage and current (hence the name “watt”) involved in doing so. The Avogadro Project involves the
determination of Planck’s constant, requiring “counting” the number of atoms (via unit cell volume of a
crystal) in each of two highly pure 1 kg single-crystal enriched silicon spheres about 94 mm in diameter
to define their molar mass. The result provides a determination of the Avogadro constant, which in tumn
can be used to obtain Planck’s constant using the well-known values of other constants. Specifically,
SERI funding has accomplished the following:

¢ Setup of the multicollector inductively coupled plasma mass spectrometer (MC-ICPMS) for the
Avogadro Project

e Performing repeated molar mass measurements using optimized design to evaluate
reproducibility and ensure it meets the goal of the project

e Recalibrated components of the previous watt balance to enable the redefinition

* Initiated the development of a new, robust watt balance capable of routine mass dissemination
after the redefinition.

National Strategy for Trusted Identities in Cyberspace (NSTIC)

SERI funding was utilized in FY 2011 to initiate the NIST effort in support of NSTIC, which President
Obama signed in April 2011. This strategy charts a course for the public and private sectors to
collaborate to raise the level of trust associated with identities of individuals, organizations, networks,
services, and devices in online transactions. The Strategy’s vision is a future in which “Individuals and
organizations utilize secure, efficient, easy-to-use, and interoperable identity solutions to access online
services in @ manner that promotes confidence, privacy, choice, and innovation.” SERI funding enabled
the initiation of the NIST effort and building of a platform to maximize initiative funding received for FY
2012. Specifically, SERI funding accomplished the following:

o Laid the groundwork for the NSTIC National Program Office that will lead the implementation of
NSTIC and coordinate activities with the private sector stakeholders

e Worked with industry, academia, advocates, non-profits and governments to develop a
comprehensive view of the problem space and inform the NSTIC vision, objectives, and
guiding principles
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o Issued grants to advance the NSTIC vision, objectives, and guiding principles. In FY 2012 NIST
awarded more than $9M for pilot projects to five U.S. organizations. In January 2013 NIST
released the FFO for the second round of pilots.

Climate Research/GHG Monitoring

SERI funding was utilized to develop competence across NIST in development and validation of novel
methodologies and procedures for remote monitoring and measurement of greenhouse gas emissions.
This competence forms the basis of a recently-funded effort in which NIST will:
e Provide the measurement science basis for accurate and comparable quantitative
measurements of Green house gas emissions
e Ensure measurement capabilities for accurate and reliable assessment of cumrent GHG
baselines, verification of GHG emissions, and guantification of GHG sinks that absorb GHGs
through quantitative measurements
+ Enable development of international measurement standards to ensure the accuracy of global
assessments of GHG emissions.

Biomanufacturing

SERI funding was utilized to jump start NIST's ability to address inefficiencies and stimulate innovation
in healthcare by addressing challenges associated with the development and manufacture of biologic
drugs. NIST used SER! funding to develop competence in the measurement needs and techniques in
biomanufacturing and to procure instruments used to characterize proteins/biologic drugs. NIST will
use these competencies and accomplish the NIST role in the development of a suite of fundamental
measurement science, reference standards and reference data to enable more accurate and confident
characterization of key attributes of protein drugs that are directly linked to their safety and efficacy.
Specifically, these competencies form the basis of a recently-funded effort in which NIST will focus on
three measurement challenge areas related to 1) the characterization of protein therapeutics and their
manufacture; 2) protein stability: protein structure; and 3) protein cell variability. These tools will
facilitate the development of the Biomanufacturing industry and offer the possibility of lower cost
biosimilars, thereby allowing U.S. citizens affordable access to these innovative and life-saving
biopharmaceutical medicines.

8. Innovations in Measurement Science (IMS)

Program Description:

The Innovations in Measurement Science (IMS) Program provides funds to explore high-risk, leading-
edge research concepts that anticipate future measurement and standards needs of industry and
science. These funds are a principal mechanism for initiating the new programs and research
directions necessary for NIST to keep pace with and respond quickly to the increasingly complex
nature, and the shorier time frame, of technology development.

Since its inception in 1979, the IMS Program has: 1) funded over 100 research projects that have
evolved into core activities within the NIST Laboratories, 2) formed the cutting edge of NIST’s research
programs, and 3) attracted some of the Nation’s top scientific talent to NIST. Four NIST Nobel Prize
winners in Physics (Dr. William Phillips, 1997; Dr. Eric Cornell, 2001; Dr. Jan Hall, 2005; and Dr. David
Wineland, 2012) each conducted projects that were funded by the IMS Program. Other program
achievements include the development of a cold-neutron small-angle scattering facility, a bold concept
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that ultimately led to the NIST Center for Neutron Research (NCNR), now a premier research program
that attracts almost 2,300 affiliated researchers annually from industry, government, and academia.

One current research effort funded through the IMS program is addressing fundamental problems with
the essential links between electrical and mechanical units from the international System of Units (SI).
The calculable capacitor, a device that realizes the capacitance unit (farad) from the meter, was
originally created 40 years ago after many years of research and has been used ever since. With the
availability of new technologies, such as modern lasers and digital electronics, it is now possible to
build the next generation of calculable capacitors with improved reliability, accessibility, and accuracy.
In this project, NIST will use femtosecond laser frequency comb technology to create a new calculable
capacitor that would, for the first time, realize an Sl electrical unit based directly on an atomic clock.
NIST's goal is for its new calculable capacitor to have measurement uncertainties roughly a factor of
two lower than those of other calculable capacitors currently being developed around the worid.

9. Postdoctoral Research Associateship Program

Program Description:

NIST supports a nationally competitive Postdoctoral Research Associateship Program which is
administered in cooperation with the National Research Council (NRC). The NIST NRC
postdoctoral program recruits outstanding research scientists and engineers to work on NIST
research projects, strengthens communications with university research, and provides a valuable
mechanism for the transfer of research results from NIST to the scientific and engineering
communities.

The NIST NRC postdoctoral program is an important part of NIST's efforts to support industry
through advancing measurement, standards, and technology, and represents a highly
cost-effective means of technology transfer to and from NIST of the latest measurement sciences
and technologies. Incoming associates bring the most recent advances in university research to
NIST, while actively contributing to NIST projects. The program increases technology transfer
from NIST to industry, academia, and other government agencies, contributing to the employment
poo! of highly-qualified scientists and engineers for these sectors. NIST’s mission to support
U.S. industry with measurements, standards and technology depends on a constant infusion of
new ideas and expertise to address the rapidly advancing needs of a technology-driven economy.
Skilled and motivated people are the most effective source of technology and knowledge transfer.
The highly competitive NIST NRC postdoctoral program ensures a continuing infusion of
postdoctoral associates who bring to NIST the benefits of the latest academic research.

Examples of Accomplishments:
NIST NRC postdoctoral associates carry out state-of-the-art research which supports industry
through advancing measurements, standards, and technology throughout the core programs of
NIST. Each of the projects advances measurement and standards research areas in some way,
but a few examples of areas of research by recent postdoctoral associates include such projects
as:

» Investigation of aerosols using photointiation in a flow cell reactor;

o Development of a technique for nanofiber synthesis for bone regeneration;

o Design of a micro-fabricated wafer system for microchip devices;

NIST - 85



o Characterization of platinum-based catalysts related to stress measurements of thin fiims;

e Precision frequency measurements and optical control of ultracold strontium gases toward
improving atomic clocks; and

e Design of a nanowire gas sensor for use as a portable detector for security or industrial
monitoring purposes.

- Priority Objectives for FY 2014:

The priority objectives for FY 2014 for the NIST NRC postdoctoral program are to continue to recruit
the best applicants for the program and to make best use of the available resources to bring on as
many highly-qualified postdoctoral associates as possible. The additional base funding for the
postdoctoral program from the FY 2012 initiatives will give NIST greater flexibility to respond to. new
industry measurement needs. NIST scientists and engineers, acting as mentors/advisers for the
program, are constantly refining and proposing new research areas in which to interest applicants. The
program is a very flexible and responsive way to focus new NIST activities to address critical national
priorities including those in energy, environment, information technology security, and physical
infrastructure. A comprehensive two-year assessment of the program was completed in 2012 and the
information from this independent assessment will be used in improving the focus NIST's efforts to
ensure a continuing infusion of motivated postdoctoral associates into the NIST measurement science
laboratories, ensuring mutually-beneficial technology and knowledge transfer between NIST and the
postdoctoral associates. Across all NIST laboratories, the program strongly supports the goals of the
NIST Three Year Programmatic Plan. The postdoctoral program addresses NIST priorities to meet
critical national needs, strengthening and focusing NIST's laboratories and research to ensure U.S.
leadership in measurement science and standards in these areas.

PROGRAM CHANGES:

1. Advanced Manufacturing: Enabling an Advanced Manufacturing Measurement Infrastructure
for Industry (Base Funding: $90.8 million and 98 FTE; Program Change: + $50 million and +67

FTE).

NIST requests an increase of $50 million and 67 FTE for a total of $ 140.8 million to enable the
development of an advanced manufacturing infrastructure that will support the needs of American
manufacturers.

Proposed Actions: Enable an Advanced Manufacturing Infrastructure

The Nation’s long-term competitiveness relies heavily on global leadership in advanced manufacturing
capabilities. Revitalizing the Nation’s manufacturing industries and helping to ensure that they will
continue to be engines of innovation and job creation in the future is essential for U.S. competitiveness
in an increasingly global economy. NIST will develop and deploy unique tools to support U.S.
advanced manufacturing through its laboratory research programs. To continue to compete in
manufacturing, the U.S. must develop and adopt advanced, high-value manufacturing techniques -
from modeling and simulation methods that accelerate the deployment of advanced materials, to the
avaitability of chip-scale precision measurements, to methods and tools to enable smart manufacturing
enterprises. This investment for NIST resources is essential for rejuvenating U.S. manufacturing by the
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development of measurements and standards that are part of an advanced manufacturing
infrastructure.

Action 1: Measurement science and data infrastructure for emerging materials

This request provides the resources to support NIST’s key role in the Materials Genome Initiative', an
interagency effort to dramatically influence the pace for bringing new materials to market. Through
considerable interactions with industry and academia, NIST will develop and deploy an advanced
materials data infrastructure, including data assessment and validation as well as data standards and
modeling and simulation tools. These efforts will ensure the interoperability and accessibility of
materials data across many length scales to help US manufacturers achieve “materials by design” for
tomorrow's high-tech products in industrial sectors including aerospace, automotive, energy, and
defense.

Action 2: Support manufacturing in emerging technology areas

From using biological systems as inspiration for improved design and engineering to integrating
nanoscale materials and processes into manufacturing plants, the Nation's economy and quality of fife
have much to gain from innovations in emerging technology areas. Advances in synthetic biology are
likely to create a new manufacturing paradigm using cells as foundries to create new products including
fuels, pharmaceuticals, specialty chemicals, and advanced materials. Measurement science developed
at NIST will also support the emerging markets and regulatory framework for protein drugs and the
generic copies of these drugs, referred to as biosimilars. At the nanometer scale (a sheet of paper is
about 100,000 nanometers thick), new material properties and structures can enable new
manufacturing processes and products for applications that include electronics, energy, and national
defense. NIST programs are needed to ensure that nanomanufacturing techniques yield the desired
performance at scale and economically viable cost. NIST's nanotechnology-related environmental
health and safety (nanoEHS) program is also critically needed to support the scientific basis for risk
assessment of nanomaterials.

Action 3: Precision measurement to support manufacturers

Precise manufacturing metrology enables high-quality, high-throughput production, increasing the
competitiveness of US manufacturers. Current methods for calibrating machinery and assessing quality
can introduce cost and time delays to manufacturing processes. NIST is requesting these funds to
develop measurement science to directly integrate self-calibrating technologies that are based on
quantum measurements into equipment and products to provide continuous quality control and
assurance, freeing customers from complex measurement traceability chains and lengthy calibration
procedures. Virtually all manufacturing processes could be improved with onboard self-calibration
technologies, such as airliners with continual, high-precision measurements of electrical quantities,
pressure, and temperature to improve efficiency and safety; almost any major product or process
employing precision physical measurements could benefit from built-in intrinsic gquantum-based
calibration technology.

Action 4: Measurement science and standards for Smart Manufacturing
The next generation of smart manufacturing processing and equipment will need to be optimized to

enable cost-effective and agile manufacturing of high-tech products and systems. This introduces
intelligent manufacturing concepts such as automation and smart operating systems that support

' http://www. whitehouse.sov/mgi
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distributed sensing, computing, communications, and control technologies in order to monitor, control,
and optimize performance. A 2011 workshop organized by NIST in partnership with DARPA, NSF, and
NASA on the topic of “extreme manufacturing” identified some major industrial drivers, such as the
increasing pace of technological change; increasingly rapid product and process innovation; shorter
time to market; continual push for higher quality, better performing customized products; and the need
to increase productivity while at the same time reducing costs®. Smart manufacturing systems need to
be implemented that are adaptive and agile, collaborating easily with other system components to
optimize the performance of the entire system. To support these needs, NIST will develop the
measurements and standards for a secure, smart quality measurement system focusing on automated
in-process quality monitoring and control for factory-level production systems. Next-generation robotics
and automation as well as adaptive “on-demand” technologies such as additive manufacturing are
essential for enabling these smart systems. This request provides funds to support testbeds that
integrate a systems architecture framework and open standards platforms for facilitating predictive
modeling and simulation for automated control and performance optimization.

Statement of Need and Economic Benefits:

NIST requests these resources to support the competitive advantage that U.S. manufacturers are
poised to hold, as a result of U.S. excellence in areas such as biotechnology, nanotechnology,
materials science, cybersecurity, and precision measurement. Manufacturing plays an essential
role in the U.S. economy and is innately tied to our capacity to innovate. in 2011, the U.S.
manufacturing sector generated $1.8T in GDP (12.2% of the total U.S. GDP) and is responsible
for jobs, exports, and national security; furthermore, manufacturing has a tremendous economic
multiplier effect: $1 spent in manufacturing generates $1.35 in additional economic activity”.

The future of U.S. manufacturing will rely on innovative, complex, high value-added products
manufactured with sophisticated materials and processes. A 2012 study by the Institute for
Defense Analysis, Emerging Global Trends in Advanced Manufacturing', identified a number of
areas such as synthetic biology and smart manufacturing where measurement science and
standards are needed to accelerate and support technology developments and manufacturability.
The markets for emerging materials are impressive: the 2010 U.S. revenues from biotech drugs
and industrial biotechnology (e.g., fuels, materials, chemicals, and industrial enzymes) were
approximately $190 billion® and estimates of the total nanotechnology market in 2020 are as high
as $3 trillion®. Building on NIST measurement excellence, the new capability. to deliver on-chip
precision measurements will provide a disruptive technology to American manufacturers and a
competitive advantage. Smart manufacturing advancements will help manufacturers overcome
many barriers that currently inhibit their ability to operate as efficiently as possible. These barriers
include the inability of manufacturers to rapidly - and safely - integrate automated production
equipment and systems; the lack of fundamental understanding about underlying production
processes and systems across the product lifecycle; and the difficulty in assemblying enterprise
networks of manufacturing services that utilize the full potential of small and medium sized
manufacturers. The Smart Manufacturing Leadership Coalition has identified a number of

> See http://www.nist.gov/el/extrememanu.cfm and Summary of the NIST Extreme Manufacturing Workshop, Report
prepared by IDA Science and Technology Policy Institute, March 29, 201 1.

® As cited in the 2013 NSTC report National Network for Manufacturing Innovation: A Preliminary Design
bttp://manufacturing.gov/docs/NNMI prelim_design.pdf

* http://www.wilsoncenter.org/sites/default/files/Emerging_Global_Trends_in_Advanced Manufacturing.pdf

* Biodesic 2011 Bioeconomy Update http://www biodesic.com/library/Biodesic 2011 Bioeconomy_ Update.pdf (cited
in 2012 White House National Bioeconomy Blueprint)

® WTEC Panel Report on Nanotechnology Research Directions for Societal Needs in 2020; Eds. Mihail C. Roco, Chad
A. Mirkin, and Mark C. Hersam (WTEC 2010).
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potential benefits of smart manufacturing, including reduced time to market, higher export markets
and a competitive edge to those companies implementing smart manufacturing processes’.
Modeling and simulation tools will provide an underpinning for each of these advanced
manufacturing areas, ultimately providing manufacturers with the ability to predict desired product
and engineering system attributes. '

Stakeholders for this NIST research include American manufacturers up and down the supply
chain as well as consumers. The importance of advanced manufacturing, in general, and the
components described in this initiative, specifically, have been recognized by leading industry and
Federal advisory groups, including the President's Council of Advisors on Science and
Technology, the NIST Visiting Committee of Advisors on Technology, the Institute for Defense
Analysis and the National Academies®.

Base Resource Assessment:

In the areas of advanced manufacturing, NIST invested a total of $90.8 million in base STRS funds in
FY 2012.

This initiative builds upon many program areas across NIST in measurement science and standards
development. Research at the NIST Laboratories develops and delivers measurement science tools
that support advanced manufacturing technologies, including materials modeling and simulation,
nanomanufacturing, biomanufacturing, smart manufacturing, robotics, and other enabling technologies.
A recent assessment of the NIST manufacturing-related programs conducted by the National
Research Council® found that NIST program teams are “highly qualified and comparable to the best in
the world.” Measurement science and standards services developed at NIST provide the basic and
applied research underpinnings to support advances in manufacturing. NIST provides the enabling
interoperability standards and tools to allow manufacturers and researchers to lower costs and
accelerate innovation. Unique, cutting edge user facilities (i.e., the NIST Center for Neutron Research
and the Center for Nanoscale Science and Technology) support innovation in materials development
and deployment, nanotechnology discovery and fabrication, and other emerging technology areas.

NIST's expertise in measurement science will be critical to the growth and sustainability of many US
manufacturing industries, including the burgeoning synthetic biology industry. NIST has a number of
programs in support of the bioeconomy, for example protein characterization and high-throughput
sequencing research efforts, which were highlighted in the White House National Bioeconomy
Blueprint released in April 2012'°. NIST laboratory programs are developing innovative, cost-effective,
rapid methods needed to understand the properties of biomaterials, nanostructures, and device arrays
as they are processed at high speed. Furthermore, NIST efforts in nanotechnology-related
environmental, health and safety (nancEHS) are coordinated with other Federal agencies through the
National Nanotechnology Initiative. The nanoEHS program produces reference materials, standards,
and good laboratory practice publications that are helping manufacturers ensure safe workplace
environments and that provide the scientific underpinning for regulatory decision makers. NIST is

7 Implementing 21* Century Smart Manufacturing, SMLC https:/smart-process-
manufacturing.ucla.edu/about/news/Smart%20Manufacturing%206 24 11.pdf

¥ For example, July 2012 PCAST report Capturing Domestic Competitive Advantage in Advanced Manufacturing
http://www.whitehouse.gov/sites/default/files/microsites/ostp/pcast_amp_steering_committee_report final july 27 2
012.pdf, 2011 Annual Report (VCAT) http://www.nist.gov/director/vcat/upload/FINAL-2011-VCAT-Report.pdf

® A Review of the Manufacturing-Related Programs at the National Institute of Standards and Technology, FY 2012,

available at www.nap.edu.
0 http://www.whitehouse.gov/sites/default/files/microsites/ostp/national bioeconomy blueprint april 2012.pdf
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centrally positioned in the interagency Materials Genome Initiative, which has the goal of significantly
reducing the time from discovery to commercial deployment of new materials through modeling and
simulation.

Providing precision measurements, a new program in NIST chip-scale technologies would extend
NIST's dramatic initial success with devices such as ultraminiature atomic clocks, magnetometers and
other devices to a broad range of measurements: electrical quantities, temperature, time, magnetic
fields, motion, acceleration, force, gravity, and many other physical measurements. These on-chip
reference measurements will. enhance the competitiveness of US manufacturing by improving the
quality and reliability of manufacturing processes. To accomplish these objectives, this program will
leverage NIST's world-leading strengths in quantum-based measurements and in the science and
technology of microfabrication, as well as NIST's experience convening university and industry
partners.

Finally, NIST has deep expertise in a number of domains that support 2 smart manufacturing
enterprise. The base program is developing the underpinning measurement science, performance
metrics, and reference artifacts for metal-based additive manufacturing and robots working in close
proximity to humans. The NIST capacity in smart manufacturing is uniquely positioned to support the
development of rigorous procedures and standards to support manufacturers and industries and has a
demonstrated commitment to convening and working with partners in industry and academia in an
unbiased manner. Further, NIST has a legacy of information technology expertise, for example in the
area of cybersecurity, which may be applicable to the smart manufacturing program.

Schedule & Milestones:

Action 1: Measurement science and data infrastructure for emerging materials

+ Develop methods and standards to assess data quality (e.g., of models, simulations, and
materials data) and identify data sharing standards and metadata criteria for implementation in
a national materials data infrastructure (FY2014-2016).

¢« Provide “materials by design” testbeds at NIST containing tools and techniques for the
representation and interoperability of materials data (experimental and simulation) across many
length scales (FY2014-2018).

Action 2: Supporting manufacturing in emerging technology areas

+ Develop standards to support synthetic biology by enabling quality assessment of DNA and
comparability and confidence in biological measurements for gene expression, proteomics, and
other critical areas. (FY2014-FY2017).

e Community driven development of data and metadata standards to improve genetic designs
(FY2014-FY2018).

o Develop and deploy methods for monitoring bioreactor manufacturing systems, especially cell
health and feedstock performance measurements (FY2015-FY2018).

e Develop and disseminate in-ine metrology tools for nanomaterial synthesis and
nanocomposite fabrication (FY2014-FY2017).
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¢ Provide validated data and models pertaining to the release of nanomaterials throughout the
lifecycle, including manufacturing, use, and disposal of nanotechnology-enabled products to
support nanoEHS (FY2015-2018).

Action 3: Precision metrology to support manufacturers

+ Demonstration of cold-atom microsystems for precision metrology of time, frequency, length,
magnetic fields, and other quantities with improved performance relative to current room
temperature microsystems (FY2014-2015).

¢ High-frequency optomechanical systems for absolute temperature, high sensitivity force, short-
term stable frequency, and acceleration at chip-scale dimensions (FY2014-2018).

+ Microscale femtosecond laser frequency comb systems, for absolute frequency and length
references, and as a core enabling technology linking the extreme precision of frequency
combs to mechanical, electrical, temperature, pressure, and other quantities (FY2014-2016).

¢ Develop methods for coupling force, acceleration, and temperature standards to atom-based
guantum measurements (FY2015-2017).

¢ Precision electrical and electronic measurements integrated with chip-scale atom-based
measurements, including quantum-based electronic waveform synthesizers; integrated voltage,
current, and resistance standards; and high performance microwave and radio frequency
signal generators (FY2015-2018).

+ On-chip sensor networks for continuous monitoring of resistance, pressure, temperature and
humidity and volatile chemical species. (FY2017-2019).

Action 4: Measurement science and standards for Smart Manufacturing

¢ Interoperability standards and measurement tools based on secure integrated systems
architectures to evaluate and support reference architecture development for factory-wide
wireless, real-time control networks. (FY2014-2017).

¢ Standard test methods and performance metrics to evaluate and predict the quality of control
networks and integration of robotics, automation, and machine tools in factory floor
environments. (FY2014-2018).

¢ Measurement tools and standards for metal-based additive manufacturing to enable rapid
design-to-product transformation (FY2014-2016).

+ Development of a testbed for a service-oriented manufacturing architecture and integration
infrastructure for high quality adaptive control networks and production systems. (FY2015-
2018).

Deliverables:

Action 1: Measurement science and data infrastructure for emerging materials

+ Measurement methods that are tightly integrated with muiti-scale models for simulating
materials growth, structure, optical and electronic properties, and device performance for
“materials by design” in industrial application areas such as automotive lightweighting and
semiconductor electronics.
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s Repositories of modeling and simulation results, standard reference problems and critically
evaluated datasets and associated models for use by the materials design community
within the Materials Genome Initiative framework.

e Creation and dissemination of tools to integrate multi-scale, multi-disciplinary models and
simulations with material properties of reference data to enable US manufacturers to use
predictive “materials by design” approaches in advanced materials development.

Action 2: Supporting manufacturing of emerging technology areas

¢ Development of reliable cell line identification techniques to provide unambiguous
identification of the. cell strain used to generate protein therapeutic drugs.

o Development of Reference Materials that mimic the range, size disparity, and optical
properties of protein particles and establishment of methods quantitatively measuring the
size and concentration of protein particulates that can hamper the efficacy of biologic
drugs. .

o Development and broad dissemination of nanomaterial measurement and characterization
protocols, standard reference materials and reference materials for nanomaterials certified
for relevant physical and chemical parameters (e.g., positive toxicity controls,
nanomaterials in complex media).

Action 3: Precision metrology to support manufacturers

¢ Chip-scale technologies for precision measurements of electrical quantities, temperature,
force, motion, acceleration, gravity, and other quantities.

o Partnerships with university and industry researchers to develop new ultraminiature
measurement technologies.

¢ New ways of integrating muitiple precision measurement technologies on a single small,
robust, low-cost measurement platform.

¢ Improved technology transfer from NIST to industry for the production, distribution and
implementation of in-place precision measurement technologies.

Action 4: Measurement science and standards for Smart Manufacturing

¢ Quality measurement systems for smart manufacturing based on secure integrated systems
architectures at many levels, ie., the manufacturing cell level, factory level, and the
enterprise/production network level.

¢ Model-based systems integration and assurance tools for adaptive production systems,
including methods to model production network performance real-time in the presence of
uncertainties.

e Metrics and tools for quality assurance of secure, dynamic production networks utilizing
disruptive technology platforms (e.g., robotics and additive manufacturing) and distributed data
for performance, diagnostics, and prognostics, and associated testbeds.
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Performance Goals and Measurement Data:

Performance Goal: FY FY FY . FY R FY
Number of validated 2013 2014 2015 2016 2017 2018

data sets/published Target Target Target Target Target Target
methods for nanoparticle _ .
characterization

With increase 0 5 10 15 20 25

Without increase 0 3 6 9 9 9
Description: Number of validated data sets and/or methods published for nanoparticle
characterization as part of the NIST nanoEHS program in support of risk assessment of nanomaterials.

ease 3 5 10 15 20

5 ease 1 2 2 2 2 2
Description: Number of new related publications in the form of standards, frameworks, guidelines,
interagency reports, consumer outreach, and gap analyses.

Performance Goal: New chip-scale ~~ FY FY FY FY FY  FY 2018
technologies demonstrated 2013 2014 2015 2016 2017 Target
Actual. Target Target Target Target

Without Increase ‘ 1
Description: Number of new chip-scale technologies demonstrated, to support NIST precision
measurements, including measurements of electrical quantities, temperature, force, motion,
acceleration, gravity, and combinations thereof.
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PROGRAM CHANGE PERSONNEL DETAIL
(Dollar amounts in thousands)

Program: Measurement Science, Services, and Programs
Sub-program: Laboratory Programs

Program Change: Advanced Manufacturing

Number Annual Total

Title: _ Location Grade  of Positions Salary Salaries

Materials scientist Gaithersburg PV 2 $105,737 $ 211,474
Biophysicist Gaithersburg ZPV 1 124,377 124,377
Chief, precision measurement coordinator ~ Gaithersburg ZPV 1 124,377 124,377
Computer scientist Gaithersburg PV 1 124,377 124,377
Electronics engineer Gaithersburg PV 1 124 377 124,377
Mass spectrometrist Gaithersburg ZPV 1 124,377 124,377
Mathematician Gaithersburg PV 1 124,377 124,377
Mechanical engineer Gaithersburg PV 1 124,377 124,377
Physicist Gaithersburg ZPV 1 124,377 124,377
Project manager Gaithersburg ZPV 1 124,377 124,377
Research chemist Gaithersburg PV 3 124 377 373,130
Research physicist Gaithersburg ZPV 2 124 377 248,754
Systems engineer Gaithersburg ZPV 1 124,377 124,377
Analytical chemist Gaithersburg ZP IV 1 105,737 105,737
Analytical mass spectrometrist Gaithersburg ZP IV 1 105,737 106,737
Applied geneticist Gaithersburg ZP IV 1 105,737 105,737
Bioanalytical chemist Gaithersburg ZP IV 1 105,737 105,737
Bioinformaticist Gaithersburg PV 1 105,737 105,737
Biomedical engineer Gaithersburg ZP IV 1 105,737 105,737
Bioprocess engineer Gaithersburg ZP IV 1 105,737 105,737
Celi biologist Gaithersburg ZP IV 1 105,737 105,737
Chemical engineer Gaithersburg ZP 1V 1 105,737 105,737
Chemist Gaithersburg ZP IV 1 105,737 105,737
Computer scientist Gaithersburg ZP IV 3 105,737 317,211
Electonics engineer Gaithersburg PV 2 105,737 211,474
Electrical engineer Gaithersburg PV 1 105,737 105,737
Environmental engineer Gaithersburg ZP IV 1 105,737 105,737
Fire research engineer Gaithersburg ZP IV 1 105,737 105,737
Grants adminstrator Gaithersburg ZAlV 1 105,737 105,737
immunologist Gaithersburg ZP 1V 1 105,737 105,737
IT specialist Gaithersburg PV 1 105,737 105,737
Materials engineer Gaithersburg PV 1 105,737 105,737
Materials informatics Gaithersburg ZP IV 1 105,737 105,737
Mathematician Gaithersburg PV 2 105,737 211,474
Mechanical engineer Gaithersburg ZP IV 3 105,737 317,211
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Number Annual Total

Title: Location Grade of Positions Salary Salaries
Molecular biologist Gaithersburg ZP IV 1 105,737 105,737
Neutron biophysicist Gaithershurg ZP 1V 1 105,737 105,737
Physical scientist Gaithersburg ZP IV 7 105,737 740,159
Physicist Gaithersburg ZP IV 1 105,737 105,737
Physicist Boulder ZP vV 2 105,737 211,474
Protein biochemist Gaithershurg ZP IV 1 105,737 105,737
Protein nmr spectrometrist Gaithersburg ZP IV 1 105,737 105,737
Research chemist Gaithershurg ZP IV 1 105,737 105,737
Research chemist Boulder P IV 2 105,737 211,474
Research physicist Gaithersburg ZP IV 1 105,737 105,737
Research statistician Gaithersburg ZP IV 1 105,737 105,737
Administrative support Gaithersburg ZA 1t 2 75,246 150,493
Administrative support Boulder ZA Hi 1 75,246 75,246
Analytical chemist Gaithersburg ZP i 1 75,246 75,246
Network specialist Gaithersburg ZP I 1 75,246 75,246
Physical scientist Boulder ZP Il 2 75,246 150,493
Physicist Boulder ZP I 2 75,246 150,493
Research chemist Gaithersburg ZP Ul 2 75,246 150,493
Electrical technician Gaithersburg ZT I 1 57,141 57,141
Electrical technician Boulder ZT I 1 57,141 57 141
Electronics technician Gaithersburg VAR 1 57 141 57,141
Engineering technician Gaithersburg ZT 1 57,141 57,141
Administrative/technical support Gaithersburg ZAll 8 51,888 415,105
Control systems engineer Gaithersburg ZP I 1 51,888 51,888
Administrative office sssistant Gaithersburg ZS i} 3 38,173 114,519
Total 91 8,684,555
Less Lapse 25 % (24) (2,171,139)
Total full-time permanent (FTE) 67 6,513,416
2014 Pay Adjustment (1%) 65,135
Total 6,578,551
Personnel Data Number
Full-Time Equivalent Employment:

Full-time permanent 67

Other than full-time permanent 0

Total 67
Authorized Positions:

Full-time permanent 91

Other than full-time permanent 0

Total 91

NIST - 95



PROGRAM CHANGE DETAIL BY OBJECT CLASS
(Dollar amounts in thousands)

Program: Measurement Science, Services, and Programs
Sub-program: Laboratory Programs
Program Change: Advanced Manufacturing

2014
Object Class Increase

M Personnel compensation
11.1 Full-time permanent $6,578
11.3 Other than full-time permanent 0
11.5 Other personnel compensation 0
11.8 Special personnel services payments 0
1.9 Total personnel compensation 6,578
12 Civilian personnel benefits 2,046
13 Benefits for former personnel 0
21 Travel and transportation of persons 522
22 Transportation of things 134
231 Rental payments to GSA 0
23.2 Rental Payments to others 0
23.3 Communications, utilities and miscellaneous charges 5,558
24 Printing and reproduction 65
25.1 Advisory and assistance services 0
25.2 Other services 6,922
253 Purchases of goods & services from Gov't accounts 2,550
254 Operation and maintenance of facilities 0
255 Research and development contracts 8,300
25.6 Medical care 0
25.7 Operation and maintenance of equipment 720
25.8 Subsistence and support of persons 0
26 Supplies and materials 2,790
31 Equipment 4,231
32 Lands and structures 0
33 Investments and loans 0
41 Grants, subsidies and contributions 8,084
42 Insurance claims and indemnities 0
43 Interest and dividends 0
44 Refunds 0
99 Direct obligations 48,500

Transfer to the Working Capital Fund 1,500

Total obligations 50,000
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2. Cybersecurity R&D and Standards: Ensuring a Secure and Robust Cyber Infrastructure
(Base Funding: $45 million and 95 FTE; Program Change: + $15 million and +25 FTE).

NIST requests an increase of $15 million to improve the security and interoperability of our Nation's
cyberspace infrastructure, accelerate the development and adoption of cybersecurity standards in
support of Administration priorities, and support the leading edge work of the National Cybersecurity
Center of Excellence (NCCoE).

Proposed Actions: Advances in Cyberspace Infrastructure and Assurance ($15 million)
Action 1: Cybersecurity Research and Development ($8 million)

This Administration has declared the cyber infrastructure a strategic asset, and the President has
established a set of high-priority recommendations in the Cyberspace Policy Review and the
Executive Order on Improving Critical Infrastructure Cybersecurity. NIST has a leading role in the
Department of Commerce’s cybersecurity and privacy initiatives that support realizing the
potential for e-commerce to foster innovation, bolster U.S. industrial competitiveness, and
enhance our economic prosperity and security. In addition to supporting the President’s
recommendations, this initiative supports the Secretary’s Priorities under innovation and
Intellectual Property: “Creating an Environment for Future Growth® (Innovation and
Entrepreneurship). Specifically, identity fraud and lack of consumer confidence in the security of
business transactions in cyberspace could become a barrier to entrepreneurship, growth of
innovation and development of high-growth businesses.

The request continues and expands existing efforts to improve the cybersecurity assurance
posture of current and future information technologies and improving the trustworthiness of IT
components such as claimed identities, data, hardware, and software for networks and devices.
The requested funding is needed to achieve the objectives of the Administration’s cybersecurity
agenda. NIST will apply its security research and standards expertise and proven ability for
industry collaboration to enable organizations to improve the efficiency and effectiveness of their
cybersecurity trusted credential practices, thereby improving the security and interoperability of
our Nation’s cyberspace infrastructure.

Additional resources will accelerate cybersecurity research and development work in areas such as:

e Action 1.1: Security for the Federal Mobile Environments: Mobile devices, such as smart
phones and tablets, typically need to support multiple security objectives: confidentiality,
integrity, and availability. To achieve these objectives, mobile devices should be secured
against a variety of threats. Like any new technology, smart phones present new capabilities,
but also a number of new security challenges. Moreover, as the pace of the technology
advancements continues to increase, our current Information Assurance standards and
processes must be updated and new technologies developed to aillow the continued use of
Commercial Off-The-Sheif (COTS) products, to meet their missions without sacrificing privacy
and security, allowing government users to access the latest technologies. Overall, securing
the Federal mobile workforces will be about more than just the end device. It is the user, the
device, third parties providing applications and services, the connection, the carriers and
infrastructure and the back end organization.

e Action 1.2: Techniques for Measuring and Managing Security: U.S. industry and
government need interoperable, scalable, automated techniques to monitor, measure, manage
and communicate security status in real-time for a spectrum of systems ranging from end point
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devices such as mobile devices to networks to clouds. For example, the U.S. government
operates millions of computing devices and each device generates, stores, and processes
information vital to U.S. interests. At the same time, these devices and underlying infrastructure
are under constant threat of cyber attack. Recent activities, such as continuous monitoring are
designed to transform the fundamental underpinning to cybersecurity, allowing for insight into
the configuration and security status of devices across the infrastructure. However, the diversity
of computing devices and systems as well as the range of information that is being analyzed
will pose implementation challenges. This requires robust engagement with industry to develop
tools and techniques that will provide essential, near real-time security status-related
information. Moreover, cloud and mobile computing have dramatically increased the complexity
of the security challenge, and future innovations will introduce new challenges. With cloud
computing, user data and processing can be dynamically relocated at any time; simitarly,
mobile devices are constantly on the move and vulnerable to theft, loss, and destruction.
Classic concepts of perimeter security and current security implementations need new
capabilities so risk and uncertainty do not inhibit the business promises of cloud, mobile
technologies and other emerging technologies.

Action 2: Cybersecurity Standards ($2 million)

The availability of cybersecurity standards and associated conformity assessment schemes that can
serve as a basis for the security and resiliency of all U.S. information systems is foundational to
protecting the critical U.S. information and communication infrastructure. International cybersecurity
standards, developed by the consensus of a variety of stakeholders including critical infrastructure
owners and operators, provide a basis for planning and deployment of sound security solutions and

building trust among those creating and using those solutions throughout the country. These standards
" provide a common language to communicate security requirements and ways of implementing them
that are common and accepted, as well as enabling organization reporting of security framework
compliance. Effective participation in cybersecurity standards development organizations, such as the
International Organization for Standardization (ISO), Internet Engineering Task Force (IETF),
Organization for the Advancement of Structured Information Standards (OASIS) and the World Wide
Web Consortium (W3C), to name a few, is necessary to promote the inclusion of technical solutions
that do not discriminate against U.S.-based technology internationally, acquire advance information
about future content of standards that can be used to shape U.S. industry products, and ensure that
the frameworks designed to enhance the security to U.S. critical infrastructure, can take full advantage
of interoperability and consensus best practices.

The National Technology Transfer and Advancement Act (NTTAA) and OMB Circular A-119 directs
Federal agencies use of private sector standards and conformity assessment practices. The objective
is for Federal agencies to adopt private sector standards, wherever possible, in lieu of creating
proprietary, non-consensus standards. The Act and Circular enable NIST to act as a convener bringing
together Federal agencies, as well as State and local government, with the private sector to achieve
greater reliance on voluntary standards and decreased dependence on in-house standards. This also
enables NIST to have a unique view of Federal agencies adoption of standards and creates regular
and meaningful opportunities to collaborate with government and industry partners in the development
and promulgation of those standards.

NIST’s role in the standardization of cybersecurity technologies is exercised by the deep technical
expertise held by NIST personnel. NIST cybersecurity experts engage with a variety of National and
international standards bodies including the American Standards Committee (ASC) X9 (financial
industry standards), the International Organization for Standardization (ISO), the Institute of Electrical
and Electronics Engineers (IEEE), the Internet Engineering Task Force (IETF), and the Trusted
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Computing Group (TCG). By way of example, NIST’s participation in these organizations has assisted
in the development of fundamental Intemet standards such as IPv6 and DNSSec in the |IETF. In I1SO,
NIST contributed to the issuance of ISO/NIEC 19790, Security Requirements for Cryptographic Modules,
and ISO/IEC 24759, Test Requirements for Cryptographic Modules. These efforts have led to
consistent testing of cryptographic modules across the global community, enhancing the security and
reliability of encryption tools and techniques.

Assignment of full time personnel to standards bodies would help accelerate the standardization and
adoption other U.S. information and critical infrastructure technology. Some activities where increased
personnel would be valuable:

e The Executive Order on Improving Critical Infrastructure Cybersecurity (issued 2/13/2013)
requires the Department of Commerce/NIST to lead the development of a framework of
cybersecurity practices to reduce cyber risks to critical infrastructure. A core component of this
framework is the identification of cybersecurity voluntary consensus standards that can be
adopted by critical infrastructure owners and operators. From the Executive Order Section
7(b): “The Cybersecurity Framework shall focus on identifying cross-sector security standards
and guidelines applicable to critical infrastructure. The Cybersecurity Framework will also
identify areas for improvement that should be addressed through future collaboration with
particular sectors and standards-developing organizations. To enable technical innovation and
account for organizational differences, the Cybersecurity Framework will provide guidance that
is technology neutral and that enables critical infrastructure sectors to benefit from a
competitive market for products and services that meet the standards, methodologies,
procedures, and processes developed to address cyber risks.” -

+ Engage in standards activities in support of the National Strategy for Information Sharing and
Safeguarding.

¢ In close collaboration with government and industry partners, NIST is actively pursuing the
standardization of U.S. government specifications such as the Security Content Automation
Protocol (SCAP), which is an underlying component for continuous monitoring activities in
support of evolving FISMA requirements, as referenced in OMB Memorandum M-12-20, "FY
2012 Reporting Instructions for the Federal Information Security Management Act and Agency
Privacy Management." While this engagement has garnered positive results, the assignment
of a full FTE to promoting and managing this effort will have near term and significant benefits
by accelerating the approval and adoption of these and other critical technical specifications,
leading to the availability of interoperable security tools and technologies that can meet the
rapidly evolving security challenges facing U.S. information and critical infrastructure systems.

« The Managed Incident Lightweight Response (MILE) Working Group within the IETF is focused
on the development and promulgation of standards to create efficient and effective incident
handling and information sharing. Enabling NIST personnel to participate regularly in this group
will accelerate the evolution and development of these important standards and ensure their
relevance and efficacy for critical infrastructure components.

e The Malware Working Group within the |IEEE has the focus “to establish more intelligent ways
of sharing malware samples and the information associated with them in a way that makes the
computer security industry more effective.” Increased engagement in this group will lead to the
acceleration in the development of the needed taxonomies, methods, and mitigations
necessary to combat the prevalence of malware in computer networks.

These represent just a few areas where increasing NIST expert participation would have direct impact

on the Nation's cybersecurity capabilities. Additional funds would allow NIST to work with the
cybersecurity policy community to align deployment of these new resources to the highest priority
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standardization efforts in both national and intemational forums. Investment in enhancing NIST
engagement in these bodies ensures that U.S. interests are well represented, and that the standards
developed and ratified can be leveraged successfully by U.S. government an industry to meet our
challenges. :

Action 3: National Cybersecurity Center of Excellence (NCCoE) ($5 million)

The NCCoE is a public-private collaboration that brings together experts from industry, government,
and academia to design, implement, test, and demonstrate integrated cybersecurity solutions and
promote their widespread adoption. Participants develop practical, interoperable cybersecurity
approaches that address the real-world needs of complex information technology (IT) systems.
Through research, development, and deployment acceleration efforts the center will:

¢ enhance trust in U.S. IT communications, data, and storage systems;
* lower risk for companies and individuals using IT systems; and
e encourage development of innovative, job-creating cybersecurity products and services

The NCCoE provides a state-of-the-art computing facility where researchers from NIST can work
collaboratively with both the users and vendors of products and services on holistic cybersecurity
approaches. Center projects demonstrate cybersecurity principles and practices that are feasible for
businesses and measure them against standards. By providing a test bed where new ideas and
technologies can be tried out before being deployed, the center provides the opportunity to thoroughly
document and share each solution, supporting specific industry sector business challenges. This
encourages the rapid adoption of comprehensive cybersecurity templates and approaches that support
automated and trustworthy e-government and e-commerce.

Additional resources for this action will ensure that the NCCoE ‘is able to meet a wide range of public
and private sector cybersecurity solutions.

Statement of Need and Economic Benefits:

Cybersecurity is vital to the economic and national security interests of the United States. The
Administration has declared the cyber infrastructure a strategic asset. In addition to nearly $200
billion of e-commerce transactions in the U.S. alone for 2011, interconnected networks of
computers are essential for life-critical functions such as air traffic control, factory operation, and
electric power distribution. These networked systems face an ever-increasing threat of attack from
individuals, organizations, and nation states that target key information technology operations and
assets. Many systems have security configurations that are poorly implemented and maintained,
security controls that are hard to use, and security postures that are too complex for most
administrators to understand. This combination allows many threats to successfully compromise
systems and delays reactions to these compromises, allowing significant damage to occur. This
undermines confidence in vital commercial and public information systems and has a large, direct
economic impact—estimates show that Americans are losing billions of dollars each year to cyber
crime. Achieving cybersecurity in the context of today's extensively networked information
systems remains an elusive goal. For example, many implementations of security technologies
have been developed to support a single application or protocol, operating system and application
code has become orders of magnitude longer and more complex, and users are inadequately
educated on the most fundamental concepts of cybersecurity and best practices for protecting
their cyber identity.
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The Nation’s dependence on information technologies continues to deepen quickly, and
cybersecurity efforts must expand accordingly to keep pace. Increasing investment in
cybersecurity research and standards activities will accelerate progress in mitigating existing
cybersecurity threats and potentially leave the U.S. less vulnerable to future threats. Delays in
conducting this work will delay corresponding improvements in the efficiency of cybersecurity
operations.

The Nation’s ever-increasing reliance on the Internet for conducting transactions, providing
services, and supporting national initiatives, such as smart grid and virtualization of energy
management, is directly tied to the development of initiatives that strengthen the reliability and
veracity of electronic commerce and authenticity of users, both individual and organizational.
Through the funding of these initiatives, NIST can support the research and development
research in response to the Administration’'s recommendation for improving the security,
availability, and confidence of the Nation’s cyberspace infrastructure. Failure to invest in research,
the development of standards, and improvement of cybersecurity awareness outreach will
continue to leave Federal government service providers, consumers, and private service
providers vulnerable to ever-increasing cyber attacks that could damage the national critical
infrastructure.

Base Resource Assessment:

In the areas of cybersecurity, NIST invested a total of $45 million in base STRS funds in FY 2012.

NIST collaborates with industry, consortia, and other Federal agencies to resolve critical
cybersecurity issues for the Nation’s cyber infrastructure. NIST's activities in support of
cybersecurity cover the full range of the research lifecycle, from conducting fundamental research,
such as improved techniques for measuring elements of security, to disseminating the results of
that research in many forms. This includes the following:

¢ Developing and reviewing standards, and coordinating the development of large sets of
standards.

* Writing guidelines on securing technologies for agencies and other organizations to follow.

+ Developing tools, tests, and testbeds for evaluating cybersecurity technologies and the
security of emerging information technologies.

« Establishing validation programs to confirm the proper implementation of standards in IT
products and services.

¢« Conducting outreach to make the cybersecurity and IT communities aware of NIST
activities and outputs.

NIST has a proven track record in the research and development of standards and guidance for data
protection, security automation, continuous monitoring, identity management, and IT security. Critical to
cybersecurity research is improving the protection of data and identity information and NIST has
extensive expertise in the development of related standards. NIST has a leading role in the Department
of Commerce program of cybersecurity and privacy initiatives that support realizing the potential for
ecommerce to foster innovation, bolster U.S. industrial competitiveness, and enhance our economic
prosperity and security. NIST is responsible for the development of Federal cryptographic standards for
unclassified T systems. The cornerstone cryptographic publication produced by NIST, Federal
Information Processing Standard 140 -2, Security Requirements for Cryptographic Modules, is globally
recognized and used and sets the gold standard by which cryptographic module evaluations are
conducted worldwide. NIST led the development of and authored standards in support of Homeland
Security Presidential Directive 12, Federal Information Processing Standard 201-2, Personal Identity
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Verification (PIV). HSPD-12 mandated the use of secure identity credentials for all Federal
government employees and certain contractors. To date, over three million FIPS 201-PIV credentials
have been issued, with significant consequent adoption of the standard occurring at the state and local
and level to meet regional cybersecurity and identity management requirements, a testimonial that the
NIST work in cybersecurity is addressing real national needs.

Schedule & Milestones:

Action 1.1: Security for the Federal Mobile Environment

e FY 2014 - FY 2015: Complete guidelines, test reference, derived testing requirements for the
critical random inputs needed for the creation of cryptographic keys, the foundational building
block for cryptography used in organizational MDMs and Mobile Devices.

e FY 2014 - FY 2015: Extend NIST’s guidance, leveraging NIST's Mobile Trust Foundations
Document in key areas called out in the guidance on separation of data, trust chaining,
periphery control and organizational trust measurements in mobile devices.

e FY 2014 - FY 2015: Create a test and validation program for assessing security controls
against side channel attacks against mobile devices and smart cards.

e FY 2014 - FY 2015: Deploy a mobile app tool for voluntary use by app vendors to provide
security related information with the app, promoting visibility and understanding of security
capabilities of apps and to allow organizations to apply local risk policies in an informed
manner.

e FY 2014 - FY 2015: Develop guidance on the creation, security properties and maintenance of
an app “store.”

e FY 2014 - FY 2015: Develop guidance on managing and security considerations with muti-
connection devices, providing security guidance references on best practices in the use of blue
tooth, LTE, 3GPP, and 802.11.

e FY 2014 - FY 2015: Work collaboratively with DoD on implementing a reference architecture
using a PIV/ICAC derived credential to assist with implementation, identify interoperability,
scalability, usability and security issues prior to large scale deployment. (Assumption: DoD
provides physical/virtual environment for development and reference as well as maintenance) -

Action 1.2: Techniques for Measuring and Managing Security

e FY 2014 - 2016: Develop open data models for a variety of contexts such as cloud
infrastructures, operating systems and mobile devices in support of federated information
exchange.

e FY 2015 - FY 2018: Enhance the ability for robust and unambiguous technical data to be
extended, managed, and shared federally, commercially, and internationally.

o FY 2014 - FY 2018: Research and develop new protocols and procedures to support the
assessment of IT infrastructure including cloud, mobility and emerging technologies.

e FY 2014 - FY 2015: Research and develop measurement techniques and processes to
support the development of sound security metrics for IT infrastructure.

e FY 2015 - FY 2018: Develop and test reference models and prototypes in support of
mobile, cloud, and operating system monitoring and management architectures.

e FY 2015 - FY 2018 Work with Standards Development Organizations to encourage
development and adoption of security measurement and management data models and
processes.
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e FY 2016 - FY2018: Publish guidance for implementing security measurement and
management solutions using standards and best practices.

Action 2: Cybersecurity Standards

e FY 2014: Complete the identification of cybersecurity voluntary consensus standards for
the critical infrastructure cybersecurity framework in support of the Executive Order

e FY 2014 - FY 2018: Enable the development of technical standards to enhance network
and communications infrastructure protection.

e FY 2014 - FY 2018: Facilitate the development of technical standards to support the
implementation of continuous monitoring through greater automation.

e FY 2014 - FY 2018: Engage with external stakeholders (government, industry, academia,
standards bodies) to research and extend the application of technical cybersecurity
standards to address sector-specific cybersecurity challenges.

Action 3: National Cybersecurity Center of Excellence

e FY 2014: Complete initial Healthcare IT Electronic Health Record (EHR) security template.
e FY 2014 - FY2015: Identify additional use cases and associated partners for research and
development.

Deliverables:

Action 1.1: Security for the Federal Mobile Environment

+ Complete guidelines, test reference, derived testing requirements for the critical random
inputs needed for the creation of cryptographic keys.

o Test and validation program for assessing security controls against side channel attacks
against mobile devices and smart cards.

¢ Develop guidance on the creation, security properties and maintenance of app “store”.

o Reference architecture using a PIV/CAC derived credential to assist with implementation,
identify interoperability, scalability usability and security issues prior to large scale
deployment.

Action 1.2: Techniques for Measuring and Managing Security

e Creation of reference data sets for cloud infrastructure, mobile devices and operating
systems.

+ Standards developed in Standards Development Organizations.

¢ Industry products that implement standards.

¢ Creation of analytic tools that support NIST data constructs.

o Test constructs made available for security posture of individual devices.

¢ Published NIST guidelines and recommendations.

Action 2: Cybersecurity Standards

¢ Workshops and meetings to engage with government and industry partners to identify
needed cybersecurity standards for development in standards development organizations.
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o Cybersecurity standards adopted by national and international standards development
organizations.

e Standards and best practices for the cybersecurity critical infrastructure framework
available for industry adoption.

Action 3: National Cybersecurity Center of Excellence

¢ Disseminate applied principles and mechanics underlying security standards, metrics, and
best practices for secure and privacy-preserving information technologies.

o Develop implementation templates for composing, monitoring, and measuring the security
posture of computer and enterprise systems.

o Achieve broad adoption of practical, affordable, and useful cybersecurity capabilities
across the full range of commercial and government sectors.
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Performance Goals and Measurement Data:

Action 1.1: Security for the Federal Mobile Environment

Performance Goal;

Documents published

With increase

FY
2014
Target
2

FY
2015

Target

3

FY
2016
Target
4

FY:
2017
Target
5

2018 -
Target

Without increase

1

1

2

2

Description

Number of documents published based on NIST Mobile Trust

Foundations document

Action 1.2: Techniques for Measuring and Managing Security

Performance Goal:

Technical specifications
developed
With increase

FY
2014
Target
4

FY
2015
Target
6

FY
2016
Target
8

FY
2017
Target
10

FY
2018
Target
12

Without increase

2

3

4

5

6

Description

Number of technical specifications developed and published

Action 2: Cybersecurity Standards

Performance Goal:

Experts participating in
'standards activities
With increase

FY
2014

FY
2015 .
Target
4

FY
2016
Target
4

FY

2017
o Target

4

FY
. 2018
-Target -
4

Without increase

1

1

1

1

Description

Participation in standard development activities in support of
national cybersecurity priorities, representing a core team of
staff, not precluding existing staff already engaged standards
activities.

Action 3: National Cybersecurity Center of Excellence

Performance Goal:
Use cases developed.

With increase

v FY FY. kY. FY
2014

2015 ’ 20’ 2018

Target
2

Target
3

. Target
6

Without increase

2

3

4

Description

Use cases identified and corresponding technical templates
published
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PROGRAM CHANGE PERSONNEL DETAIL

(Dollar amounts in thousands)

Program: Measurement science, services, and programs

Sub-program: Laboratory programs

Program Change: Cybersecurity R&D and standards

Number  Annual Total

Title: Location Grade of Positions Salary Salaries
Project lead Gaithersburg PV 4 $124,377 $497,508
Computer scientist Gaithersburg PV 8 124,377 995,016
Standards coordinator Gaithersburg PV 1 124,377 124,377
Standards tiason Gaithersburg PV 3 105,737 317,211
[T specialist Gaithersburg ZP IV 8 105,737 845,896
Administrative support Gaithersburg ZAll 3 75,246 225,738
Technology support Gaithersburg ZP Hll 4 75,246 300,984

Administrative/technical support  Gaithersburg ZAl 3 51,888 155,664

Total 34 3,462,394
Less Lapse 25% 9) (865,599)
Total full-time permanent (FTE) 25 2,596,796
2014 Pay Adjustment (1%) 25,968
TOTAL 2,622,764
Personnel Data Number
Full-Time Equivalent Employment

Full-time permanent 25

Other than full-time permanent 0

Total 25
Authorized Positions:

Full-time permanent 34

Other than full-time permanent 0

Total 34
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PROGRAM CHANGE DETAIL BY OBJECT CLASS

(Dollar amounts in thousands)

Program: Measurement science, services, and programs
Sub-program: Laboratory programs
Program Change: Cybersecurity R&D and standards

2014
Object Class Increase

11 Personnel compensation

11.1 Full-time permanent $2,623
11.3 Other than full-time permanent 0
11.5 Other personnel compensation 0
11.8 Special personnel services payments 0
11.9 Total personnel compensation 2,623
12 Civilian personnel benefits 816
13 Benefits for former personnel 0
21 Travel and transportation of persons 139
22 Transportation of things 37
23.1 Rental payments to GSA 0
23.2 Rental Payments to others 0
23.3 Communications, utilities and miscellaneous charges 1,653
24 Printing and reproduction 32
251 Advisory and assistance services 0
252 Other services 2,300
253 Purchases of goods & services from Gov't accounts 1,252
254 Operation and maintenance of faciiities 0
255 Research and development contracts 2,000
25.6 Medical care 0
257 Operation and maintenance of equipment 234
25.8 Subsistence and support of persons 0
26 Supplies and materials 1,277
31 Equipment 1,387
32 Lands and structures 0
33 Investments and loans 0
41 Grants, subsidies and contributions 1,250
42 Insurance claims and indemnities 0
43 Interest and dividends 0
44 Refunds 0
g9 Total obligations 15,000
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3. Advanced Communications: Enabling the development and deployment of next generation
communication technologies (Base Funding: $10.6 million_and 23 FTE; Program Change:
+$10.0 million and 12 FTE).

NIST requests $10.0 million and 12 FTE to support research, standards, and testing efforts in the area
of advanced communications for the development and deployment of next generation communication
technologies.

Proposed Actions: Enabling the development and deployment of next generation and
emerging communication technologies (+$10.0 million)

Rapid advances in communications technology have fundamentally changed the way we as a
Nation work and live. With these advances have come significant challenges that, unless
addressed, will adversely impact our Nation’s ability to reap the benefits from these technologies
while ensuring our national security needs are met. Examples of these challenges include: the
exponential growth of wireless data usage — scarce spectrum must be more efficiently used to
meet the demand; the evolution of broadband access in the home — this has moved from a luxury
to a necessity with increasing needs for ever-higher bandwidth; and the vulnerability of all internet
capable devices to various security threats. To address these challenges NIST will fund R&D,
testing, and standards efforts relevant to advanced communications through the NIST Center for
“Advanced Communications Technologies headquartered at its Boulder laboratories. Through the
Center NIST will leverage key research and engineering expertise and capabilities and build upon
capabilities that are currently available within the NIST Boulder Laboratories and its sister agency,
the National Telecommunication and Information Administration’'s (NTIA) Institute for
Telecommunication Services (ITS) laboratories to provide opportunities for collaborative research
and development. The Center will also provide access to a variety of test-bed resources in order
to provide the infrastructure necessary to catalyze accelerated development, testing, and
deployment of advanced communications technologies in support of both commercial and
government applications.

Through this initiative NIST will target efforts at research to support the development and testing
of advanced communications technologies, public safety communications R&D and testing, and
coordination of spectrum testing and evaluation resources.

Action 1: Advanced Communications Research and Development and Testing
The request would support research and testing in 2 main categories:

e Research on next generation communication technologies — This request would provide
funds to significantly extend NIST’s work with industry to test, measure and improve designs for
forward-looking advanced communication architectures, develop techniques to predict and
control behavior of large systems, and expedite the seamless integration of heterogeneous
wireless and wired network technologies. Given the business/mission critical stature of the
Internet today, there is a vast chasm between academic designs and commercially viable
Internet-scale technologies. NIST proposes to help bridge this gap by developing and
employing advanced test and measurement techniques to characterize critical design
requirements for next generation IP based architectures for advanced communication protocols
and to work with industry to evaluate and improve their emerging protocols designs. Similarly,
NIST will- tackle the technical barriers facing the seamless integration of heterogeneous
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networks for end-to-end interoperability by developing and evaluating standard interfaces and
advanced protocol measurements and modeling techniques that will enable the support of
applications and services regardless of the underlying networking infrastructure.

Modern society grows increasingly dependent on large scale information systems in which the
interaction of millions of components can lead to dynamic global patterns that cannot be
predicted by analyzing the behavior of individual components. Such global patterns include
cascading failures, phase transitions, and oscillations that drive systems from normal operating.
ranges to degenerate regimes and failure. As the Nation’s measurement laboratory, NIST,
collaborating with industry and academia, has a leading role in identifying, evaluating, refining
and testing techniques that can be used to measure and predict global behavior in such large
information systems, which will characterize future communication systems. The request
supports several targeted efforts to meet these objectives by: (1) developing and evaluating
methods and algorithms to predict behaviors that can lead to large-scale system failures; (2)
testing real-time methods to monitor global behaviors in large distributed systems; and (3)
fostering commercial. adoption and deployment of successful methods and technologies for
measuring and predicting shifts in system behaviors. A thorough understanding of such failure
mechanisms will enable designing more robust and resilient future communications systems.

Metrology to support the testing and evaluation of advanced communications
technologies - The requested funds would support the development of new measurement
science required to improve and calibrate instruments essential for industry to generate and
measure the next-generation of complex, high-speed data signals that are critical for advancing
communications networks.

New measurement science is critical to overcoming the serious limitations inherent to today's
test methods and equipment. NIST's fundamental waveform metrology must be greatly
extended to provide the underpinning measurement science that can reproducibly characterize
and compare complex waveforms with reduced uncertainties, and thus providing quantitative
descriptions of communications signal quality.  From this foundation, we apply waveform
measurement techniques to develop new or enhanced metrology required to support advances
in high-speed communication systems. Importantly, by approaching these fundamental
measurement challenges at the waveform or signal level, NIST can efficiently enable new
technologies in both wireless and optical networks within one program.

Wireless networks operating at the recently released 70, 80, and 90 GHz bands are capable of
carrying gigabit/second (Gbps) data rates, and with advances in measurement infrastructure,
even 10 Gbps wireless is within reach. However, the technology to measure complicated
broadband signals at mm-wave frequencies and GHz bandwidths is not available. NIST's
ultrafast electro-optic measurement technology, an approach that is unfamiliar to the wireless
industry, may be used as a fundamental source of traceability for the millimeter wave wireless
industry, enabling multi-Gbps internet access for mobile and “last mile” applications. Robust
last-mile wireless may be the critical enabling technology for high-bandwidth access to the
home or premises where fiber-to-the-premises does not apply or is too expensive.

Our techniques will also improve the economic capacity of fiber optic communications links.
Ten years ago, systems designers treated the bandwidth of optical fibers as infinite, focusing
on developing the simplest and fastest transmitters and receivers possible, but using only a
fraction of the available fiber bandwidth. Today, spectral efficiency is the key to economically
expand network capacity. This is pushing fiber systems from inefficient “on-off “ modulation
formats, to highly-complex spectrally efficient modulation formats that are typical of wireless
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systems. These formats present new challenges of measuring not only the amplitude of optical
modulation but its phase and polarization as well, at the limit of or even beyond the bandwidth
of conventional electronics. Optical constellation analyzers or optical vector signal analyzers
(analogous to instruments used in the wireless realm) are new to optical communications. To
enable their widespread use and effectiveness, their performance must be validated and
calibrated— requiring even higher speed measurements and superior accuracies than can be
attained through equipment and instruments currently deployed and used in the field.

Independent of the underlying hardware, whether relying on advanced modulation of optical
signals or new wireless systems operating at mm-wave frequencies, all new communications
systems face a common set of basic metrology challenges for the accurate characterization
and validation of the complex signal waveforms. NIST will achieve substantial leverage by
addressing these common challenges in an integrated program that applies common
underlying measurement technologies to address the common challenges. To do so, NIST will
build on its current strengths in waveform metrology to fully characterize very complex signals
while simultaneously increasing the measurement bandwidth, reducing uncertainties, and
simplifying the traceability chain to streamline manufacturing test.

Action 2: Advanced Public Safety Communications - 700 MHz Public Safety Broadband
Demonstration Network

NIST will support the continued development and operation of the 700MHz Public Safety
Broadband Demonstration Network, which allows real-world deployment of candidate public
safety broadband technologies, and allows for testing and evaluation of public safety data
applications, including voice and video. The Demonstration Network is instrumental in helping
public safety officials obtain the information they need to make the transition to 700MHz
broadband, and will aliow for not only the evaluation of the technology in this new band, but also
for determining the technology gaps to be addressed to enable a truly nationwide network
deployment. This is in direct support of the Administration’s priority of developing a nationwide
public safety network in the 700MHz band. Public safety agencies have long struggled with
effective cross-agency radio communications, due mainly to incompatibility of many legacy
systems and non-contiguous spectrum assignments. But recently enacted Congressional
legislation and FCC rulings have made broadband spectrum, cleared by the Digital Television
(DTV) ftransition available to public safety, allowing for a unified system that would foster
nationwide roaming and interoperability. Though public safety has been licensed to use this
700MHz spectrum, there are no government or independent laboratory facilities in the United
States to test and demonstrate the public safety specific requirements, which pose unique
challenges due to the mission critical nature of public safety. To address this gap, NiST's Public
Safety Communications Research (PSCR) program (a joint program between NIST and NTIA)
has created a 700MHz Broadband Public Safety Demonstration Network to provide
manufacturers a site for early deployment of their systems, to foster an opportunity to evaluate
systems in a multi-vendor environment, and to stimulate integration opportunities for commercial
service providers. To date the Demonstration Network has signed Cooperative Research and
Development Agreements (CRADAs) with 39 companies and institutions, through which those
entities provide equipment and expertise in support of the test plans for the Demonstration
Network. Results from the Demonstration Network not only provide valuable information about
the state of current broadband technologies and how they do or do not meet public safety needs,
but also provide the technical foundation to further refine public safety’s requirements and to work
within the international standards bodies to develop tools that can help engender greater
confidence that those requirements are met.
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Action 3: Spectrum Test-bed Coordination: An important element of this initiative will be the
coordination of a network of Federal test-range capabilities to facilitate that provision of testing and
evaluation capabilities to meet both industry and govemment requirements. In partnership with NTIA
and other agencies, NIST will facilitate coordination of qualified Federal and non-federal modeling and
simulation (M&S), laboratory, and test-range capabilities to enable industry, government and academic
stakeholders to work together to address pressing spectrum sharing and co-existence issues.
Coordination of these resources will accelerate deployment of new and innovative spectrum access
solutions. This coordinated network of test-ranges will serve a ready-now, frusted, unbiased
engineering and evaluation role in the testing and evaluation of spectrum sharing technologies and
solutions. This will enable the deployment of spectrum sharing solutions that best address diverse
economic development, national security, and public safety objectives.

Statement of Need and Economic Benefits:

In the areas of advanced communications, NIST invested a total of $10.6 million in base STRS
funds in FY 2012.

The rapidly changing pace of communication technologies has been a major driver of
technological innovation and economic development in the U.S. and around the world in the past
two decades. The shrinking of technology development cycles, the increasing convergence of
scientific disciplines and communication technologies is leading to the advent of new and
disruptive communication technologies. This growth presents both unique opportunities and
challenges.

Demand for capacity in aggregated traffic for fixed broadband is expected to grow exponentially for the
foreseeable future. According to Akami's “State of the Internet” report for the 3 quarter of 2011, the
global average peak connection speed grew 45 percent from the 3" Quarter of 2010 to 11.7 Mbps in
Q3 2011. Considering just wireless users and devices in the U.S., a study by the Cable and
Telecommunications Industry Association (CTiA) estimated that the number of mobile devices
increased by 9 percent in the first half of 2012, to 327.6 million devices, exceeding the population of the
U.S. (315 million). The report also estimated that internet traffic also rose 111 percent to 341.2 billion
megabytes during that same time period. Considering such prolific growth and anticipated future
demand, simple linear scaling of network capacity will not meet future requirements, both from
economic- and technology-based perspectives and none of the present technologies can achieve the
necessary scale. Network capacity is already strained. Paradigm-changing technologies must be
developed that enable capacity increase of a factor of ten or more, but require only a marginal increase
in capital and operating expenditures. The path to the required capacity is largely unknown, and without
significant research, the ability to meet the future needs of a growing information-based economy is
compromised.

Mobile broadband networks, including Wi-Fi systems and smart phones, employ wireless technologies
in the microwave part of the frequency spectrum. There has been a 5000 percent growth in demand for
wireless internet data in the last three years. Currently a mere three percent of wireless smart-phone
customers are using up to 40 percent of the total available cell-phone bandwidth causing a huge
bottleneck for mobile broadband. While the FCC has been very proactive in opening up additional
spectrum, this will only go so far in reducing congestion caused by the so-called “spectrum crunch”.
The development of frequency-agile wireless systems is currently under way as a key component for
using available spectrum more efficiently. These systems will require development of more sensitive
and intelligent hardware to take advantage of temporarily available spectrum. The use of alternative
spectrum such as the recently-allocated frequency bands at milimeter-wave frequencies could provide
an increase in usable spectrum that is orders of magnitude greater than the current cell phone bands.
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These systems will require development of faster, inexpensive integrated circuits, adaptive antennas,
and new transmission protocols to take advantage of the huge increase in available bandwidth.

Besides the technical challenges that are specific to individual fixed and mobile broadband
transmission technologies, there are several issues that transcend individual networks, and focus on
the challenges posed by the need for interoperability, scale and security requirements of future-
generation broadband Internets. The cross-cutting technical barriers include:

+ Interoperability — Finding a common suite of protocols that is both efficient and effective across
a rapidly growing and divergent set of link technologies will be an enormous challenge. From
low power sensor networks, to high speed mobile mesh networks, to terabit fixed optical
networks; if one were to design distinct protocols for each environment, they might look
radically different. Yet the power of the Internet is based upon having a common, ubiquitous
underlying protocol suite on all devices. Heterogeneity of host platforms is also a daunting
challenge. From high performance computational clusters, to mobile smart phones, to the
simplest networked sensor, protocols must be designed that are compatibie and efficient on a
vast range of computing devices. Achieving the goal of both seamless and efficient operation
across such a broad range of environments will require research and development of “cognitive
network” technologies — protocols that can sense and adapt to their ever-changing local
environment and support collaborative resource control across many nodes.

* Scaling — Future communication networks will need to support an ever-increasing number of
devices that is orders of magnitude larger than those connected to today's Internet. The “smart
phone” has already created an environment where mobile broadband must support devices
more capable than PCs of even a few years ago in terms of factors such as processing power,
screen resolution and video generation. The coming “Internet of Things”, also called “machine-
to-machine” networks, with network sensors and simple control processors at scales that will
dwarf human operated devices. The goal for the current generation broadband effort is 100
Mbps to every home in the Nation, and future generations of broadband will require that level of
capability to every smart phone/person, and hundreds of Kbps to every control
processor/sensor.

+  Security — Ensuring the security of next-generation networks will require baking in security from
the very beginning (i.e., security by design) and will also require existing security technologies
to cope with the new protocols, network control systems and scale described above. it is not
clear how applicable security technologies designed for today’s environment of networked PCs,
will scale to the extremes of low powered sensor networks, or terabit optical networks. Going
forward, new challenges in network identity management, mobile access control and
authentication, and privacy will have to be addressed to both fully enable, and protect users of
network technologies of the future.

The future of public safety communications networks is a compelling example of these issues. There is
a strong need for access to multiple means of communications over significant distances. Yet, the
public safety community cannot use existing commercial networks because of concerns about
robustness and availability during critical times, and the lack of resiliency and security, as well as
capacity. Furthermore, there is a strong need to be able to move communications seamlessly among
whatever communication avenue is available in an emergency. Current communications systems,
both mobile and fixed broadband, do not offer this seamless switching and they do not have the
network management tools to enable the public safety community to take advantage of commercially
available networks.
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Schedule & Milestones:
Action 1: Advanced Communications Research and Development and Testing

o FY 2014: Measure emerging 100 Gbps non-repetitive, complex optical signals using advanced
NIST optical sampling techniques; Demonstrate methods for calculating, in a compact form, the
uncertainty of long duration waveforms.

e FY 2014 - FY 2015 Evaluate mid-term approaches to scale the routing and addressing
systems of the current Internet architecture to address future needs. Evaluate and
improve the security and robustness of viable approaches to ensure that recent advances
in routing security are carried forward into new architectures.

o FY 2014 - FY 2015: Identify challenges and alternatives for the realization of secure and
seamless wireless/wireline networks and publish gap analyses and recommendations.

e FY 2014 - FY 2017: Conduct research into the test and measurement of seamliess and
security mobility protocols and networks and actively contribute to the development of
standard specifications for such networks.

e FY 2014 - FY 2018: Develop metrics, mathematical and computer simulation models to
accurately assess the behavior of seamless and secure networks.

e FY 2014 - FY 2018: Publish guidelines and disseminate research findings in professional
conferences/journals and contributions to standard developing organizations.

o FY 2015: Demonstrate methods for characterizing communications test equipment errors due
to critical signal processing steps when measuring longer bit sequences useful for
communications diagnostics.

e FY 2015: Demonstrate techniques for using calibrated instruments to measure complex
modulated signals e.g., quadrature amplitude modulation (QAM) and quadrature phase-shift
keyed (QPSK), at frequencies between 40 and 110 GHz.

o FY 2015 - FY 2016: Test and evaluate proposals for software-defined networks based
upon customized forwarding algorithms. Work with industry to define and promulgate
consensus standards for programmable networks and to ensure that the introduction of
such technologies into commercial networks can be achieved in an efficient, robust and
secure manner.

e FY 2015 - FY 2016: Initiate realistic testing to evaluate algorithms that survived laboratory-
based, theoretical evaluations. First, evaluate the surviving algorithms against traffic traces
adapted from archived data collected by industry and academic groups. Second, evaluate
the algorithms in real time on measurement data collected during empirical experiments.
Third, test the algorithms in commercial systems and industrial laboratories.
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e FY 2016: Demonstrate antenna and free-field sensor metrology for accurate transmission of
mm-wave signals and verification of transmitted signals, in particular for dynamic spectral
measurements.

e FY 2016 - FY 2017: Work with existing network measurement companies and potential
startups to transfer the developed algorithms into viable technologies that can be included
in products developed for sale in support of network measurement services.

o FY 2017: Demonstrate ultrafast electro-optic techniques for characterizing vector modulation
formats at 70 GHz - 500 GHz, overcoming the limitations imposed by the coaxial connectors,
limited bandwidth, and increased transfer uncertainty inherent when measuring these signals
with conventional oscilloscopes.

o FY 2017: With test equipment manufacturers, establish traceability for optical signal analyzers
as well as 100 Gbps optical components and systems.

o FY 2018: Develop large signal measurement capability for transistor and amplifier optimization
at mm-wave frequencies.

Action 2: Advanced Public Safety Communications - 700 MHz Public Safety Broadband
Demonstration Network

e FY 2014 - FY 2015: Test proposed architecture(s) for possible nationwide public safety
broadband network.

o FY 2014 - FY 2015: Develop capability and test public safety mission critical voice service
over an LTE network.

o FY 2014 - FY 2015: Demonstrate and test available mission critical public safety devices
over the demonstration network.

e FY 2014 - FY 2015: Perform multi-vendor interoperability testing within the demonstrate
network for LTE network components.

o FY 2014 - FY 2016: Develop public safety specific standards contributions based on demo
network findings and lessons learned.

Action 3: Spectrum Test-bed Coordination

e FY 2014: Provide a trusted agent for industry, Federal, and non-federal spectrum users to
facilitate technical studies in spectrum sharing and testing needs.

o FY 2014: Lead spectrum-related outreach and engagement activities with stakeholders in
industry, government, and academia in order to identify spectrum sharing evaluation and
testing needs, and to disseminate information about existing testing capabilities and
opportunities, and needs

o FY2014 — FY2015: Facilitate partnerships formation with industry and other government
agencies to meet testing needs necessary to solve issues related to spectrum sharing by
providing common agreement frameworks (MOAs, user agreements, and Cooperative
Research and Development Agreements.) among network partners.
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e FY2014 - FY2015: Provide a centralized directory of available facilities and accepted
testing methodologies.

e FY2014 - FY2016: |dentify and facilitate access to modeling and simulation capabilities,
of DOC, DOD, FCC and other participating organizations to provide industry, academic,
and government users access to the widest range of capabilities for assessing candidate
spectrum sharing technologies.

e FY2015 — FY 2017: Establish, manage and operate a national-level archive for system
data, analysis, and test results, with mechanisms to protect proprletary sensitive, and
classified data as appropriate.

Deliverables:
Action 1: Advanced Communications Research and Development and Testing

o Definition of robustness, security and scalability of next generation Internet architectures.

e Modeling tools and data sets that enable researchers to accurately model the scale and
dynamics of current and future Internet control systems.

¢ Published analyses and improved standard specifications for emerging specifications for
software-defined networks.

* Gap analysis on challenges for seamless and secure network mobility.
+ Publications and standard contributions on seamless and secure networks.

¢ Models and tools for measuring and predicting the performance of seamless and secure
networks.

¢ A set of network simulation models capable of generating phase transitions of interest and
of coliecting data required for algorithmic analysis.

e Calibration artifacts with full point-by-point uncertainty characterization, which will enable a
wide range of calibrated time- and frequency-domain measurements to be performed in
industrial laboratories, thus accelerating product development by removing the need for
intermediate calibration steps by NIST.

¢ Measurement methods for waveform metrology up to 500 GHz. Such new measurements are
required to determine and minimize harmonic distortion in communication system amplifiers at
frequencies above 100.

¢ New test methods to enable the development and verification of interoperable transmission
protocols for frequencies at 70 GHz and above, newly made available by the FCC.

e Methods for quantitative measurement